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ABSTRACT

The designed Web proxy server is a specialized HTIP server. The primary use of a

proxy server is to allow internal clients access to the Internet from behind a firewall.

Anyone behind a firewall can now have full Web access past the firewall host with

minimum effort and without compromising security.

The proxy server listens for requests from clients within the firewall and forwards these

requests to remote internet servers outside the firewall. The proxy server reads

responses from the external servers and then sends them to internal client clients.

Jn the usual case, all the clients within a given subnet use the same proxy server. This

makes it possible for the proxy to cache documents efficiently that are requested by a

number of clients.

Jn this thesis I could implement the authentication protocol,caching, provision for the

adrninistartor to enforce rules like denying access to some sites and calculation of RTI

and effective bandwidth for each request.

The proxy server the proxy includes two applications. The main application starts up

and serves and a proxy server that listens to client's requests on a specific port, and

forwards the requests to a web server or to another web proxy (father proxy), then

sending the replies back to the clients. This application will be referred to as the proxy

application.
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LIST OF GLOSSARY

AccessControl List (ACL)
Associated with physical interface the packet came through.

Certificate Authorities
A trusted third-party organization or company that issues digital certificates used to

create digital signatures and public-private key pairs. The role of the CA in this process

is to guarantee that the individual granted the unique certificate is, in fact, who he or she

claims to be.

UUCP

UUCP (Unix-to-Unix CoPy) was originally developed to connect Unix (surprise!) hosts

together. UUCP has since been ported to many different architectures, including PCs,

Macs, Amigas, Apple lls, VMS hosts, everything else you can name, and even some

things you can't. Additionally, a number of systems have been developed around the

same principles as UUCP.

Content Distribution Network "CDN"
The physical network infrastructure of connecting global locations together which

allows for Web content to be distributed to the edges of the entire network

infrastructure.

Cryptographic algorithms
A cryptographic system that uses two keys - a public key known to everyone and a

private or secret key known only to the recipient of the message. An important element

to the public key system is that the public and private keys are related in such a way that

only the public key can be used to encrypt messages and only the corresponding private

key can be used to decrypt them. Moreover, it is virtually impossible to deduce the

private key if you know the public key.
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Decrypt

The process of decoding data has been encrypted into a secret format Decryption

requires a secret key or password.

Digital Certificate

An attachment to an electronic message used for security purposes. The most common

use of a digital certificate is to verify that a user sending a message is who he or she

claims to be, and to provide the receiver with the means to encode a reply.

An individual wishing to send an encrypted message applies for a digital certificate

from a Certificate Authority.

Encrypt

The translation of data a secret code. Encryption is the most effective way to achieve

data security.

Unencrypted data is called plain text encrypted data is referred to as cipher text.

DES
1Data Encryption Standard, an encryption algorithm used by the U.S. Government.

1DSA

Digital Signature Algorithm, part of the digital authentication standard used by the U.S.

Government.

KEA

Key Exchange Algorithm, an algorithm used for key exchange by the U.S.

Government.

MD5

Message Digest algorithm developed by Rivest

RC2 andRC4

Rivest encryption ciphers developed for RSA Data Security.

V
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RSA key exchange

A key-exchange algorithm for SSL based on the RSA algorithm.

SHA-1
Secure Hash Algorithm, a hash function used by the U.S. Government.

SKIPJACK
A classified symmetric-key algorithm implemented in FORTEZZA-compliant hardware

used by the U.S. Government. (For more information, see FORTEZZA Cipher Suites.)

Triple-DES
DES applied three times.

HTTP
Short for Hypertext Transfer Protocol, the underlying protocol used by the World Wide

Web. HTTP defines how messages are formatted and transmitted, and what actions

Web servers and browsers should take in response to vari.ouscommands.

HTTPS
By convention, Web pages that require an SSL connection start with https: instead of

http.

IP
Abbreviation of Internet Protocol, pronounced as two separate letters. IP specifies the

format of packets, also called datagrams, and the addressing scheme. Most networks

combine IP with a higher-level protocol called Transport Control Protocol (TCP) that

establishes a virtual connection between a destination and a source.

IPSec
A secure network starts with a strong security policy that defines the freedom of access

to information and dictates the deployment of security in the network.

VI



ISP

Short for Internet Service Provider. A company that provides connection and services

on the Internet, such as remote dial-in access, DSL connections and Web hosting

servıces.

ISO

The International Standards Organization (ISO) Open Systems Interconnect (OSI)

Reference Model defines seven layers of communications types

OSI

Short for Open System Interconnection, an ISO standard for worldwide

communications that defines a networking framework for implementing protocols in

seven layers. Control is passed from one layer to the next, starting at the application

layer in one station, proceeding to the bottom layer, over the channel to the next station

and back up the hierarchy.

PIN

Short for Personal Identification Number. Typically PIN' s are assigned by financial

institutes to validate the identity of a person during a transaction.

RSA 

An public key encryption technology developed by RSA Data Security, Inc. The

acronym stands for Rivest, Shamir, and Adelman, the inventors of the technique. The

RSA algorithm is based on the fact that there is no efficient way to factor very large

numbers. Deducing an RSA key, therefore, requires an extraordinary amount of

computer processing power and time.

SSL

Short for Secure Sockets Layer, a protocol developed by Netscape for transmitting

private documents via the Internet. SSL works by using a private key to encrypt data

that's transferred over the SSL connection.
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SSL performs a negotiation between the two parties who are exchanging information,

the negotiation process involves understanding the key pairs, the protocols, and the type

of data request.

TCP

Abbreviation of Transmission Control Protocol, and pronounced as separate letters.

TCP is one of the main protocols in TCP/IP networks. Whereas the IP protocol deals

only with packets, TCP enables two hosts to establish a connection and exchange

streams of data

UDP

Short for User Datagram Protocol, a connectionless protocol that, like TCP, runs on top

of IP networks.

VPNs

(Virtual Private Networks). Traditionally, for an organization to provide connectivity

between a main office and a satellite one, an expensive data line had to be leased in

order to provide direct connectivity between the two offices.

Web

A system of Internet servers that support specially formatted documents. The

documents are formatted in with HTML (Hypertext Mark up Language) that supports

links to other documents, as well as graphics, audio, and video files.

Web Server Accelerators

A system that services Web servers by offloading TCP/IP connections, responding to

Web Client requests, replicating the Web content for availability and surge protection,

and enhancing Web server performance.
I

Web Sever

A computer that delivers (serves up) is Web pages. Every Web server has an IP address

and possibly a domain name.
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INTRODUCTION

Network security involves any and all countermeasures taken to protect a network from

threats to its integrity. As modem networks have continued to grow and as more and

more networks have been connected to the public Internet, the threats to the integrity

and privacy of a company's networks have also grown. The attacks that are made on a

network are increasingly more complex and pervasive, and the tools used for such

purposes are easy to acquire. For example, anyone can log on to an Internet search

engine and perform a search on hacking and be presented with an immense amount of

sites that offer information and tools on hacking. Therefore, the need for network

security is obvious.

The main reason for using a proxy server is to give access to the Internet from within a

firewall. An application-level proxy makes a firewall safely permeable for users in an

organization, without creating a potential security hole through which one might get

into the subnet. The proxy can control services for individual methods, host and

domain, and more-filtering client transactions. A very important thing about proxies is

that even a client without DNS can use the Web It needs only the IP address of the

proxy. Application level proxy facilitates caching at the proxy. Usually, one proxy

server is used by all clients connected to a subnet. This is why the proxy is able to do

efficient caching of documents that are requested by more than one client. The fact that

proxies can provide efficient caching makes them useful even when no firewall machine

is in order. Configuring a group to use a caching proxy server is easy (Most popular

Web client programs already have proxy support built in), and can decrease network

traffic costs significantly, because once the first request was made for a certain

document, the next ones are retrieved from a local cache.

The aim of the thesis is the development of java application software for caching web

proxy servers based on network security. The java application based program has been

developed by the author, which applies caching proxy based network security.
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Chapter 1 In this chapter we'll cover some of the foundations of computer networking

and network security.

Chapter 2 This chapter briefly describes what Internet firewalls can do for your

overall site security.

Chapter 3 Describes The network traffic proxy servers security problems due to the

repeated retrieving of objects from remote Web servers on the Internet.

Chapter 4 This chapter describes the Public-key cryptography and related standards

and techniques underlie security features of authentication and authorization -key

cryptography.

Chapter 5 Describes the designed and implemented a web proxy server, which can be

configured remotely over the Internet by its administrator.

Finally, the program developed by the author is given in an appendix at the end of the

thesis.
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