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ABSTRACT 
This paper is a proposal for graduation project in which network security and 

.- walls will be analyzed as a most effective way for addressing network security 

oblerns. 
The proposal will include a discussion of the motives for research on firewalls as 

"ell as an overview of some firewall products. The project will be implementation 

oriented and will assist in understanding the nature of network security problems and 

.hat types of firewalls will solve or alleviate specific problems. 
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ACRONYMS 

ARP -Address Resolution Protocol 

BSD - Berkeley Software Distribution 

DES - Data Encryption Standard 

DNS-Domain Name Service 

DSS - Digital Signature Standard 

FTP - File Transfer Protocol 

HTTP - Hyper'Text Transfer Protocol 

ICMP - Internet Control Message Protocol 

IRC - Internet Relay Chat 

ISN -Initial Sequence Number 

LAN -Local Area Network 

MAC - Message Authentication Code 

MBONE - Multicast Backbone 

NAT - Network Address Translator 

NFS - Network File System 

NIC-Network Interface Card 

NIC-Network Information Center 

NIS/YP- Network Information Service/Yellow Pages 

NNTP- Network News Transfer Protocol 

NTP - Network Time Protocol 

NVT-Network Virtual Terminal 

OSI - Open System Interconnection 

RARP - Reverse Address resolution Protocol 

RFC - Request for Comments 

RPC - Remote Procedure Call 

RSA - Rivest, Shamir, Adleman 

SAH - Secure Hashing Algorithm 

SMLI - Stateful Multi-Layer Inspection 

SMTP - Simple Mail Transfer Protocol 

SNMP - Simple Network Management Protocol 

TCP/IP =Transmission Control Protocol/Internet Protocol 

TFTP - Trivial File Transfer Protocol 
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UDP - User Datagram Protocol 

WAIS - Wide Area Information Service 

WAN - Wide Area Network 

WWW - World Wide Web 

IV 



1. THE INTERNET 

1.1. Introduction 

The Internet is one of the most important developments in the history ofinformation 

Jll!MWiS. The Internet is not one network, but rather a worldwide collection of Networks 

use a common protocol for communications. Use of a common protocol among 

iw++11t1aattl>le network technologies opened the possibilities of shared resources in the 

in the 
lace. The Internet has become a common ground for information exchange. 

Although many protocols have been adapted for use in an internet, one suite known 

CP/IP (Transmission Control Protocol I Internet Protocol), stands out as the most 
ly used for interconnection of many disparate physical networks. TCP/IP is the glue 

lds the Internet together and makes universal service possible. TCP/IP technology 

made possible a global Internet that includes over 10,000 different networks in more 
l 00 different countries. 

The Internet started out as U.S. Department of Defense network that connected 

-.-rh scientists and academics around the world. Originally, commercial traffic was 

idden on the Internet because the key portions of the network were funded by the U.~. 

~ent. Today the Internet is no longer maintained by the government, but rather by a 

ate industry consortium, and everyone can join the Internet by paying a registration fee 

agreeing to maintain certain communication standards. The benefitsof connecting to 

Internet range from lower communication cost and greatly improved communication to 

vast variety of the Internet services and resources. 

The Internet organization is based on a hierarchy at whose root lie providers. The 
met's providers connect their networks to form the worldwide backbone for the 

met. Individual provider networks may be limited to small geographic regions or they 
_r span entire continents. 

1.2. Internet services 

There are a number of services associated with the Internet that users want to 

cess. The most popular and commonly used Internet application services include 

tronic mail, file transfer, remote terminal access, and World Wide Web access. Beyond 

there are a number of services used for remote printing, transferring news, 
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rencing, management of distributed databases and information services. Following is 

· f summary of the major Internet services that users may be interested in using. 

• Electronic mail is implemented using Simple Mail Transfer Protocol (SMTP) which 

is Internet standard protocol for sending and receiving electronic mail. 

File transfer is the method designed for transferring files on request. File Transfer. 

Protocol (FTP) is the Internet standard protocol for this purpose. 

• Remote terminal access is used for connecting to remote systems connected via the 

network, as if they were directly attached. TELNET is the standard for remote 

terminal access on the Internet. There are other programs that are used for remote 

terminal access and remote execution of programs such as rlogin, rsh, and other "r" 

commands (rep, rdump, rrestore, rdist). 

• Name service is what translates between the host names that people use and the 

numerical IP addresses that machines use. Domain Name Service (DNS) is not a 

user level service, but it is used by TELNET, SMTP, FTP and every other service 
that a user needs. 

• Network News Transfer Protocol (NNTP) is used to transfer news across the 

Internet. 

• Information services such as 

1. Gopher which is a menu-oriented tool that helps users find information on 

the Internet. 

- WAIS that stands for Wide Area Information Service and is used for 

indexing and searching with databases of files. 

- Archie which is an Internet service that searches indexes of anonymous 

FTP servers for file and directory names. 

- World Wide Web (WWW) is based in part on existing services, and in part 

on a new protocol, HyperText Transfer Protocol (HTTP). Web servers are 

accessed by Mosaic, Netscape Navigator and other popular web browsers. 

- Finger service which looks up information about a user who has an account 

on the machine being queried 

- Who is service which is similar to finger, but it obtains publicly available 

information about hosts, networks, domains and their administrators. 
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Real time conferencing services 

- Talk is the oldest real-time conferencing system used on the Internet which allows 

two people to hold a conversation. 

- Internet Relay Chat (lRC) involves lots of people talking to each other. 

- New set of services provided over Multicast Backbone (MBONE), which is 

focused on expending real-time conference services beyond text-based services, like 

talk and lRC, to include audio, video, and electronic whiteboard. 

• Remote Procedure Call (RPC)-based services. 

- Network File System (NFS) which allows systems to access files across the 

network on a remote system, as if the files were on directly attached disks. 

- Network Information Service I Yellow Pages (NISIYP) is designed to provide 

distributed access to centralized administrative information shared by machines as a 

site. 

• Network Management Services are services that most users don't use directly, but 

rather, they allow network managers to debug problems, control routing, and find 

computers that violate protocol standards. The most widely used is the Simple 

Network Management Protocol (SNMP) which is designed to make it easy to 

centrally manage network equipment. 

• Time service is implemented using Network Time Protocol (NIP). NIP is an 

Internet service that sets the clock on one's system with great precision. 

• Printing service provides remote printing options. Bot the system V printing system 

and the Berkeley Software Distribution (BSD) printing system allow a computer to 

print to a printer that is physically connected to a different computer. 

Because these services form an integral part of TCP/IP, we will defer more detailed 

description of the most popular to a later section (2.5) where the application layer of 

TCP/IP architecture is discussed. 

1.3. Internet hosts 

A host is a computer system that runs applications, is connected to an internet, and 

has one or more users. A host that supports TCP/IP can act as the endpoint of a 

communication. Because Personal Computers (PCs), workstations, minicomputers, and 
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m:nframes satisfy the above definition, and all can run TCP/IP, they all can be a host. 

rent literature refers to the host as a station, computer, or computer system. 

Many hosts connected to the Internet run a version of the UNIX operating system. 

ough UNIX is the predominant Internet host operating system, many other types of 

ting systems and computers are connected to the Internet. This includes, for example, 

ms running VMS, other mainframe operating systems and personal computer 

ting systems such as DOS and Windows. Even more, some versions of UNIX for 

nal computers and other operating systems such as Microsoft Windows NT can 

vide, to the increasingly powerful PC, the same services and applications that were 

ntly found only on larger systems. Internet hosts have not only a difference in operating 

ms they run, but also a host's CPU can be slow or fast, and the size of memory that a 

rent host can have can be different. Fortunately, in spite of all these differences, the 

CP/IP protocol allows for any pair of hosts on the Internet to communicate. 
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2. TCP/IP OVERVIEW 

2.1. Introduction 

Although many protocols have been adapted for use in an internetl , the 

Ts:msmission Control Protocol I Internet Protocol (TCP/IP) suite of data communications 

ols is currently the most widely used set of protocols for internetwork 

unication. The name TCP/IP is derived from two of the protocols that belong to it: 

Transmission Control Protocol and the Internet Protocol. 

TCP/IP evolved from work done in the network research community, in particular 

late '60s and early '70s work on packet switching that led to development of 

'ANET (ARPA is an acronym for the Advanced Research Projects Agency). The 

'ANET was at the beginning a research network sponsored by the DoD (U.S. 

artmeht of Defense), but eventually connected hundreds of universities, organizations, 

government installations. ARP ANET was a packet switched network, but it was a 

· gle network and it used protocols not intended for internetworking. In the mid '70s 

ork researchers realized that various LAN technologies (e.g. Ethernet) were starting to 

widely deployed, as well as satellite and radio networks. The existing protocols had 

uble with intetnetworking, so new a reference architecture with ability to connect 

ultiple networks together in a seamless way was needed, TCP/IP, a true internetworking " 

tocol suite, is the product of these changes in the hetworking environment. 

Widespread deployment of TCP/IP occurred within the ARPANAET community in 

early '80s. By 1983 the name Internet came into use as the official name of the 

mmunity of interconnected networks using TCP/IP. The Internet demonstrates the 

.iability of the TCP/IP technology and- shows how it can accommodate a wide variety of 

underlying network technologies. 

2.2. TCP/IP protocol architecture 
Like any modern communication protocol, TCP/IP is a layered protocol. It is also 

called the Internet layering model or the Internet reference model. This model resembles, 

but is not the same as the Open System Interconnection (OSI) seven-layer model. Generally 

it has been composed of fewer layers than the OSI model, and most descriptions of TCP/IP 

define three to five functional layers in the protocol architecture. Each layer on one 

machine carries on a conversation with a corresponding layer on another machine. The 



rules and conventions used in this conversation are known as the protocol of each separate 

layer. The five layer model is illustrated in Figure 2.1 below. 

L.:1-.. er :-, 

l)l1_1i·.,it.·t·l lover 

Figure 2.1. The five layers of the TCP/IP 

protocol architecture 

Not only the number of layers differ from the OSI model, but also the name, the 

contents, and the function of each layer differ. However, in both networks, the purpose of 

each layer is to offer certain services to the higher layer, shielding those layers from the 

details of how the offered services are actually implemented. Thus each layer has its own 

independent data structure and its own terminology to describe that structure. 

Data is passed down the stack when it is being sent to the network and up the sack 

when it is being received from the network. Each layer in the stack adds control 

information (header), placed in the front of the data to be transmitted, to ensure proper 

delivery. Each layer treats all of the information it receives from the layer above as data and 

places its own control information in front of it. When data is received, each layer strips off 

its header before passing the data on to the layer above. 

2.3. Internet layer 

2.3.1. Internet Protocol 

The Internet Protocol (IP) is the heart of the TCP/IP suite and the most important 

protocol in the Internet layer. IP provides essential transmission services on which TCP/IP 

networks are built and all the protocols above and below it depend on its services. IP 

provides many additional transmission services such as: enriched addressing, defining of 

packet format, performing fragmentation and reassembly in order to overcome any 

limitations placed by the data link upon the size of a frame. 
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It is also possible, using Internet layer services, to create internetworks of 

independent LANs and send packets from a node on one LAN to a node on another. This 

requires routers which forward packets based upon their destination IP address. 

IP is a connectionless protocol, which means that IP does not exchange control 

information to establish end-to-end connection before transmitting data. Its job is to permit 

hosts to inject packets into any network and have them travel independently to the 

destination. It is the job of higher layers to establish the connection if they require 

connection-oriented service and to rearrange the packets if they arrive in a different order. 

IP also relies on protocols above it to provide error detection and error recovery. 

• IP packet format 

IP defines a specific packet format and at this layer of the protocol stack they are 

called datagrams. An IP datagram consists of header followed by arbitrary data, as 

illustrated in Figure 2.2. 

Notes: 

HLEN Header length 

ToS Type of service 

TTL Time to live 

Figure 2.2. IP datagram format 

An IP header is five or six 4-byte words long and is padded if necessary. The header 

contains all the information needed to deliver the picket. Thus, a packet can be routed on 

an internet without reference to any other packet. This has some implications for the 
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I iort layer because IP does not guarantee delivery or the order of delivery. It is up to 

•• ~c.nort layer to perform these tasks. 

Fragmentation and reassembly of datagrams 

An IP datagram in transit may traverse different networks whose maximum packet 

· smaller than the size of the datagram. To handle this, IP provides fragmentation and 

mbly mechanisms. If the datagram received from one network is longer than what the 

network can accommodate as a single packet, IP must divide the datagram into 

--ner fragments for transmission. This process is called fragmentation, and smaller pieces 

datagram are called datagram fragments. 

The format of each fragment is the same as the format of any normal datagrani. 

ral fields in the datagram header contain information that identifies each datagram 

ent. 

Because IP datagrams may be routed independently and fragmented datagrams may 

· eat the destination out-of-order, all receiving hosts are required to support reassembly. 

will reassemble fragmented datagrams back into the original datagram based on the 

nnation contained in the datagram header. Fragmentation can be quite expensive, but it 

ws a great deal of independence from the underlying network layer protocol's 

itations, 

• Routing datagrams 

Routing is usually performed by specialized routing nodes, referred to as IP routers 

ause they use IP to route packets between networks. When a router receives an IP 

ket, it examines the destination IP address in the IP packet header. If the address is one 

of the locally attached networks, the router just forwards the packet to the host on the local 

network. 

If the destination network number is not a locally attached network, the IP router 

consults a routing table to determine where to send the packet. This, of course, requires 

consistent routing tables to be maintained on all IP routers in the internet. This can be done 

statically and dynamically. Static routes are manually created routing table entries, while 

dynamic routing uses a routing update protocol to keep all routers aware of the topological 

changes or routing node failures. Routing issues are very complex and particularly in a 
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=- internetwork like the Internet. Routing authority itself can be distributed across the 

Internet. 
2.3.2. Other protocol at the IP layer 

There are three other important protocols available at the internet layer: Internet 

trol Message Protocol (ICMP), Address Resolution Protocol (ARP), and Reverse 

ss Resolution (RARP) 

• ICM¥ 
Packet recipients use ICMP to inform the sender about some errors encountered, 

w control problems, detection of unreachable destination and other perceived problems. 

· may be perceived by the destination host or an intermediate router. ICMP is a 

tional part of the IP layer, but it uses the IP datagram delivery facility to send its 

ssages-. An ICMP message travels in the data area of an IP datagram, and datagrams 

ing ICMP messages are routed exactly like datagrams carrying information for users; 

ire is no additional reliability or priority. 
Although each ICMP message has its own format, all start with the same three 

Ids: a type field - that identifies the message; a code field - that sometimes provides more 

ific description of the error; and a checksum field. The format of the test of the 

ssage is determined by the type field. Technically ICMP is an error reporting 

hanism, The gateway uses ICMP to inform the original source that a problem has 

curred. ICMP includes echo request/reply messages, destination unreachable messages, 

urce quench messages - that control the flow, and redirect messages - that request a host 

change its routing tables. Echo request/reply is one of the most frequently used 

bugging tools to determine whether destination can he reached. ICMP also can inform 

sender of preferred routes or of network congestion. 

• ARP 
The Internet behaves like a virtual network, using only those addresses assigned by 

IP addressing scheme when sending and receiving data. When a host or a router needs 

transmit a frame across a physical network, it should map an IP address to the correct 

ysical or hardware address. The Address Resolution Protocol (ARP) provides a method 

r dynamically translating between IP addresses and physical addresses. 
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There are three groups of address resolution algorithms that depend on the type of 

ysical address scheme used. In the first mechanism, hardware addresses may be obtained 

f looking at a table that contains address translation information. The second mechanism, 

ed closed-form computation, establishes direct mapping by having the machine's 
I 

ysical address encoded in its IP address. In the third approach, mapping is performed 

ynamically, i.e. a computer that needs to resolve an address sends a message across a 

twork and receives a reply. Table look up is usually used to map WAN addresses, closed­ 

rm computation method is used on the networks with configurable hardware addresses, 

d message exchange is used on LANs with static addressing. To reduce network traffic 

and make ARP efficient, each machine saves temporarily IP-to physical address bindings in 

ARP table. 

When a host wants to start communication with another machine, it looks for that 

machines IP address in its ARP table of bindings in RAM memory first. If there is no entry 

for that IP address, the host broadcasts an ARP request containing the destination IP 

address. The target machine that recognize its IP address responds to the request by sending 

replies that contain its own hardware interface address. 

• RARP 

A variant of ARP called reverse ARP was designed to help a node to find out its 

own IP address before it could communicate using TCP/IP. Because a machine's IP address 

is usually kept on its secondary storage RARP, was intended for use by diskless 

workstations and other devices that need to get configuration information from a network 

server. 

A station using the reverse ARP protocol, broadcasts a query to all machines on the 

local network stating its physical address, and requesting its IP address. One or more 

servers that are configured with a table of physical addresses and watching incoming IP 

addresses, reply to the sender. 

2.4. Transport layer 

The layer above the internet layer in the TCP/IP model is called the transport layer. 

The transport layer is designed to provide reliable and efficient end-to-end 

subnetindependent connection and transaction services. The transport layer has two 
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· ipal protocols: Transmission Control Protocol (TCP) and User Datagram Protocol 

iDP). 
Both protocols deliver data between the application layer and the internet layer. 

Application programmers can choose whichever service is more appropriate for 

ir specific applications. 

2.4.1. TCP 

TCP is designed to operate over a wide variety of networks and to provide reliable, 

ection-oriented transmission of user data. TCP allows a byte stream originating on one 

hine to be delivered without error on any other machine in the Internet. TCP is also 

nsible for passing data to and from the correct application. The application for which 

are sent is identified by a 16-bit number called the port number. The source port and 

stination port are contained in the segment header. 

Bit,; 

Figure 2.3. TCP segment format 

TCP provides reliability by employing a Positive Acknowledgement with 

Retransmission (PAR) mechanism to recover from the loss of data by the lower layers. A 

system using PAR allows a sending host's TCP to retransmit data at timed intervals, unless 

a positive acknowledgement is returned. The unit of data exchanged between cooperating 

TCP modules is called a segment (see Figure 2.3.). Each segment contains a checksum that 

detects data segments damaged in transit. If the data segment is received damaged, the 

receiver discards it without acknowledgement. PAR, therefore, treats damaged segments 

the same as lost segments and compensates for their loss. The sequence numbers used by 

TCP extend the PAR mechanism by allowing a single acknowledgement to cover all 

previously received data. 

TCP builds a virtual circuit on top of the unreliable packet-oriented service of IP, by 

initializing and synchronizing the connection information between the two communicating 
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hosts. Control information, called a handshake, is exchanged between two endpoints to 

establish a dialogue before data is transmitted. The procedure used in TCP is called a three­ 

way handshake because the two communicating hosts synchronize sequence numbers by 

exchanging three segments. The three-way handshake works on the basis that both 

machines, when attempting to open a communication channel, transmit sequence numbers 

(seq) and acknowledgement numbers (ack). This procedure reduces the possibility that a 

delayed packet will appear as a valid packet within the current connection. 

TCP also incorporates a flow control algorithm that makes efficient use of available 

network bandwidth. This algorithm is based on a window which defines a contiguous range 

of acceptable sequence numbered data. The window indicates to the sender that it can 

continue sending segments as long as the total number of bytes that it sends is smaller than 

the window of bytes that the receiver can accept. A zero window tells the sender to stop 

transmission until it receives a non-zero window value. 

2.4.2. UDP 

The second protocol in this layer, User Datagram Protocol, is an unreliable, 

connectionless protocol for applications that do not want TCP's sequencing or flow control 

and wish to provide their own. UDP provides a minimum of protocol overhead to allow 

applications to exchange messages over the network. UDP is an unreliable protocol, which 

means that there are no techniques in the protocol for verifying that the data reached the 

other end of the network. The only type of reliability is that UDP performs a simple 

checksum of each message. 

Like in TCP, UDP is responsible for delivering data to and from the application 

layer. It also uses 16-bit source port and destination port numbers in the message header 

(see Figure 2.4.), to deliver data to the correct application process. The UDP protocol is 

used in situations where the amount of data being transmitted is small. In such cases the 

overhead of creating connections and ensuring reliable delivery. 

Bits 1 e 

Figure 2.4. UDP datagram 
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