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ABSTRACT 

"How to keep Information securely?" was, is and will be one of the main questions related 

to most types of information, this is the reason for all those efforts have been done in this 

filed, our ancient grandfathers had generated the first code to secure their information, 

which was simple but efficient that time; the more time is going, the more new inventions 

in communicating data are found, the more complex the security codes. 

Nowadays, many efforts have been done to secure data, keep privacy and to confidentiality 

in these global, wide, interfered networks either on the Internet or private network, 

"Cryptography" is the name which include all functions related to encryption and 

decryption, two types of cryptography are there; single key cryptography and public key 

cryptography. 

This thesis will overview both types of cryptography, but will concern on the single key 

cryptography, after providing the history, back ground, techniques, and most of related 

points to this topic, the thesis will view my work on developing an application to secure 

data over communications channel using the technology of Data Encryption Standard 

(DES). 
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INTRODUCTION 

As the Internet is growing, the community has changed from a small tight group of academic 

users to a loose gathering of people on a global network, then, the need to secure application, 

data, and identification has come to be one of the important topics all over the world of 

Information technology. 

After the very rapid growth of the internet technology and the internet literacy, many aspects 

have appeared, many problems have addressed, and of course many solutions have suggested. 

Who you are and-where you are, both are two important questions have to be answered before 

any transaction to be accepted. How much you trust the medium your data is passing on is 

third question that has helped in finding a new technology to be sure who is sending, where 

the sender is, and to trust the sent data. 

Fortunately, Application developers and security professionals has done their best to develop 

Cryptosystem Applications to be responsible for these security issues and to meet these risks 

by the encryption and decryption of data and authenticate and authorize users; it includes two 

types of cryptography, first is symmetric key cryptography which is the earlier cryptosystem, 

and second is asymmetric key cryptography (or public key). 

This thesis discusses both types of cryptosystem and many related topics, but concerns on the 

symmetric key cryptography mechanism, algorithms, techniques and application, it also 

concerns on the Data Standard Encryption (DES) algorithm and the related functions, finally 

this thesis discusses the presence of cryptography in web security, showing the famous 

security problems, how it is solved and the role of cryptography in the solution of these 

problems. 

This thesis also presents an application of symmetric key cryptography developed by me 

using the technology of Data Encryption Standard to secure data over network and the internet 

channels. 



The aim of this thesis is to analyze the Data Encryption Standard algorithm and to apply this 

algorithm over network communication channel to secure the transfer of data. 

This thesis includes four chapters covering the main topics related in the following structure: 

Chapter 1, Will discuss the cryptography as whole; applications of cryptography, definition 

and types of cryptography, mechanism of public key cryptography, techniques used in 

cryptography and the key management process. 

Chapter 2, Describes Data Encryption Standard; how it works, its basic components and some 

relevant topics. 

Chapter 3, Begins with a discussion of the general requirements for Web security and then 

focuses on two standardized schemes that are becoming increasingly important as part of Web 

commerce: SSL/TLS and SET. 

Chapter 4, Presents the developed application of symmetric cryptography based on the 

Simplified DES Algorithm. 

Finally in conclusion the obtained important results for the thesis are given. 
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CHAPTER ONE 

APPLICATION OF CRYPTOGRAPHY ALGORITHMS 

1.1. Overview 

Cryptography allows people to carry over the confidence found in the physical world to the 

electronic world, thus allowing people to do business electronically without worries of deceit 

and deception. Every day hundreds of thousands of people interact electronically, whether it is 

through e-mail, ecommerce (business conducted over the Internet), ATM machines, or cellular 

phones. The perpetual increase of information transmitted electronically has lead to an 

increased reliance on cryptography. 

This chapter will discuss the cryptography as whole; applications of cryptography, definition 

and types of cryptography, mechanism of public key cryptography, techniques used in 

cryptography and the key management process. 

1.2. Application of Cryptography 

Cryptography is widely used in many positions and many transactions, it is found where we 

need to secure our data, to securely authenticate and securely sign our electronic mail. This 

section will cover some of these applications. 

• Cryptography on the Internet the Internet, comprised of millions of interconnected 

computers, allows nearly instantaneous communication and transfer of information, around the 

world. People use e-mail to correspond with one another. The World Wide Web is used for 

online business, data distribution, marketing, research, learning, and a myriad of other 

activities. 

Cryptography makes secure web sites and electronic safe transmissions possible. For a web 

site to be secure all of the data transmitted between the computers where the data is kept and 

where it is received must be encrypted. This allows people to do online banking, online 

trading, and make on line purchases with their credit cards, without worrying that any of their 

3 



account information is being compromised. Cryptography is very important to the continued 

growth of the Internet and electronic commerce. 

• E-commerce is increasing at a very rapid rate. By the tum of the century, commercial 

transactions on the Internet are expected to total hundreds of billions of dollars a year. This 

level of activity could not be supported without cryptographic security. It has been said that 

one is safer using a credit card over the Internet than within a store or restaurant. It requires 

much more work to seize credit card numbers over computer networks than it does to simply 

walk by a table in a restaurant and lay hold of a credit card receipt. These levels of security, 

though not yet widely used, give the means to strengthen the foundation with which e­ 

commerce can grow. 

• E-mail People use e-mail to conduct personal and business matters on a daily basis. E-mail 

has no physical form and may exist electronically in more than one place at a time. This poses 

a potential problem as it increases the opportunity for an eavesdropper to get a hold of the 

transmission. Encryption protects e-mail by rendering it very difficult to read by any 

unintended party. Digital signatures can also be used to authenticate the origin and the content 

of an e-mail message. 

• Authentication In some cases cryptography allows you to have more confidence in your 

electronic transactions than you do in real life transactions. For example, signing documents in 

real life still leaves one vulnerable to the following scenario. After signing your will, agreeing 

to what is put forth in the document, someone can change that document and your signature is 

still attached. In the electronic world this type of falsification is much more difficult because 

digital signatures are built using the contents of the document being signed. 

• Access Control Cryptography is also used to regulate access to satellite and cable TV. 

Cable TV is set up so people can watch only the channels they pay for. Since there is a direct 

line from the cable company to each individual subscriber's home, the Cable Company will 

nly send those channels that are paid for. Many companies offer pay-per-view channels to 

eir subscribers. Pay-per-view cable allows cable subscribers to "rent" a movie directly 
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through the cable box. What the cable box does is decode the incoming movie, but not until 

the movie has been "rented." If a person wants to watch a pay-per-view movie, he/she calls 

the cable company and requests it. In return, the Cable Company sends out a signal to the 

subscriber's cable box, which unscrambles (decrypts) the requested movie. 

1.3. Basis of Cryptography 

Cryptography is the process where data are encrypted and decrypted to keep it secure. 

Encryption is the process of transforming information so it is unintelligible to anyone but the 

intended recipient. Decryption is the process of transforming encrypted information so that it 

is intelligible again. A cryptographic algorithm, also called a cipher, is a mathematical 

function used for encryption or decryption. In most cases, two related functions are employed, 

one for encryption and the other for decryption. 

With most modem cryptography, the ability to keep encrypted information secret is based not 

on the cryptographic algorithm, which is widely known, but on a number called a key that 

must be used with the algorithm to produce an encrypted result or to decrypt previously 

encrypted information. Decryption with the correct key is simple. Decryption without the 

correct key is very difficult, and in some cases impossible for all practical purposes [17]. 

1.3.1. Symmetric-key cryptography 

With symmetric-key encryption, the encryption key can be calculated from the decryption key 

and vice versa. With most symmetric algorithms, the same key is used for both encryption and 

decryption, as shown in Figure 1.1. 

Encryption Decryption 
I 

~ l 
Deo.rAli: 
I f. •. vc 
1c:•ii::n-=:J 
tlic n~w ... 

Symmetric Scrambled Symmetric Original 
ke_r data ke1 data 

DeuAli: 
I f,._...,, 

the oe'tY ... - 
Original 
data 

Figure 1.1 Symmetric-key cryptography 
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Implementations of symmetric-key encryption can be highly efficient, so that users do not 

experience any significant time delay as a result of the encryption and decryption. Symmetric­ 

key encryption also provides a degree of authentication, since information encrypted with one 

symmetric key cannot be decrypted with any other symmetric key. Thus, as long as the 

symmetric key is kept secret by the two parties using it to encrypt communications, each party 

can be sure that it is communicating with the other as long as the decrypted messages continue 

to make sense. 

Symmetric-key encryption is effective only if the symmetric key is kept secret by the two 

parties involved. If anyone else discovers the key, it affects both confidentiality and 

authentication. A person with an unauthorized symmetric key not only can decrypt messages 

sent with that key, but can encrypt new messages and send them as if they came from one of 

the two parties who were originally using the key. Symmetric-key encryption plays an 

important role in the SSL protocol, which is widely used for authentication, tamper detection, 

and encryption over TCP/IP networks. 

1.3.2. Public-key Cryptography 

Diffie and Martin Hellman introduced the concept of public-key cryptography in 1976. Public­ 

key cryptosystems have two primary uses, encryption and digital signatures. In their system, 

each person gets a pair of keys, one called the public key and the other called the private key. 

The public key is published, while the private key is kept secret. Figure 1.2. the need for the 

sender and receiver to share secret information is eliminated; all communications involve only 

public keys, and no private key is ever transmitted or shared. In this system, it is no longer 

necessary to trust the security of some means of communications. 

Encryption Decryption 

Origin al 
data 

Public Scrambled Prtvats 
key data key 

Original 
data 

Figure 1.2 Public-key Encryption 
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The only requirement is that public keys be associated with their users in a trusted 

(authenticated) manner (for instance, in a trusted directory). Anyone can send a confidential 

message by just using public information, but the message can only be decrypted with a 

private key, which is in the sole possession of the intended recipient. Furthermore, public-key 

cryptography can be used not only for privacy (encryption), but also for authentication (digital 

signatures) and other various techniques. 

In a public-key cryptosystem, the private key is always linked mathematically to the public 

key. Therefore, it is always possible to attack a public-key system by deriving the private key 

from the public key. Typically, the defense against this is to make the problem of deriving the 

private key from the public key as difficult as possible. For instance, some public-key 

cryptosystems are designed such that deriving the private key from the public key requires the 

attacker to factor a large number, it this case it is computationally infeasible to perform the 

derivation. This is the idea behind the RSA public-key cryptosystem. 

Encryption When Alice wishes to send a secret message to Bob, she looks up Bob's public key 

in a directory, uses it to encrypt the message and sends it off. Bob then uses his private key to 

decrypt the message and read it. No one listening in can decrypt the message. Anyone can 

send an encrypted message to Bob, but only Bob can read it (because only Bob knows Bob's 

private key). 

Digital Signatures to sign a message, Alice does a computation involving both her private key 

and the message itself. The output is called a digital signature and is attached to the message. 

To verify the signature, Bob does a computation involving the message, the purported 

signature, and Alice's public key. If the result is correct according to a simple, prescribed 

mathematical relation, the signature is verified to be genuine; otherwise, the signature is 

fraudulent, or the message may have been altered. 

1.3.3. Public-key Cryptography versus Symmetric-key Cryptography 

The primary advantage of public-key cryptography is increased security and convenience: 

private keys never need to be transmitted or revealed to anyone. In a symmetric-key system, 
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by contrast, the secret keys must be transmitted ( either manually or through a communication 

channel) since the same key is used for encryption and decryption. A serious concern is that 

there may be a chance that an enemy can discover the secret key during transmission. 

Another major advantage of public-key systems is that they can provide digital signatures that 

cannot be repudiated. Authentication via symmetric-key systems requires the sharing of some 

secret and sometimes requires trust of a third party as well. As a result, a sender can repudiate 

a previously authenticated message by claiming the shared secret was somehow compromised 

by one of the parties sharing the secret. For example, the Kerberos symmetric-key 

authentication system involves a central database that keeps copies of the secret keys of all 

users; an attack on the database would allow widespread forgery. Public-key authentication, 

on the other hand, prevents this type of repudiation; each user has sole responsibility for 

protecting his or her private key. This property of public-key authentication is often called 

non-repudiation. 

A disadvantage of using public-key cryptography for encryption is speed. There are many 

symmetric-key encryption methods that are significantly faster than any currently available 

public-key encryption method. Nevertheless, public-key cryptography can be used with 

symmetric-key cryptography to get the best of both worlds. For encryption, the best solution is 

to combine public- and symmetric-key systems in order to get both the security advantages of 

public-key systems and the speed advantages of symmetric-key systems. Such a protocol is 

called a digital envelope [10]. 

Public-key cryptography may be vulnerable to impersonation, even if users' private keys are 

not available. A successful attack on a certification authority will allow an adversary to 

impersonate whomever he or she chooses by using a public-key certificate from the 

compromised authority to bind a key of the adversary's choice to the name of another user. 

ln some situations, public-key cryptography is not necessary and symmetric-key cryptography 

alone is sufficient. These include environments where secure secret key distribution can take 

place, for example, by users meeting in private. It also includes environments where a single 
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authority knows and manages all the keys, for example, a closed banking system. Since the 

authority knows everyone's keys already, there is not much advantage for some to be "public" 

and others to be "private." Note, however, that such a system may become impractical if the 

number of users becomes large; there are not necessarily any such limitations in a public-key 

system. 

Public-key cryptography is usually not necessary in a single-user environment. For example, if 

you want to keep your personal files encrypted, you can do so with any secret key encryption 

algorithm using, say, your personal password as the secret key. In general, public-key 

cryptography is best suited for an open multi-user environment. 

Public-key cryptography is not meant to replace symmetric-key cryptography, but rather to 

supplement it, to make it more secure. The first use of public-key techniques was for secure 

key establishment in a symmetric-key system; this is still one of its primary functions. 

Symmetric-key cryptography remains extremely important and is the subject of much ongoing 

study and research. Some symmetric-key cryptosystems are discussed in the sections on block 

ciphers and stream ciphers. 

1.3.4. Key Size 

The key size that should be used in a particular application of cryptography depends on two 

things. First of all, the value of the key is an important consideration. Secondly, the key size 

depends on what cryptographic algorithm is being used. 

Due to the rapid development of new technology and cryptanalytic methods, the correct key 

size for a particular application is continuously changing. The table 1.1 contains key size 

limits and recommendations from different sources for block ciphers, the RSA system, the 

elliptic curve system, and DSA. Some comments: 

Export grade or nominal grade gives little real protection; the key sizes are the limits specified 

in the Wassenaar Arrangement. 
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Recommendations are normally based on the traditional approach of counting MIPS-years for 

the best available key breaking algorithms. There are several reasons to call this approach in 

question. For example, an algorithm with massive memory requirements is probably not 

equivalent to an algorithm with low memory requirements. 

The last rows in the table give lower bounds for commercial applications as suggested by 

Lenstra and Verheul. The first of these rows shows recommended key sizes of today, while the 

second row gives estimated lower bounds for 2010. The bounds are based on the assumption 

that DES was sufficiently secure until 1982 along with several hypotheses, which are all 

extrapolations in the spirit of Moore's Law (the computational power of a chip doubles every 

18 months). One questionable assumption they make is that computers and memory will be 

able for free. It seems that this assumption is not realistic for key breaking algorithms with 

large memory requirements. One such algorithm is the General Number Field Sieve used in 

RSA key breaking efforts. 

Block Cipher I RSA I Elliptic Curve I DSA 
I 

\ Export Grade II 56 l~I 112 II 512 I 112 I 
I Traditional II 80 \11024 II 160 II 1024 I 160 l 
I Recommendations 

11 

112 II 2048 II 224 
11 

2048 I 224 
I 

Lenstra/Verheul 2000, I 70 l~I 132 
II 

952 I 125 
I 

Lenstra/Verheul 2010 \ 78 l~l 146 I 160 
II 

1369 I 138 
I 

Table 1.1 Minimal key lengths in bits for different grades. 

Notes. The RSA key size refers to the size of the modulus. The Elliptic Curve key size refers 

to the minimum order of the base point on the elliptic curve; this order should be slightly 

smaller than the field size. The DSA key sizes refer to the size of the modulus and the 

minimum size of a large subgroup, respectively (the size of the subgroup is often considerably 

larger in applications). In the last row there are two values for elliptic curve cryptosystems; the 
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