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ABSTRACT

This thesis describes elliptic curve cryptosystems (ECCs), which are expected to

become the next-generation public key cryptosystems. ECC requires a shorter key

length than RSA cryptosystems, which will be one of standards of public key

cryptosystems, but provide equivalent security levels. Because of the shorter key

length, ECCs is fast and can be implemented with less hardware.

The application of elliptic curves to the fıeld of cryptography has been relatively

recent. it has opened up a wealth of possibilities in terms of security, encryption, and

real-world applications. in particular, .we are interested in public key cryptosystems

that use the elliptic curve discrete logarithm problem to establish security.

The objective of this thesis is to assemble the most important facts and fındings into a

board, unifıed overview of .this fıeld. To illustrate certain points, we also discuss a

sample implementation ofthe elliptic curve analogue ofEIGamal cryptosystem.
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INTRODUCTION

The word "Cryptography" is derived from the Greek and it literally means "secret

writing". Cryptography has been around for more than a thousand years and the Roman

Empire was thought to be the masters of cryptography as they used simple cipher

techniques to hide the meaning of messages. Some of the earlier and popular

cryptographic techniques were Caesar cipher, Substitution cipher and Transposition

ciphers. Cryptography is the process of encrypting the plain text into an

incomprehensible cipher text by the process of Encryption and the conversion back to

plain text by process ofDecryptiön.

The basic of any cryptographic algorithm . is 'the "seed" or the "key" used for

encrypting/decrypting information. Many of the cryptographic algorithms are available

publicly, though some organizations believe in having the algorithm a secret. The

general method is in using a publicly known algorithm while maintaining the key a

secret [9] .

Hence the common method adopted is to use a public key system to securely transmit a

"secret key". ünce we have securely exchanged the Key, we then use this key for

encryption and decryption using a Symmetric Key algorithm [9]. So now there is

question asked itself; why public key crypotograpphy needed?

Until recently, most users of cryptography were military and/or diplomatic

organizations that, by their very nature, were a small, fınite number of individuals .who

would share a system ofkeys distributed intemally.

The relatively recent advent of cö:rrı.ptiter network communicaıion has changed the

nature of the average user of cryptography. Now, every time you order that book from

some book web sites, do your banking online, or electronically sign your email, your are

using some sort of cryptography. Because we may require secure communications with

many different parties, these parties constantly changing, the use of classical

cryptography quickly becomes unwieldy in all but the smallest of networks.
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