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ABSTRACT

Toe Internet has brought about many changes in the way organizations and individuals

onduct business, and it would be difficult to operate effectively without the added

efficiency and communications brought about by the Internet. At the same time, the

Internet has brought problems as the result of intruder attacks, both manual and

automated, which can cost many organizations excessive amounts of money in damages

and lost efficiency. Thus, organizations need to find methods for achieving their mission

goals in using the Internet and at the same time keeping their Internet sites secure from

attack.

Computer systems today are more powerful and more reliable than in the past; however

they are also more difficult to manage. System administration is a complex task, and

increasingly it requires that system administrators receive specialized training. In addition,

the number of trained system administrators has not kept pace with the increased

numbers of networked systems. As a result of this organizations need to take extra steps

to ensure that their systems are configured correctly and securely. And, they must do so

in a cost-effective manner.

Active Network Security is comprised of a number of techniques that address this

shortcoming. The goal is not only to reduce the number of successful abuses of a system,

but also to give early warning of abuses in progress. Finally, the objective is to ensure

that misuse of the system does -not go unnoticed that, should all of the security

mechanisms fail, a record exists to allow corrective action.
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INTRODUCTION

The world of computers has changed dramatically over the past 25 years. Twenty-five

years ago, most computers were centralized and managed in data centers. Computers

were kept in locked rooms and links outside a site were unusual. Computer security

threats were rare, and were basically concerned with insiders; these threats were well

understood and dealt with using standard techniques, computers behind locked doors

and accounting for all resources. Twenty-five years later, many systems are connected

to the Internet. The Internet is a huge network and has no boundaries. Businesses find

an increasing need to connect to the internet to take advantage of the business

opportunities.

The security framework for systems with internet connections is however very different.

Information on the internet can be accessed from anywhere in the world in real time.

While this is good for the spread of information, it has also allowed for the proliferation

of 'malicious information'. Hacker tools are now widely available on the internet. Some

web sites even provides tutorials on how to hack into a system, giving details of the

vulnerabilities of the different kinds of systems. It does not take an expert programmer

to break into a system. Anyone with malicious intentions can search the internet for

programs to break into a system which is not properly secured.

It is hence vital for businesses with connections to the internet to ensure that their

networks are secure. This is important to minimize the risk of intrusions both from

insiders and outsiders. Although a network cannot be 100% safe, a secure network will

keep everyone but the most de~ermined hacker out of the network. A network with a

good accounting and auditing system will ensure that all activities are logged thereby.
enabling malicious activity to be detected.

• ••
• The objective of this project is to investigate the network security and firewalls. The

project consists of introduction, five chapters and conclusion.
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1. NETWORK SECURITY

1.1 Overview
So far the terminology has been restricted to encryption and decryption with the goal of

privacy in mind. Network security is much broader, encompassing such things as

authentication and data integrity.

• A network security service is a method to provide specific aspect of security.

• Breaking a network security service implies defeating the objective of the

intended service.

• A passive adversary is an adversary who is capable only of reading information

from an unsecured channel.

• An active adversary is an adversary who may also transmit, alter, or delete

information on an unsecured channel.

1.2 Security Risks
Information security is concerned with three main areas:

• Confidentiality : information should be available only to those who rightfully

have access to it

• Integrity : information should be modified only by those who are authorized to do

so

Availability : information should be accessible to those who need it when they

need it

These concepts apply to home Internet users just as much as they would to any corporate
•

or government network. You probably wouldn't" let <! stranger look through your

important documents. In the same way, you may want to keep the tasks you perform on

your computer confidential, whether it's tracking your investments or sending email

messages to family and friends. Also, you should have some assurance that the

information you enter into your computer remains intact and is available when you need

it.

1
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me security risks arise from the possibility of intentional misuse of your computer by

intruders via the Internet. Others are risks that you would face even if you weren't

onnected to the Internet (e.g. hard disk failures, theft, power outages). The bad news is

that you probably cannot plan for every possible risk. The good news is that you can take

ome simple steps to reduce the chance that you'll be affected by the most common

threats -- and some of those steps help with both the intentional and accidental risks

you're likely to face. Before we get to what you can do to protect your computer or home

network, let's take a closer look at some of these risks. The first step to understanding

security is to know what the potential risks are, or more specifically, to determine the

type and level of security risks for the company. Security risks are unique to each

organization because they are dependent on the nature of the business and the

environment in which the company operates. For example, the security risks for a high

profile dot com company that solely operates on the Internet will be very different from a

small manufacturing company that does little on the Web.

Security risk is determined by identifying the assets that need to be protected. The assets

could include customer credit card information, proprietary product formulas, employee
C

data, the company's Web site, or other assets that are deemed to be important to the

organization. Once the assets are identified, the next step is to determine the criticality of

the assets to the company. For example, if the asset is considered to be very important to

the company, then the level of security for that asset should be high.

The next step is assessing the lik..elihood of a potential attack. While security measures

must always be put in place to protect the assets ~f the company, the risks increase as the

probability of an attack rises. For example, it is more likely for an outside intruder to
•

attempt to break into a Web site selling consumer goods than a small manufacturing

company making rubber bands. Therefore, while both companies must have security

measures, the company with the Web site must deploy a higher level of security. Now

that the process of determining security risk has been defined, some of the more common

security risks are briefly discussed below.

2
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1.3 Network Threats

e first step in evaluating security risks is to determine the threats to system security.

Although the term network security has been commonly categorized as protecting data

and system resources from infiltration by third-party invaders, most security breeches are

initiated by personnel inside the organization. Organizations will spend hundreds of

thousands of dollars on securing sensitive data from outside attack while taking little or

no action to prevent access to the same data from unauthorized personnel within the

organization.

The threat from hackers has been largely overstated. Individuals who fit into this group

have more of a Robin Hood mentality than a destructive mentality. Most hackers, or

crackers as they prefer to be called, are more interested in the thrill of breaking into the

system than they are in causing damage once they succeed in gaining access.

Unfortunately, there is an increasing trend for hackers to be employed by other entities as

an instrument to gain access to systems.

As the amount of critical data stored on networked systems has increased, the appeal of

gaining access to competitors' systems has also increased. In highly competitive industry

segments, an entire underground market exists in the buying and trading of product and

sales data. By gaining access to research and development information from a competitor,

millions of dollars and years of research can be eliminated.

Another external threat is that" of government intrusion, both from the domestic

government and from foreign governments. Agencies such as the Federal Bureau of
•Investigation and the Internal Revenue Service can lfave vested interests in gaining access

to critical tax and related information. Foreign governments are especially interested in

information that could represent an economic or national defense advantage.

3
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....• Types and Sources of Network Threats

t of all, we will get into the types of threats there are against networked computers,

then some things that can be done to protect yourself against various threats.

1.4.1 Denial of Service

DoS (Denial-of-Service) attacks are probably the nastiest, and most difficult to address.

These are the nastiest, because they're very easy to launch, difficult (sometimes

impossible) to track, and it isn't easy to refuse the requests of the attacker, without also

refusing legitimate requests for service.

The premise of a DoS attack is simple: send more requests to the machine than it can

handle. There are toolkits available in the underground community that make this a

simple matter of running a program and telling it which host to blast with requests. The

attacker's program simply makes a connection on some service port, perhaps forging the

packet's header information that says where the packet came from, and then dropping the

connection. If the host is able to answer 20 requests per second, and the attacker is

sending 50 per second, obviously the host will be unable to service all of the attacker's

requests, much less any legitimate requests (hits on the web site running there, for

example). Such attacks were fairly common in late 1996 and early 1997, but are now

becoming less popular. Some things that can be done to reduce the risk of being stung by

a denial of service attack include Not running your visible-to-the-world servers at a level
'""too close to capacity using packet filtering to prevent obviously forged packets from

entering into your network address space. •
•

•
1.4.2 Unauthorized Access

Unauthorized access is a very high-level term that can refer to a number of different sorts

of attacks. The goal of these attacks is to access some resource that your machine should

not provide the attacker. For example, a host might be a web server, and should provide

anyone with requested web pages. However, that host should not provide command shell
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axess without being sure that the person making such a request is someone who should

such as a local administrator.

..... .3 Executing Commands Illicitly

· obviously undesirable for an unknown and untrusted person to be able to execute

mmands on your server machines. There are two main classifications of the severity of

· problem: normal user access, and administrator access. A normal user can do a

umber of things on a system (such as read files, mail them to other people, etc.) that an

anacker should not be able to do. This might, then, be all the access that an attacker needs.

On the other hand, an attacker might wish to make configuration changes to a host

(perhaps changing its IP address, putting a start-up script in place to cause the machine to

shut down every time it's started or something similar). In this case, the attacker will need

to gain administrator privileges on the host.

1.4.4 Confidentiality Breaches

We need to examine the threat model: what is it that you're trying to protect yourself

against? There is certain information that could be quite damaging if it fell into the hands

of a competitor, an enemy, or the public. In these cases, it's possible that compromise of a

normal user's account on the machine can be enough to cause damage (perhaps in the

form ofPR, or obtaining information that can be used against the company, etc.)

While many of the perpetrators .•of these sorts of break-ins are merely thrill-seekers

interested in nothing more than to see a shell prompt for your computer on their screen.

•
J.5 Firewalls

As we've seen in our discussion of the Internet and similar networks, connecting an

organization to the Internet provides a two-way flow of traffic. This is clearly undesirable

in many organizations, as proprietary information is often displayed freely within a

corporate intranet (that is, a TCP/IP network, modeled after the Internet that only works

within the organization).

5
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order to provide some level of separation between an organization's intranet and the

emet, firewalls have been employed. A firewall is simply a group of components that

ollectively form a barrier between two networks.

A number of terms specific to firewalls and networking are going to be used throughout

this section, so let's introduce them all together.

1.5.1 Bastion host

A general-purpose computer used to control access between the internal (private)

network (intranet) and the Internet (or any other untrusted network). Typically, these are

hosts running a flavor of the Unix operating system that has been customized in order to

reduce its functionality to only what is necessary in order to support its functions. Many

of the general-purpose features have been turned off, and in many cases, completely

removed, in order to improve the security of the machine.

1.5.2 Router

A special purpose computer for connecting networks together. Routers also handle

certain functions, such as routing , or managing the traffic on the networks they connect.

1.5.3 Access Control List (ACL)

Many routers now have the ability to selectively perform their duties, based on a number

of facts about a packet that comes to it. This includes things like origination address,

destination address, destination service port, and so on. These can be employed to limit

the sorts of packets that are allowed to come in and go out of a given net;,,ork.. .

1.5.4 Demilitarized Zone (DMZ)

The DMZ is a critical part of a firewall: it is a network that is neither part of the untrusted

network, nor part of the trusted network. But, this is a network that connects the untrusted

to the trusted. The importance of a DMZ is tremendous: someone who breaks into your

6
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·ork from the Internet should have to get through several layers in order to

cessfully do so. Those layers are provided by various components within the DMZ.

1.5.5 Proxy

This is the process of having one host act in behalf of another. A host that has the ability

to fetch documents from the Internet might be configured as a proxy server , and host on

the intranet might be configured to be proxy clients . In this situation, when a host on the

intranet wishes to fetch the <http://www.interhack.net/> web page, for example, the

browser will make a connection to the proxy server, and request the given URL. The

proxy server will fetch the document, and return the result to the client. In this way, all

hosts on the intranet are able to access resources on the Internet without having the ability

to direct talk to the Internet.

1.5.6 IP Filtering

Every device on a TCP/IP network (the Internet, for example) is identified by a unique IP

address. IP filtering is an access-control mechanism that filters network traffic based on

IP addresses and requested services as shown in figure 1.1. It does this by using access

control lists (ACLs), ofwhich there are two types:

Host-based access control lists, which describe the services that are allowed or denied for

each host or network. Service-based access lists, which describe the hosts or networks

that are allowed or denied to use each service.

•
The firewall will reject any services or hosts that are"deniedaccess in the ACLs. Likewise,

it will accept services from hosts that are allowed access in the ACLs. Network devices,

such as firewalls and routers, can use ACLs to control access. In a recent Enterprise

Management Associates study on security, 50% of the 100 respondents polled reported

that they use IP filtering. Of those respondents that use IP filtering, 86% of them use IP

filtering on their firewalls.
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is almost like a guest list at an exclusive and high-security event. The list contains

names of those "guests" who have been invited and are allowed to attend the event. In

ition, the guest list may also list services, such as the caterer, florist, or entertainers,

hould be allowed to enter. The guest list may even name specific people who were

invited, and request that the security staff be especially vigilant to prevent them from

ering. It may also include instructions that certain services, such as the media, should

t be allowed to enter. So the ACL acts like a guest list by naming who can and cannot

ve access, in addition to describing services that can and cannot have access through

e firewall or router.

External
network

Filter
(ACL)

Intranet

Drop

Figure 1.1 IP Filtering

To be effective, access control lists must be carefully and comprehensively constructed to,.,

ensure that unauthorized access and services are not allowed into the network. The

ordering of the rules in the ACL is important because the first match that the firewall•
finds is executed. Creating and maintaining comprehensive ACLs can be a tedious task

for security administrators of large and complex networks, especially if the definitions of

ACLs are done manually. Because manually managing ACLs throughout the enterprise is

difficult, in some cases only bare minimum ACLs are used, or they are not as widely

deployed as they should be.
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take full advantage of the benefits that IP filtering can offer, security administrations

to use ACL management tools that facilitate easy deployment and administration of

CLs.

IP filtering provides flexibility, allowing administrators to create both simple access rules

and a sophisticated set of rules to define what traffic will be allowed to pass through the

firewall. In addition, IP filtering is a relatively fast method for controlling access because

it is typically processed in the system kernel.

1.6 Secure Network Devices

It's important to remember that the firewall only one entry point to your network.

Modems, if you allow them to answer incoming calls, can provide an easy means for an

attacker to sneak around (rather than through ) your front door (or, firewall). Just as

castles weren't built with moats only in the front, your network needs to be protected at

all of its entry points.

1.6.1 Secure Modems (Dial-Back Systems)

If modem access is to be provided, this should be guarded carefully. The terminal server,

or network device that provides dial-up access to your network needs to be actively

administered, and its logs need to be examined for strange behavior. Its password need to

be strong not ones that can be guessed. Accounts that aren't actively used should be

disabled. In short, it's the easiest way to get into your network from remote: guardit

carefully.

There are some remote access systems that have the feature of a two-part procedure to
•establish a connection. The first part is the remote user dialing into the system, and

providing the correct userid and password. The system will then drop the connection, and

call the authenticated user back at a known telephone number. Once the remote user's

system answers that call, the connection is established, and the user is on the network.

This works well for folks working at home, but can be problematic for users wishing to

dial in from hotel rooms and such when on business trips.
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