
NEAR EAST UNIVERSITY

Faculty of Engineering

Department of Computer Engineering

WIRELESS LAN AND ITS SECURITY

Graduation Project
COM-400

Student Anas Al-Najjar

Supervisor Dr. Okan Donangil

Nicosia 2006



ACKNOWLEDGEMENT

First of all, and before saying anything, I wish to thank ALLAH - our Creator - who

gave me the morale and opened my mind to get this project done.

Then, I would like to show my special appreciations to my supervisor

Dr. Okan Donangil , for his kindness, humility, patience, and support. He was actually

very helpful, And special thanks to Dr. Şenol Bektaş who provided me with brotherhood,

which I - a foreign student - miss in this far away country from my homeland.

After that, I love to send my special thanks to my family, to whom it was not possible to

be what I am now without them. I won 't ever forget their encouragement and support as

long as I am alive. Thank you father, you have always been my ideal. Mother, I am so

glad to thank you at this particular moment of my life, your prayers helped making this

day come true. I also thank my brothers. Finally special thanks to my little sister. I love

you all so much.

And I hope to thank all my friends, for helping, supporting, and guiding me through my

study. Finally, thanks to everybody, and may ALLAH bless you all.



ABSTRACT

Wireless LAN is a group of computers which is connected together by wireless

interfacing devices, and this group of computers has a different standards and protocols

than other computernetworks, which we are going to see in this project.

Wireless LAN helps organizations raise profits, cut costs, and increase efficiency.

Wireless devices can be installed as an extension of your Ethernet™ backbone or as a

standalonenetwork.

Wireless networks offer many organizations a variety of key competitiveadvantages.

Today's demanding and competitive marketplace environment has become extremely

data-intensive.

Wireless LAN technology was specifically developed to move large amounts of data

quickly and cost effectively. Wireless LANs have proven to help organizations of all

kinds boost productivity, cut costs, and dramatically increase profitability by quickly

accessing data.

11



TABLE OF CONTENTS

ACKNOWLEDGMENT

ABSTRACT

TABLE OF CONTENTS 

INTRODUCTION

1. CHAPTER ONE : OVERVIEW OF LOCAL AREA

NETWORKS (LANs)

1.1 Introduction

1.2 How and Why Network Exists

1.3 Goals of Computer Networks

1.4 Classification of Computer Networks

1.5 Local Area Networks

1.6 LANs & WANs Comparison

1.7 Major Components of LANs

1.8 Types of Local Area Networks

1.8.1 Peer-to-Peer

1.8.2 Client-Server

1.9 Local Area Networks Connectivity Devices

1.9.1 Repeaters

1.9.2 Bridges

1.9.3 Routers

1.9 .4 Brouters

1.9.5 Gateways

1.10 (LAN) in the work place and its advantages

1.11 Emerging Technology, Wireless Networks

2. CHAPTER TWO : INTRODUCTION TO WIRELESS (LANs)

2.1 Overview

2.2 How Wireless LANs Work

2.2.1 Wired LANs

111

i

Ü

iii

vii

1

1

1

3

3

7

7

10

10

10

10

11

11

11

11

11

12

12

13

15

15

16

18



2.3 Wireless LAN Glossary's

2.4 Wireless LANs Advantages

2.5 How Wireless LANs Are Used In The Real World

2.6 Wireless LAN Technology's

2.6.1 Narrowband Technology

2.6.2 Spread Spectrum Technology

2.6.3 Frequency-Hopping Spread Spectrum Technology

2.6.4 Direct-Sequence Spread Spectrum Technology

2.6.5 Infrared Technology

2.7 Wireless LAN Configuration

2.8 Customer Considerations

2.9 Range and coverage

2.10 Throughput

2.11 Integrity and Reliability

2.12 Compatibility with the Existing Network

2.13 Interoperability of Wireless Device

2.14 Interference and Coexistent

2.15 Licensing Issues

2.16 Simplicity/Ease of Use

2.17 Security

2.18 Cost

2.19 Scalability

2.20 Battery Life for Mobile Platforms

2.21 Safety

2.22 Summary

3. CHAPTER THREE : TYPES OF WIRELESS LANs

3.1 Overview

3.2 Topologies

3.3 Spread Spectrum

3.4 Low-Power Narrowband

3.5 HiperLAN

ıv

19

20

21

22

22

22

23

23

23

24

27

27

28

28

29

29

29

30

30

31

31

32

32

32

32

33

33

34

35

37

37



ı

3.6 Infrared LANs

3.7 Infrared Data Association (IRDA)

3.8 Unlicensed PCS

4. CHAPTER FOUR : WLANs TECHNOLOGY &

IMPLEMENTATIONS

4.1 Introduction

4.2 Network Structures

4.3 Wireless LAN Technology

4.4 Wireless LAN PHY Implementations

4.5 Wireless LAN MAC Implementations

4.6 Summary

5. CHAPTERFIVE:WIRELESSLANSTANDARDS

38

38

39 

40

40

42

44

45

49

50

5.1 Introduction

5.2 Why are Standards Needed

5.3 Who Sets Standards and How

5.4 Are There Standards Truly Relevant to the WLAN User

5.5 Some Wireless LAN standards

5.5.1 IEEE 802.11

5.5.2 802.11-b and 802.11-a (802.11 at 5 GHz)

5.5.3 HiperLan

5.5.4 HiperLan II

5.5.5 Open-Air

5.5.6 HomeRF & SWAP

5.5.7 Bluetooth

6. CHAPTER SIX : SECURITY IN WIRELESS (LANs)

52

52

53

56

58

58

59

60

61

62

63

64 

6.1 Introduction 66

6.2 Abbreviations and Definitions 67

6.3 Standards 70

6.3.lIDPERLAN 70

6.3.2 IEEE 802.11 75

6.4 IPSEC protocol 76

V



6.5 Authorization 78

6.6 Key Change Protocol 81

6.7 Key Management 82

83
6.8 Conclusions

CONCLUSION 84

REFERNCES 85

vı



INTRODUCTION

A Network is a group of computers and other devices that connected to each other.

The most common types of Networks are LAN, WAN MAN. Wireless local area

networks (WLANs) are the same as the traditional LAN but they have a wireless

interface. With the introduction of small portable devices such as PDAs (personal digital

assistants), the WLAN technology is becoming very popular. WLANs provide high speed

data communication in small areas such as a building or an office. It allows users to move

around in a confined area while they are still connected to the network. Examples of

wireless LAN that are available today are NCR's wave LAN and Motorola's ALTAIR.

For some time, companies and individuals have connected computer with local area

networks (LANs). This allowed the ability to access and share data, application and other

services not resident on any one computer. The LAN users have at disposal much more

information, data and applications then they could otherwise store by themselves.

With the increasing number of portable computers and highly mobile users, the need

of wireless Local Area Networks is increasing. Wireless LANs are especially needed in

environments that make the use of cable difficult or impractical. The main advantages

offered by wireless LANs are portability, low installation costs and quick set up time ..

Wireless Data Networks can be easily considered as the ultimate limit to data

communications, if flexibility, mobility and ease of relocation are considered as the most

important parameters of a network. Wireless LANs (WLANs) are just the wireless

counterparts of those traditional low-ranges, high bit rate and shared medium

communication networks termed as Local Area Networks by the IEEE and HIPERLAN.
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Overview Of Local Area Networks (LANs)

CHAPTER ONE

1. OVERVIEW OF LOCAL AREA NETWORKS (LANs)

1.1 Introduction

A network is a group of computers, printers, and other devices that are connected

together with cables. Information travels over the cables, allowing network users to

exchange documents & data with each other, print to the same printers, and generally

share any hardware or software that is connected to the network. Each computer,

printer, or other peripheral device that is connected to the network is called a node.

Networks can have tens, thousands, or even millions of nodes. In the simplest terms, a

network consists of two or more computers that are connected together to share

information.

Principal components of a computer network:

• Computers ( processing nodes or hosts )

• Data communication system ( transmission media, communication processors,

modems, routers, bridges, radio systems, satellites, switches, etc )

1.2 How and Why Network Exists?

The concept of linking a large numbers of users to a single computer via remote

tenninal is developed at MIT in the late 50s and early 60s. In 1962, Paul Baran develops

the idea of distributed, packet-switching networks. The first commercially available

WAN of the Advances Research Project Agency APRANET in 1969. Bob Kahn and

Vint Cerf develop the basic ideas of the Internet in 1973.

1



Overview Of Local Area Networks (LANs)

In early 1980s, when desktop computers began to proliferate in the business world, then

intent of their designers was to create machines that would operate independently of

each other. Desktop computers slowly became powerful when applications like

spreadsheets, databases and word processors included. The market for desktop

computers exploded, and dozens of hardware and software vendors joined in the fierce

competition to exploit the open opportunity for vast profits. The competition spurred

intense technological development, which led to increased power on the desktop and

lower prices. Businesses soon discovered that information is useful only when it is

communicated between human beings. When large information being handled, it was

impossible to pass along paper copies of information and ask each user to reenter it into

their computer. Copying files onto floppy disks and passing them around was a little

better, but still took too long, and was impractical when individuals were separated by

great distances. And you could never know for sure that the copy you received on a

floppy disk was the most current version of the information-the other person might have

updated it on their computer after the floppy was made.

For all the speed and power of the desktop computing environment, it was sadly

lacking in the most important element: communication among members of the business

team. The obvious solution was to link the desktop computers together, and link the

group to shared central repository of information. To solve this problem, Computer

manufactures started to create additional components that users could attach to their

desktop computers, which would allow them to share data among themselves and access

centrally located sources of information. Unfortunately the early designs for these

networks were slow and tended to breakdown at critical moments.

Still, the desktop computers continued to evolve. As it became more powerful,

capable of accessing larger and larger amounts of information, communications between

desktop computers became more and more reliable, and the idea of a Local Area

Network (LAN) became practical reality for businesses. Today, computer networks,

with all their promise and power, are more complicated and reliable than stand-alone

machines. Figure 1.1 shows the network connectivity of the world.

2



Overview Of Local Area Networks (LANs)
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Figure 1.1 Computer Network Connectivity of the World

1.3 Goals of Computer Networks

1. Resource sharing and accessing them independently of their location.

2. Providing a universal environment for transmission of all kinds of information: data,

speech, video, etc.

3. Supporting high reliability of accessing resources.

4. Distribution of loads according to the requirements very fast main frames, minis,

PCs, etc.

1.4 Classification of Computer Networks

Network Classification Like snowflakes, no two networks are ever alike. So, it

helps to classify them by some general characteristics for discussion. A given network

can be characterized by its:

• Size: The geographic size of the network

• Security and Access: Who can access the network? How is access controlled?

3



Overview Of Local Area Networks (LANs)

• Protocol: The rules of communication in use on it (ex. TCP/IP, NetBEUI,

AppleTalk, etc.)

• Hardware: The types of physical links and hardware that connect the network

Computer experts generally classify computer network into following categories:

• Local Area Network (LAN): A computer network, with in a limited area, is

known as local area network (e.g in the same building)

• Wide Area Network (WAN): A computer network that spans a relatively large

geographical area. Typically, a WAN consists of two or more local-area

networks (LANs). Computers connected to a wide-area network are often

connected through public networks, such as the telephone system. They can also

be connected through leased lines or satellites. The largest WAN in existence is

the Internet.

• Metropolitan Area Network (MAN): A data network designed for a town or city.

In terms of geographic breadth, MANs are larger than local-area networks

(LANs), but smaller than wide-area networks (WANs). MANs are usually

characterized by very high-speed connections using fiber optical cable or other

digital media.

• Campus Area Network (CAN): The computer network within a limited

geographic area is known as campus area network such as campus, military base

etc.

• Home Area Network (HAN): A network contained within a user's home that

connects a person's digital devices. It connects a person's digital devices, from

multiple computers and their peripheral devices to telephones, VCRs,

televisions, video games, home secuıity systems, fax machines and other digital

devices that are wired into the network.

4



Overview Of Local Area Networks (LANs)

In figure 1 .2 the connecttivity of local area networks to metropolitan area networks and

typical use of metropolitan area networks to provide shared access to a wide area

network is shown.

Wide Area

Metropolitan
Area Network

Local Area Networks Local Area Networks

Figure 1.2 A typical use of MANs to provide shared access to a wide area network

Computer networks are used according to specified location and distance. In table 1. 1 it

is shown that which technology can be applied to the specific location and specific

distance.
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Overview OfLocal Area Networks (LANs)

Table 1.1 Network Techonologies that Fit in Different Communication Spaces

NETWORK TYPE DEFINITION DISTANCE COMMUNICATION

RANGE SPACE

LAN Local Area Network 0.1 to 1 Km Building, floor,

Room

WAN Wide Area Network 100 to 10000+ Region, Country

Km

MAN Metropolitan Area 10 to 100 Km City

Network

CAN Campus Area Network 1 to 10 Km Campus, Military

base, Compnay site

HAN Home Area Network 0.1 Km Home

In Figure 1 .3 a chart is shown which specifies the distances and speeds of different

networks.

Speed,Mbit/s

10

IHANs, LANs, I
CANs MANs

...

-
WANS

-

1000

100

0.1

Distance, Km

0.1 1 10 100 1000 10000

Figure 1.3 Distances and Speeds of the Different Networks
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Overview Of Local Area Networks (LANs)

1.5 Local Area Networks

LANs are networks usually confined to a geographic area, such as a single building,

office. LANs can be small, linking as few as three computers, but often link hundreds of

computers used by thousands of people. The development of standard networking

protocols and media has resulted in worldwide proliferation of LANs throughout

business organizations. This means that many users can share expensive devices, such

as laser printers, as well as data. Users can also use the LAN to communicate with each

other, by sending e-mail or engaging in chat sessions. Most LANs are built with

relatively inexpensive hardware such as Ethernet cable and network interface cards

(although wireless and other options exist). Specialized operating system software is

also often used to configure a LAN. For example, some flavors of Microsoft Windows -

- including Windows 98 SE, Windows 2000, and Windows ME -- come with a package

called Internet Connection Sharing (ICS) that support controlled access to resources on

the network.

1.6 LANs & WANs Comparison
LANs are usually faster than WANs, ranging in speed from 230 Kbps up to and

beyond 1 Gbps (billion bits per second) as shown in Figure 1 .4. They have very small

delays of less than 1 O milliseconds.

I

Figure 1.4 Data Speeds on LANs and WANs
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Overview Of Local Area Networks (LANs)

How does one computer send information to another? It is actually rather simple. The

figure 1 .5 shows and explains a simple network.

Computer BCom.put.er A

Hub

Figure 1.5 Simple Networks

If Computer A wants to send a file to Computer B, the following would take place:

1. Based on a protocol that both computers use, the NIC in Computer A translates

the file (which consists of binary data -- 1 'sand O's) into pulses of electricity.

2. The pulses of electricity pass through the cable with a minimum (hopefully) of

resistance.
3. The hub takes in the electric pulses and shoots them out to all of the other

cables.
4. Computer B's NIC interprets the pulses and decides if the message is for it or

not. In this case it is, so, Computer B's NIC translates the pulses back into the l's

and O's that make up the file.
Sounds easy. However, if anything untoward happens along the way, you have a

problem, not a network. So, if Computer A sends the message to the network using

NetBEUI, a Microsoft protocol, but Computer B only understands the TCP/IP protocol,

it will not understand the message, no matter how many times Computer A sends it.

Computer B also won't get the message if the cable is getting interference from the

fluorescent lights etc. or if the network card has decided not to tum on today etc.
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Overview Of Local Area Networks (LANs)

Figure 1 .6 shows small Ethernet local area network.

Ethernet B~kbone

g ~...~.
; ı .t:::::ı

Figure 1.6 Small Ethernet LAN

The figure 1.7 shows briefly the interconnection of two LANs

Router SATELLITE DISH

Figure 1.7 Interconnection of two LANs
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Overview Of Local Area Networks (LANs)

1.7 Major Components of LANs

• Servers.

• Client I Workstation.

• Media.

• Shared Data.

• Shared Printers and other peripherals.

• Network Interface Card.

• Hubs I Concentrator.

• Repeaters, Bridges, Routers, Brouters, Gateways

• Physical connectors.

• Protocols.

• Network operating system (NOS).

1.8 Types of Local Area Networks

LANs are usually further divided into two major types:

1.8.1 Peer-to-Peer:

A peer-to-peer network doesn't have any dedicated servers or hierarchy among the

computers. All of the computers on the network handle security and administration for

themselves. The users must make the decisions about who gets access to what.

1.8.2 Client-Server:

A client-server network works the same way as a peer-to-peer network except that

there is at least one computer that is dedicated as a server. The server stores files for

sharing, controls access to the printer, and generally acts as the dictator of the network.
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Overview Of Local Area Networks (LANs)

1.9 Local Area Networks Connectivity Devices

1.9.1 Repeaters

Boost signal in order to allow a signal to travel farther and prevent attenuation.

Attenuation is the degradation of a signal as it travels farther from its origination.

Repeaters do not filter packets and will forward broadcasts. Both segments must use the

same access method, meaning that you can't connect a token ring segment to an

Ethernet segment. Repeaters will connect different cable types.

1.9.2 Bridges

Functions the same as a repeater, but can also divide a network in order to reduce

traffic problems. A bridge can also connect unlike network segments (i.e. token ring and

Ethernet). Bridges create routing tables based on the source address. If the bridge can't

find the source address it will forward the packets to all segments.

1.9.3 Routers

A router will do everything that a bridge will do and more. Routers are used in

complex networks because they do not pass broadcast traffic. A router will determine

the most efficient path for a packet to take and send packets around failed segments.

Unroutable protocols can't be forwarded.

1.9.4 Brouters

A brouter has the best features of both routers and bridges in that it can be

configured to pass the unroutable protocols by imitating a bridge, while not passing

broadcast storms by acting as a router for other protocols.
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