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ABSTRACT 

Maintenance and security of computer network it's a very important part in 

computers world or in communications world especially in net-communication. 

Network it is a huge field which make the communication more easy and more 

fixable, security it is a huge field too which have many ways and many types, that 

made our communication, transfer important data or secret information more easy, 

faster, more trust, to transfer in every where in this world. 

There are many aims in this project that's described and maintained the basic 

things about network and security, such as sharing folders in the network, and what it 

is benefit and how it's work, such as, to give every user in the network different user 

name and password or how to make server, which will help you .to access your 

information or data or to save" it from losing, when a small error has been done, or to 

give a permission to each ~ser to acce~s any folders or not, that's help you to keep 
--- f __ ,,..,. 

'away-the" people· who are trying to tampering this folders, another aim which is an 

. important aim which is about Windows 2000 that includes a native PKl that is 

designed to take full advantage of the Windows 2000 security architecture. Public key 

cryptography is an asymmetric scheme that uses a pair of keys for encryption and 

certificate-based processes .use the X.509 standard. Certificate Services enables an 
. - ! . • . l 

.. ~~grion to manage the issu~c~:. r~~ewal, and :~e~ocation 0£ _digital certificates 
without having to rely on· e_xt~.qiaLc¢and bout Kerberos which is the default 

P . C - c ,·t.," • \ -:·_c.,.. - - 
authentication provider in Wintiows:2_000 and the primary security protocol, including 

r - - - -- - - 
principal, ·-realm, -secret key and TGT. The Kerberos .authentication process involves 

the client computer negotiating exchanges between the target. 'server and the KDC and 
' 

.a set of security .. configuration tools that allow configuring-Windows 2000 security 

settings and at the end, which is about Auditing in Microsoft Windows 2000 that is 

the process of tracking both user activities .and W.indows 2000 .activities. 

This project have a unique style .of description which provides by tables to 

make data clear to the readers, easy to understand and easy to use it or to make it 

which is also provided and described by steps one by one to make .it clear and easy to 

. '.do it or to understand it to even to imagine it, there is .many photos which is familiar 

php.to . for every one he had. use pc, which make every thing understood, the most 
-1~· ...,. f' r "'f 

~~ffil part it is the summary after each chapter which is summary the key information 

in the chapter. 
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INTRODUCTION 

Computer network security, computer networks are every where, you find 

them in large businesses and small ones, schools, charitable institutions and in 

universities, because every business runs in information so it is very important to 

know and to understand how this information move and how to protect it. 

Network mean many computers connected to each others, which make the 

information exchange easier and faster, so the information moves directly from 

computer to computer, rather than through a human intermediary, but when you use a 

computer not connected to a network (anther computers) that mean you are working 

in what is called stand-alone environment. There is two type of network (LAN) which 

mean local area network which is a number of computers connected to each other by 

cable in a single location, usually single floor, but the second type it (WAN) wide area 

network which is the set of connection links between local area networks. This links 

are made over telephone lines, every type of network have a security system to protect 

the information, to give each network user a different account name and password to 

allowing the network server to distinguish among those who need to access to have it 

and protecting the information from tampering by those who not. 

Networks have many advantages as sharing the expensive equipment, protecting the 

information because small mistake will lose the information so we but the information 

in one computer which call server. But this level of security system it is not enough 

when there is information move from country to country there is a system of computer 

network. 

In this project there is five chapters. 

• First chapter describes File System Security, Share folders and assign 

permissions to those shares, Assign NTFS permissions to files and folders. 

• Second chapter describes Public Key Infrastructure, Describe the fundamental 

concepts of public key cryptography and the Windows 2000 implementation 

of PKI, Process certificate requests and add certificate authorities (CAs) and 

Install Microsoft Certificate Services. 

• Third chapter describes The Kerberos Protocol in Windows 2000, and how it 

works in Windows 2000. 
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• Fourth chapter describes Security Configuration Tools to understand how the 

security configuration tools are used to configure security settings and analyze 

system security in your Windows 2000 network. 

• Fifth chapter describes Microsoft Windows 2000 Auditing, Plan an audit 

strategy and determine which events to audit, Set up auditing on Active 

Directory objects and on files, folders, and printers, Use Event Viewer to view 

a log and locate events. 
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CifAPTER 1 

FILE SYSTEM SECURITY for WINDOWS 

1.1 OVER VIEW 

Sharing folders is the only way to make folders and their contents available over 

the network. Shared folders provide a way to secure file resources; they can be used on 

FAT16 and FAT32 partitions, as well as on NTFS (Network File Sharing) partitions. 

But NTFS supports more than just shared folders. NTFS permissions can be used to 

specify which users and groups can gain access to files and folders and what they can 

do with their content. However, NTFS permissions are not available on volumes that are 

formatted with FAT, Shared folders are used to provide network users with access to 

file resources. When a folder is shared, users can connect to the folder over the network 

and gain access to the files it contains. However, to gain access to the files, users must 

have permissions to access the shared folders. 

1.2.1 Shared Folder Permissions 

A shared folder can contain applications, data, or users' personal data ( called 

home folders). Each type of data can require different shared folder permissions. 

Shared folder permissions have the following characteristics in common: 

1) Shared folder permissions apply to folders, not individual files. Since you can 

apply shared folder permissions only to the entire shared folder and not to 

individual files or subfolders in the shared folder, shared folder permissions 

provide less detailed security than NTFS permissions. 

2) Shared folder permissions do not restrict access to users who gain access to the 

folder at the computer where the folder is stored. They apply only to users who 

connect to the folder over the network. 

3) Shared folder permissions are the only way to secure network resources on a 

FAT volume. NTFS permissions are not available on FAT volumes. 

4) The default shared folder permission is Full Control, and it is assigned to the 

Everyone group when you share the folder. 
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A shared folder appears in Microsoft Windows Explorer as an icon of a hand 

holding the shared folder (Figure 1.1 ). 

download 

Figure 1.1 sharedfolders in Windows Explorer 

To control how users gain access to a shared folder, you must assign shared 

folder permissions. The following table explains what each of the shared folder 

permissions allows a user to do. The permissions are presented from most restrictive to 

least restrictive. 

Permission Description 

Read Users can display folder names, filenames, file data and 

attributes; run program files; and change folders within the 

shared folder 

Change Users can create folders, add files to folders, change data in 

files, append data to files, change file attributes, delete 

folders and files, and perform actions permitted by the Read 

permission. 

Full Control Users can change file permissions, take ownership of files, 

· and perform all tasks permitted by the Change permission. 

You can allow or deny shared folder permissions to individual users or to user 

groups. Generally, it is best to assign permissions to a group rather than to individual 

users. You should deny permissions only when it is necessary to override permissions 

that are otherwise applied. For example, it might be necessary to deny permissions to a 

specific user who belongs to a group that has been granted permissions. If you deny a 

shared folder permission to a user, the user will not have that permission. 
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1.2.2 Applying Shared Folder Permissions 

Applying shared permissions to user accounts and groups affects access to a 

shared folder. Denying permission takes precedence over the permissions that you 

allow. 

i.2.3 Multiple Permissions 

A user can be a member of multiple groups, each with different permissions that 

provide different levels of access to a shared folder. When you assign permission to a 

user for a shared folder and that user is a member of a group to which you assigned a 

different permission, the user's effective permissions are the combination of the user and 

group permissions. For example, if a user has Read permission and is a member of a 

group with Change permission, the user's effective permission is Change, which 

includes Read. 

1.2.4 Deny Overrides Other Permissions 

Denied permissions take precedence over any permissions that you otherwise 

allow for user accounts and groups. If you deny shared folder permission to a user, the 

user will not have that permission, even if you allow the permission for a group of 

which the user is a member. 

1.2.5 NTFS Permissions 

Shared folder permissions are sufficient to gain access to files and folders on a 

FAT volume but are not the best solution for an NTFS partition. On a FAT partition, 

users can gain access to a shared folder in which they have permissions, as well as to all 

of the folder's contents. When users gain access to a shared folder on an NTFS partition, 

you should use either share rights or NTFS permissions but not both. NTFS permissions 

are preferred since permissions can be set on both files and folders. If share rights are 

configured for a folder and NTFS permissions are configured for folder or files within a 

folder, the most restrictive rights will become the user's effective rights to the resource. 

This significantly increases the complexity of resolving access permissions for network 

resources. 
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1.2.6 Copying or Moving Shared Folders 

When you copy a shared folder, the original shared folder is still shared, but the 

copy is not shared. When you move a shared folder, it is no longer shared. 

1.3 Guidelines for Shared Folder Permissions 

The following list provides some general guidelines for managing your shared 

folders and assigning shared folder permissions: 
1) Determine which groups need access to each resource and the level of access 

they require. Document the groups and their permissions for each resource. 

2) Assign permissions to groups instead of user accounts to simplify access 

administration. 
3) Assign to a resource the most restrictive permissions that still allow users to 

perform required tasks. For example, if users need only to read information in a 

folder, and they will never delete or create files, assign the Read permission. 

4) Organize resources so that folders with the same security requirements are 

located within a folder. For example, if users require Read permission for 

several application folders, store the application folders within the same folder. 

Then share this folder instead of sharing each individual application folder. 

5) Use intuitive share names so that users can easily recognize and locate 

resources, and use share names that all client operating systems can use. 

NOTE: 
MS-DOS, Windows 3.x, and Vv'FW clients read up to 8.3 format share names; 

consequently, longer share names are not advisable in mixed environments. 

Microsoft Windows 2000 provides 8.3-character equivalent names, but the 

resulting names might not be intuitive to users. For example, a Windows 2000 folder 

named Accountants Database would appear as Account- 1 on ciient computers running 

MS-DOS, Windows 3.x, and Windows for Workgroups. 
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1.4 Sharing Folders 

You can share resources with others by sharing folders containing those 

resources. To share a folder, you must be a member of one of several privileged groups, 

depending on the role of the computer where the shared folder resides. When you share 

a folder you can control access to the folder by limiting the number of users who can 

simultaneously gain access to it. You can also control access to the folder and its 

contents by assigning permissions to selected users and groups. Once you have shared a 

folder, users must connect to the shared folder and must have the appropriate 

permissions to gain access to it. After you have shared a folder, you may want to 

modify it. You can stop sharing it, change its share name, and change user and group 

permissions to gain access to it. 

1.5 Requirements for Sharing Folders 

In Windows 2000, members of the built-in Administrators, Server Operators, and 

Power Users groups are able to share folders. Which groups can share folders on which 

machines depends on whether the computers belong to workgroups or domains and on 

the type of computers on which the shared folders reside: 

1) In a Windows 2000 domain, the Administrators group and Server Operators 

group can share folders residing on any machines in the domain. The Power 

Users group is a local group and can only share folders residing on the stand 

alone server or on the computer running Windows 2000 Professional where the 

group is located. 

2) In a Windows 2000 workgroup, the Administrators group and Power Users 

group can share folders on the Windows 2000 Server stand-alone server or the 

computer running Windows 2000 Professional on which the group exists. 

3) Users that are granted the Create Permanent Shared Objects user right can also 

create shares on the computer where this right is assigned. 
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NOTE: 

If the folder to be shared resides on an NTFS volume, users must also have at 

least the Read permission for that folder. 

1.6 Administrative Shared Folders 

Windows 2000 automaticaily shares folders for administrative purposes. These 

shares are appended with a dollar sign($). The$ hides the shared folder from users who 

browse the computer. The root of each volume, the system root folder, and the location 

of the printer drivers are ail hidden shared folders that you can gain access to across the 

network. 

The following table describes the purpose of the administrative shared folders 

that Windows 2000 automaticaily generates: 

I Share I Purpose 

C$, D$, E$, I The root of each volume on a fixed disk is automatically shared, and 

and so on I the share name is the drive letter appended with a dollar sign ($). 

; When you connect to this folder, you have access to the entire volume. 

I You use the administrative shares to connect remotely to the computer 
11 to perform administrative tasks. Windows 2000 assigns the Full I 

1 
Control permission to the Administrators group. Removable drives I 

I like CD-ROM drives are not assigned the hidden share drive letter. 

I Admin$ The system root folder, which is C:\Winnt by default, is shared as 

Admin$. Administrators can gain access to this shared folder to 

administer Windows 2000 without knowing which folder it is installed 

in. Only members of Administrators have access to this share. 

Windows 2000 assigns the Full Control permission to the 

Administrators group. 

Print$ When you install the first shared printer, the 

%systemroot%\System32\Spool\Drivers folder is shared as Print$. 

This folder provides access to printer driver files for clients. Only 

members of Administrators, Server Operators, and Print Operators 

have the Full Control permission. The Everyone group has the Read 

permission. 
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Hidden shared folders are not limited to those that the system automatically 

creates. You can share additional folders and append a $ to the share name. Only users 

who know the folder name can gain access to it, if they have also been granted the 

proper permissions. 

1. 7 Sharing a Folder Properties 

When you share a folder, you can give it a share name, provide comments to 

describe the folder and its content, limit the number of users who have access to the 

folder, assign permissions, and share the same folder multiple times. To share a folder, 

right-click the folder you want to share and then click Properties. The share properties 

are set on the Sharing tab of the Properties dialog box (Figure 1.2). 
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The following table provides a description of the options on the Sharing tab: 

l Option Description 
I 

I I 
I Do Not Share The option you should select if you do not want to share this folder. I 
, This Folder When this option is selected, all other options are grayed out. 1 
Share This The option you should select if you want to share this folder. When I 
Folder I this option is selected, all other options are active. I 

I Share Name The name that users :from remote locations use to make a connection I 
to the shared folder. You must enter a share name. i 

I 
Comment An optional description for the share name. The comment appears in 

addition to the share name when users at client computers browse the 

server for shared folders. This comment can be used to identify 

contents of the shared folder. 

User Limit The number of users who can concurrently connect to the shared 

1 
folder. The Maximum Allowed option allows Windows 2000 Server to 

I support an unlimited number of connections. However, the number of 

Client Access Licenses (CALs) that you purchased limits the 

connections. 
~ -r-t, __ r, ____ .J .C-1..l.-..- -.--!,...,...!,....,...,...,... +hn+ o.-n--.1..-, A1"'1hr ,uht:1n thP fnlrlPr 1~ 

I accessed over the network. By default, the Everyone group is assigned I 
I Full Control for all new shared folders. I 
I I 
The settings to configure if and how files within the shared folder are 

cached locally when accessed by others. 
Caching 

New Share The option that allows you to create a new share. I 
Remove Share The option that allows you to remove a share. This option appears only 

after the folder has been shared more than once. 

After you share a folder, the next step is to specify which users have access to 

the shared folder. This is done by assigning shared folder permissions to selected user 

accounts and groups. You can assign permissions by clicking the Permission button on 

the Sharing tab of the shared folder's Properties dialog box. From there, you can select 

the user accounts and groups to which you want to assign permissions. 
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