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ABSTRACT

Often when an organization considers change that will impact every employee
h as an enterprise-wide IP telephony implementation the process tends to focus on
ardware, software, and getting the technology up to speed as quickly as possible.
However, a company's infrastructure is composed not just of hardware and software,
also of people. The successful conversion to IP telephony does not rest solely on
ility or reliability. It requires a careful combination of the right products, people,
m-ocesses, tools, services, best practices, and methodologies

all working in concert.

'hile the needs of every enterprise are different, some things are universal. Planning,
-ornmunication,

teamwork,

and understanding

your users'

requirements

are as

important as technical expertise.
With this key objective in mind, l have compiled the following top ten tips for
roject managing an enterprise-wide IP telephony implementation. They are not meant
o tell you how to technically architect your network, but to share best practices gleaned
rom Cisco's own experience as well as customer engagements with phased migrations
to a converged voice and data network. If your company is in the planning stages of an
IP communications implementation, read on.
When it comes to actual implementation,
migration will depend on several considerations:

the success of your IP telephony
proper planning, creating consistent

standards, identifying at-risk factors, having a ready backup/blackout

plan, customer

service, doing the prep work up front, applying best practices, paying attention to detail,
d automating as much of the process as possible. Of all these important factors,
anning weighs most heavily. In fact, a winning formula for migration success consists

- ~o percent

preparation and 20 percent installation.
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Introduction

to JP Telephony

1. INTRODUCTION TO IP TELEPHONY

I.I Overview
There are three key reasons why companies

and people are adding to or

nverting their existing telephone systems to voice over data network capabilities:
1. Much Lower Costs for the Same Service.
Better Control of Communications Services.
ew Revenue Producing Services.
lf your company already has a data communications
ternet connections,

system or high-speed

it does not cost you much more to make calls through data

etworks to reach standard telephones. The cost for equivalent digital voice service
rough a data network is usually much Jess than 1 cent per minute and the cost for
connection of digital voice calls to the public telephone network can be 1 to 3 cents per
minute to almost anywhere in the world.
Most voice over data network systems allow you to directly control your service
tivation and feature controls through a standard internal or external web page. This
means that you don't need to call a customer service representative

(CSR) from the

elephone company to setup or change your services. You or your staff can directly
ontrol your own telephone services and features. In some cases, this control can be
rformed directly from an Internet web page.
Internet telephone service also can provide you with new revenue producing
.eatures and services. These features include the integration of marketing programs with
lephone services, providing web pages that have audio Jinks to customer service, and
e use of multiple International telephone numbers that directly connect to your call
centers at local calling rates.
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1.2 Cost Reductions
According

to

the

US

department

of

commerce,

proximately 3% of gross sales on telecommunications

corporations

spend

costs. According to the federal

mmunications commission (FCC), the average costs for telephone voice service in the
United States in 2002 was:

I. S52.90 per month for business line connected to a PBX system.
cents per minute domestic long distance.
-~ 53 cents per minute for international calls.
A telephone connection requires approximately

64 kbps of data transmission.

Compared to the speed of company data networks, this is a relatively small amount of
a transmission. The common data transfer rate for local area networks (LANs) is 100
ps (or more). This is almost 2000 times the speed of a typical telephone connection.
Even wide area network (WAN) data connections (to connect offices to each other) used
ompanies typically range from 1 Mbps to 45 Mbps. The cost to send data as
ed to voice is approximately 10 to 20 times less.
Some data connections are temporary (called switched data) and other data
ections are continuously connected (called dedicated). Switched data connections
_ charge by the minute or amount of data that is sent. Switched data connections
.,· for the rapid setup and disconnection

of communication

sessions. Dedicated

ections usually charge a fixed monthly fee regardless of how much data is sent
een two fixed points.
Table 1.1 shows some sample comparisons between traditional charges for voice
..;.;1....auunication compared to the charges for sending data. This table shows that the
ge cost per minute for traditional telephone service (called switched voice) is
roximately 4 cents per minute. If this service were to remain connected for 24 hours
ay and 30 days in a month, this results in a monthly fee of $1,728. A 56 kbps

ed connection at 0.2 cents per minute results in a monthly charge of $90. The
ximate cost for fixed connections is $50 per month for 56 kbps, $500 per month
.5 Mbps (DSl), and $50,000 per month for 45 Mbps connections (DS3).
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If you adjust the monthly fee for a 64 kbps voice data rate (64 kbps/data rate
divided by 30 days x 24 hours x 60 minutes), the average cost of data connection that is
used for voice is 4 cents for switched voice, 0.22 cents for switched data, 0.13 cents for
fixed 56 kbps, 0.05 cents for fixed 1.5 Mbps, and 0.016 cents per minute for 45 Mbps.

----

Tal

1.1 vmcc ovc~ta

and Telephone Service Cost Compariso1n

I
1--.-;....----t-

sso

ssoo

-----

·1.12
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0, 13

ce

0

cents

ce

Another key reason why it may cost so little to use voice over data network
service is you may be able to use your existing data network (the data network and/or
the Internet) without making many (if any) changes to it. Even if the person you want to
call is not directly connected to your network, it is possible to use gateways to connect
your voice over data call to the public telephone network. These gateways are located
throughout the world at locations that are near the people you want to call. When you do
call to the public telephone network, the additional cost of conversion from the data
network to the public network is a small fraction of the cost (1 to 2 cents per minute)
than if you dialed the call through the public telephone network.

1.3 Increased Control of Telephone Services
Voice over data network systems usually provide you with more direct control
over your telephone services. Service is typically activated and changed directly through
an internal web page. Instead of using a customer service representative (CSR) from the
telephone company, you, or your staff, can setup the services directly. Your changes,
uch as service activation, can have immediate results.

3
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A Instant Activation
Instant activation is the process of obtaining service immediately after applying
ervice. If you already have access to a data connection, service activation for
'ices that use the data link for connections (such as Internet telephone service) can be
ant. Figure I. I shows how it is possible for a user or company system administrator
tantly activate a new voice over data telephone line.
Call Server

, ----, Account ID

c ___1
Jser Details

Gateway

Account ID to
New User

Figure 1.1 VoIP Instant Line Activation
ln this example,

the system

administrator

has provided

a list

of user

tification codes and passwords to allow new users to self activate themselves in the
pany's telephone

network.

After the user has entered

the correct

account

ntification codes, the user can setup their user details and their feature preferences
en as voice mail and call forwarding options).
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..5 Real Time Accounting and BiIJing
Real time accounting

and billing is the process of gathering,

rating, and

laying (posting) of account information either at the time of service request or
in a short time afterwards (may be several minutes). Voice over data telephone
e commonly allows for real time billing for tracking of voice over data telephone

Figure 1.2 shows how voice over data service can provide real time accounting
illing records immediately

after they are created (in real time). This example

s how the call server keeps track of each call as it processes each call setup. lt uses
call setup and termination
ation. 1n this example,

information

to adjust the accounting

these charges or usage amounts

and billing

can be displayed

ediately through an lntemet web page.
Server
Billing

Records
Account

Details

Telephone

IP Telephone

Data Network
(Such as Internet)

Figure 1.2 Voice over Data Real Time Accounting and Billing

s
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rated Sales Information and Telephone Systems
is possible to link voice over data network telephone systems with existing
n systems. Using the telephone number or other identifying information,
n can be gathered about callers and this can be provided to customer service
ives via a "screen pop."
IP telephone systems can share the same type of data network, the telephone
be more easily integrated with the company's information system. In this
customer service representative (CSR) is receiving a call from John Doe.
pop shows that John Doe has already purchased a book. The CSR can use
unt information

from John Doe to help him find additional

products

to

e.

'..liL'- ~

Increased Market Presence
Companies can connect voice over data networks to telephone systems located
...a.,u,i..=11out the world to increase their market presence. Using telephone

numbers

_._...__.,._.:a throughout multiple cities allows callers to dial local telephone numbers and
an be connected to your company through the data network or the Internet at very

Call Routing Control (Intelligent Call Forwarding)
Intelligent call forwarding changes the route of incoming calls to alternative
.x~,~-~::carions based on your pref erred settings and the status of a telephone
~~-mication

line or

session when an incoming call is received. Some of the advanced

.:o:::c-i:tl features include transferring calls based on the time of day, amount of time an

~"'.:red
..1.~a..'--•

line is allow to ring before transfer (such as transfer to voice mail), or to
tne call to another number where you last made a call (call following).
Figure 1.3 shows an example of intelligent call forwarding that allows the

~rion

of the call forwarding number to be changed based on time of day and

ix::.IC:on of the caller. In this example, these changes are made via web pages. This

~ .:n shows that the user has setup intelligent

6

call for- warding via a web page.
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'·

Figure 1.3 Intelligent Call Forwarding

emote Multimedia Communication
Multimedia is a term that is used to describe the delivery of different types of
milffilation such as voice, data or video. Because Internet telephone service is often

vith broadband (high-speed) data services, it is possible to send multiple types of
mtiXlllation at the same time.

Figure 1.4 shows how a company can use remote multimedia to provide for

..:noor:ne training or to conduct fully interactive inter-company

meetings

linking

people at different locations. This diagram shows that multiple forms of media
sent during a voice over data network telephone call. This example shows a
roadband connection can simultaneously allow telephone calls (voice over data
~J:.ft1une

service), transfer data (such as a PowerPoint presentation),

asi...~ay of video (such as video images of the presenter).

7
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In this type, a team leader in New York is presenting a new product to
-.,

•. ees in Paris and London. Each participant can see the team leader on his or her

~or

in a window box and hear the presenter on their voice over data telephone
_ speakerphone). They can also see the course presentation on another window in
puter monitor along with hearing the professor by the audio on the computer

ii1"CKeTS or

telephone.

l\letwork
York

Figure 1.4 Remote Multimedia Communications

Conclusion
According to the nature of the JP network used, we may speak of two major categories
transmission over JP networks. 1n this chapter the importance of JP telephony has been
as.i:JIS5..~

that has made a vital role in our lives. By using this technology the data rate has

a:.e.c"..>id and the billing cost has decreased. At the end of the chapter call routing process has
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_ BASIC IP TELEPHONY SYSTEM OPERATION

standing the basics of how Voice over Data and IP Telephony

service

elp you make better choices and may help you to solve problems that can
_. selecting the wrong types of equipment and services. IP Telephony and
7

1cc Telephone service operates by converting voice signals to data packets, sending

packets through the Internet, converting these packets back into telephone
s. andmanaging the overall cal setup (dialing), connection, and termination

·erting Voice to Data
..\ key first step in providing IP Telephony service is converting the analog audio
_ aJ into a digital form (digitize it) and then compressing

the digitized

_.........,.,~,ioninto a more efficient form.

Digitization
Digitization

is performed because digital information can provide for better

ality and digital signals are easier to work with than their analog counterparts
_

zation is the conversion of analog signals (continually varying signals) into digital
signals that have only two levels). To convert analog signals to digital form, the

A;,,,U\.'::

signal is sampled and digitized by using an analog-to-digital

(pronounced A to

'erter. The AID converter periodically senses (samples) the level of the analog
d creates a binary number or series of digital pulses that represent the level of
al. Analog signals are converted into digital signals because they are more
t to noise (distortion) and they are easier to manipulate than analog signals. For
der analog systems (continuously varying signals), it is not easy (and sometimes
ible) to separate the noise from the analog signals. Because digital signals can
->

two levels, the signal can be regenerated and during this regeneration process, the

se is removed.

9
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Figure 2.2 shows the basic digital speech compression process. In this example,
e word "HELLO" is digitized. The initial digitized bits represent every specific shape
01 the

digitized word HELLO. This digital information is analyzed and it is determined

at this entire word can be represented by three sounds: "HeH" +"LeL" + "OH."Each
f the sounds only requires a few dig- ital bits instead of the many bits required to
ecreate the entire analog waveform.

V'

!II

Figure 2.2 Digital Speech Compressions

_.5 Sending Packets
Sending packets through the Internet involves routing them through the network
d managing the loss of packets when they can't reach their destination.

--6 Packet Routing Methods
Packet routing involves the transmission of packets through intelligent switches
led routers) that analyze the destination address of the packet and determine a path
will help the packet travel towards its destination. Routers learn from each other
ut the best routes for them to select when forwarding

packets towards their

stination (usually paths to other routers). Routers regularly broadcast their connection
formation to near- by routers and they listen for connection
nnected routers. From this information,

information

routers build information

from

tables (called

ting tables) that help them to determine the best path for them to for- ward each
'et to. Routers may forward packets towards their destination simply based on their
ination address or they may look at some descriptive information about the packet.

11
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Figure 2.3 shows how blocks of data are divided into small packet sizes that can
through the Internet. After the data is divided into packets (envelopes shown in
ample), a destination address along with some description about the contents is
o each packet ( called in the packet header). As the packet enters into the Internet
I

mg boxes shown in this diagram), each router reviews the destination address in its
~ table and determines which paths it can send the packet to so it will move
awards its destination. If a current path is busy or unavailable (such as shown
cket

#3), the router can forward the packets to other routers that can forward the

awards its destination. This example shows that because some packets will
I through different paths, packets may arrive out of sequence at their destination.
the packets arrive at their destination, they can be reassembled into proper order
e packet sequence number.
data

Figure 2.3 Packet Transmission

2.7 Packet Losses and Effects on Voice Quality
Packet losses are the in complete reception or intentional discarding of packets
of data as they are sent through a network. Packets may be lost due to broken line
connections, distortion from electrical noise (e.g. lightning spike), or through intentional
discarding due to congested switch conditions. Packet losses are usually measured by
counting the number of data packets that have been lost in transmission compared to the
total number of packets that have been transmitted.

12
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Figure 2.4 shows how some packets may be lost during transmission through a
-.munications

system. This example shows that several packets enter into the

-- ••.•.net. The packets are forwarded toward their destination as usual. Unfortunately,

a

lillkrog strike corrupts (distorts) packet 8 and it cannot be forwarded. Packet 6 is lost
ti1scarded) when a router has exceeded its capacity to forward packets because too
_ vere arriving at the same time.
This diagram shows that the packets are serialized to allow them to be placed in
-, order at the receiving end. When the receiving end determines a packet is
--.:mg

in the sequence, it can request that another packet be re transmitted. If the time

ery of packets is critical (such as for pocketsize voice), it is common that packet
mission requests are not performed and the lost packets simply result in distortion

Too many

Figure 2.4 Packet Loses

Converting Packets to Telephone Service
IP telephone data packets are converted back to telephone signals via gate- ways.
-ays may interconnect IP telephone service to the public telephone network or they
simply convert to another format such as a private telephone system (e.g. PBX).
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2.9 Gateways Connect the Internet to Standard Telephones
A voice gateway is a communications device or assembly that transforms audio
that is received from a telephone device or telecommunications

system (e.g. PBX) into a

format that can be used by a different network. A voice gateway usually has more
intelligence (processing function) than a bridge as it can select the voice compression
coder and adjust the protocols and timing between two dissimilar computer systems or
voice over data networks.
Figure 2.5 shows how a gateway connects a telephone device to the data
network (such as the lnternet).This example shows that the gateway must convert both
audio and control signals. There are two audio paths through the gateway, one from the
caller to the Internet and the other from the Internet to the caller. The gateway converts
the audio from the telephone set micro- phone to packets of data that can be sent
through the Internet on channel 1. Packets that are received from the Internet are
converted to audio on channel 2. The gateway also monitors for control commands to be
received from the telephone or the Internet. This example shows that the user has
requested to make a three way cal by pushing the flash button on the telephone (or by
momentarily pressing the hook-switch). The gateway senses this request and creates a
control packet that is sent to the ITSP. When the ITSP receives this request, it sends a
command message to the gateway indicating it should create a dial tone and gathers the
dialed digits for the three-way call..

- Off/On Switch
- Dialed Digits

Gateway

Figure 2.5 Audio Gateways
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2.10 Managing the Connections
Gatekeepers control the setup, connection, feature operation, and disconnection
of calls through the data network. Gatekeepers can be owned and operated by private
ompanies, or public service providers such as IP Telephony service provider (ITSP).

2.11 Gatekeepers Control the Calls
Gatekeepers are computers that maintain lists of the IP addresses of customers
and gateways, process requests for calls and features, and coordinate with the gateways
that convert IP telephone calls to standard telephone calls. Gatekeepers perform access
control, address translation, services coordination, control signaling coordination,

and

bill record recording.
Figure 2.6 shows how a gatekeeper sets up connections between IP telephones
(IP Telephony's in this example) and telephone gateways. The gate- keeper receives
registration messages from IP Telephony when it is first connected to the Internet. This
registration

message

indicates the current Internet address (IP address) of the IP

Telephony. When the IP Telephony desires to make a cal, it sends a message to the
ITSP that includes the destination telephone number it wants to talk to. The lTSP
reviews the destination telephone number with a list of authorized gateways. This list
identifies to the lTSP one or more gateways that are located near the destination number
and that can deliver the cal. The lTSP sends a setup message to the gateway that
includes the destination telephone number, the parameters of the cal (bandwidth and
type of speech compression), along with the current Internet address of the calling IP
Telephony. The gatekeeper then sends the address of the destination gateway to the
calling IP Telephony. The IP Telephony then can send packets directly to the gateway
and the gateway initiates a local cal to the destination telephone. If the destination
telephone answers, two audio paths between the gateway and the IP Telephony are
created. One for each direction and the cal operates as a telephone call.
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Gatekeeper

Internet
Telephone

Call Setup
Control

•

Internet -'
Telephone 1
Control,'

1
1

Telephone
Signalling
,

Public Telephone

Gateway~

Figure 2.6 Gatekeepers

2.12 Conclusion
This chapter explains the basic function of IP telephony, The larger the analog
signal is, the larger the number of pulses that are produced. So, we transmit the data on
digital form to make its quality better. Routers learn from each other about the best
routes for them to select when forwarding packets towards their destination (usually
paths to other routers). Routers regularly broadcast their connection information to nearby routers and they listen for connection information from connected routers.

IP Telephony

System Protocols

3. IP TELEPHONY SYTEM PROTOCOLS

3.1 Overview
IP Telephony

communication

systems use standard

Internet protocols and

application protocols that were specifically designed for coordinating the IP Telephony
ystem. These protocols are used to control end user devices (called user agents),
process cal requests (by the means of proxy servers), authorize user (customer) requests
for service access (in databases called registrars), track addresses (in location registers),
and forward calls (called redirection servers).

3.2 Protocols
Protocols are the languages, processes, and procedures that perform functions
used to send control messages and coordinate the transfer of data. Protocols define the
format, timing, sequence, and error checking used on a network or computing system.
While several different protocol languages are used for IP telephone

services, the

underlying processes (setup and disconnection of calls) are fundamentally the same.
Systems can use sets of protocols. There are protocols for cal processes such as
cal setup, audio compression, and cal conferencing. Protocols are commonly grouped
ogether into families of protocols to ensure they work together (interoperate) without
roblems. Protocols are often enhanced and modified over time as new feature needs
and problem areas are identified. As a result, protocols may have different revisions and
earlier revisions may have more limited features and capabilities.
Figure 3. 1 shows how protocols are used to communicate and control each part
of an Internet telephone system and how different protocols can be used in different
parts of the network. In this diagram, an Internet telephone is communicating
ublic telephone.

The Internet

telephone

creates

sent to and from

with a

a computer

ommonly called a gatekeeper, server, or controller) and this computer manages the
setup and disconnection of calls and advanced services.
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Server or gatekeeper

Server or gatekeeper

End-to end call control

''

Internet telephone
control

/,

Internet telephone
control

I

I
I
I
I

Internet telephone

Figure 3.1 IP Telephony Protocols
The controlling computer communicates with other controlling computers in the.
network to allow calls to be connected. The equipment used for sending voice over data
networks

most likely con-forms

to one or several

industry

standard

protocols.

Conforming to specific industry standard protocols helps to ensure reliable operation
between devices that are connected through a data network or the Internet. Without
tandards, features such as caller identification, cal forwarding, or even cal disconnect
(hang up) may not work or they may produce very different results than desired.
There are three key, industry protocol standards for voice over data (VoIP)
telephone service; H.323, SIP, and MGCP. IP Telephony systems and IP Telephony
ervice providers may boast about their conformance and use of one (or several) of
these industry standards. The most important thing these standards should mean to the
user is the compatibility

between the end user access device and the IP Telephony

ervice provider it communicates with. In some systems, devices can translate protocols
with systems that use the other protocols.

]8
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H.323 Packet Based Media Communication System
H.323 is a packet based multi-media

communication

system that combines

ltiple established protocols (such as telephone protocols) with new proto- cols to
ow multimedia communications

over data networks such as the Internet and local

a networks (LANs). The original name for H.323 was Visual Telephone Systems and
ipment for Local Area Networks.
H.323 can be used to allow independent operation (caller to caller directly
ough the Internet) or an Internet telephone service provider (}TSP) can use it to setup
d manage calls between its customers. The H.323 system has four key components:
rminals, gateways, gatekeepers, and multipoint control units (MCUs). Terminals are
e access devices such as Internet telephones or PC telephones. Gateways
nversion devices used to connect the Internet to the public telephone
Gatekeepers
ultipoint

are the controller of the terminals (Internet telephones)
control

units (MCUs)

may be used to coordinate

are the
network.

and gateways.

the simultaneous

rnmunication between multiple terminals (conference calls).
H.323
1cation.
unication

is a well defined,
This

helps

detailed,

to ensure

reliable

and somewhat
operation

complicated

of basic

services. This system is capable of negotiating

and

industry
advanced

compressing

and

mitring real-time voice, video, and data between a pair of videoconferencing
stations.
Figure 3.2 shows the basic structure of an H.323 system. This diagram shows
H.323 terminal can be controlled by an Internet telephone ser- vice provider
PI orbit may be used to directly communicate to other users through the Internet.
rrninal is actually a gateway that converts audio and control information

i,-:ias.

into

The control packets are sent to and from the gate keeper to request and receive
Gatekeepers

may communicate

with other gatekeepers

to setup distant

cal

--.....-cPoil tions. This diagram shows how a distant gatekeeper controls a gateway that a
ls to connect from the Internet to a public telephone. Gatekeepers may also be
~ted

to a multipoint control unit (MCU) to a low for conference calls.
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The SIP system has two basic types of components: user agent (UA) clients and
·ers. Clients are the terminals (Internet telephones) and gateway devices. Servers are
gatekeepers that control the clients. There are several types of severs including
xy servers and, redirection (cal control for- warding) servers.

Figure 3.3 shows how

SIP system uses relatively simple text messages to setup and control telephone calls.
This diagram shows a user agent (UA) Communicates with a cal server that controls a
IP IP telephone the user.
Server or gatekeeper

Server or gatekeeper

Adapted telephone and
network protocols

+
I
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I
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internet--------,

Gate way

Public
telephone

Internet telephone

Option direct control

Figure 3.2 H.323 System Overview

3.4 Session Initiated Protocol (SIP)
Session initiated protocol (SIP) is a fairly simple text based Internet telephone
communication protocol. SIP uses text-based messages that are similar to Hyper Text
Transfer Protocol (HTTP) messages that are used by web applications.
SIP is relatively simple compared to the H.323 protocol because it has created
new commands

instead

of attempting

to adapt

commands

and processes

from

established telephone protocols. While SIP can allow for the independent operation of
cals between users (caller to caller directly through the Internet), SIP is more commonly
used by an IPBX system, IP Centrex service provider, or Internet telephone service
provider (ITSP) to manage the setup, feature operation, and disconnection of calls.

20

IP Telephony

System

Protocols

MGCs are the gatekeepers, the controller of the terminals, and gateways (MGs).
Soft switches control the MGCs so calls can be connected between MGs. MGs require
connection to specific MGCs to operate. Figure 3.4 shows the basic structure of a
MGCP system. This diagram shows a media gateway (MG) that is controlled by a
media gateway controller (MGC). The MG converts audio and control information into
packets. The control packets are sent to and from the MGC to request and receive calls.
MGC communicate with soft switches that keep track of calls through its network. This
diagram shows how a distant MGC controls a gateway that allows calls to connect from
the Internet to a public telephone. MGCs are connected to a soft switch to allow for
coordinated control of al MGCs within its network.
Server
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Session initiation
protocol (SIP)
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Figure 3.3 SIP System Overview

3.5 Media Gateway Control Protocol (MGCP)
Media gateway control protocol (MGCP) is a control protocol that uses text or
binary format messages to setup, manage, and terminate multimedia communication
sessions in a centralized communications system. This differs from other multimedia
control protocol systems (such as H.323 or SIP) that allow the end points in the network
to control the communication session. MGCP is specified in RFC 2705 and It was first
drafted in 1998.
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MGCP forms the basis of the Packet Cable NCS protocol. The MGCP system
has three key components: media gateways (MGs), media gateway controllers (MGCs),
and soft switches. MGs are the access devices such as Internet telephones, public
telephone, and audio gateways.
Media gateway controller(MGC)

Media gateway controller (MGC)
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Figure 3.4 MGCP Sy~tem

3.6 Supporting Protocols and Software
In addition to the IP Telephony protocols, additional supporting protocols are
used or were developed to efficiently help control IPBX and LAN telephone systems.
Some of the important protocols and software solutions include Skinny, TRIP, COPS,
RADIUS, RTP, AVVID, and Vocal.

3.7 Skinny Protocol
Skinny protocol was developed by Cisco to support the setup and management
of audio calls and conferencing

using Internet Protocols

(IP). This protocol

is a

relatively simple IP-Phone protocol that can interoperate with H.323 systems. The
simplified protocol provides for reduction in memory size and processing requirements.
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3.8 Telephone Routing over Internet Protocol (TRIP)
The use of telephone routing over Internet protocol (TRIP) allows for the
ynarnic assignment of cal routes through a data network. TRIP accomplishes

this by

advertising (broadcasting) of the availability of destination devices (such as telephones)
and for providing information relatives the available routes and preferences for these
routes to reach the destination device(s).

3.9 Common Open Policy Service (COPS)
The COPS protocol allows a system to implement policy decisions by allowing a
Iient to obtain system configuration and parameter information from a policy server. A
COP is defined in RFC 2748.

3.10 Remote Access Dial in User Server (RADIUS)
A network device receives identification information from a potential user of a
network service, authenticates the identity of the user, validates the authorization to use
the requested service and creates event information for accounting purposes. RADIUS
is specified in RFC's2138 and2139, RADIUS is a client/server protocol that uses UDP.

3.11 Real Time Protocol (RTP)
RTP is a packet based communication

protocol that adds timing and sequence

information to each packet to allow the reassembly of packets to reproduce real time
audio and video information. RTP is defined in RFC 1889. Secure Real Time Protocol

(SRTP) is a version of real time protocol (RTP) that provides increased security ( e.g.
confidentiality and message authentication).

3.12 Architecture for Voice, Video and Integrated Data (AVVID)
A VVID is a network structure standard that defines the types of devices used in
a voice over data (multimedia)

network and how they are interconnected

and used

within the network. The A VVID structure allows for system expansion, efficient feature
deployment, security, and increased reliability. A VVID was developed by Cisco.
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3.13 Vovida Open Communications Application Library (Vocal)
Vocal is a group of software applications that are used by developers to create
telephone systems that use Internet protocols. Vocal uses open source software that
provides the original source code to developers to make them make changes to the
oftware to meet their specific application needs.

3.14 Multiple Protocols
Because

there are several different protocols

and each protocol

can have

different revisions of the protocol, many products and system equipments come with the
ability to use several different protocol formats. Internet telephones may also be capable
of receiving updated protocol information directly from the Internet. This allows for the
upgrading of features and correction of software problems (bugs) after the unit has been
purchased and connected. Figure 3.5shows how an IP telephone maybe capable of using
multiple protocols. This diagram shows an IP telephone that is receiving messages in
SIP protocol

format. When the message

is received,

the Internet telephone

first

determines that the message is in SIP format and it decodes the message accordingly.
When messages are received in H.323 protocol format, they are decoded according to
that format.

3.15 Conclusion
Protocols

are the set of rules of instruction

which are follow to make the

operation better. There are three key industry protocol standards for voice over data
(VoIP) telephone service; H.323, SIP, and MGCP. The H.323 system has four key
components: terminals, gateways, gatekeepers,
Terminals

and multipoint control units (MCUs).

are the access devices such as Internet

telephones

or PC telephones.

Gateways are the conversion devices used to connect the Internet to the public telephone
network.
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4. BASIC IP TELEPHONY COMMUNICATION SERVICES

4.1 Overview
IP Telephony communication
of communication
communication

sessions between

services are the setup, management, and disconnection
two or more users of information.

IP Telephony

services permit the independent or combined transfer of voice, data, and

video signals.
To provide IP Telephony communication services through a communication network,
the session initiation protocol (IP Telephony) was developed. The IP Telephony protocol is
intentionally

quite simple in it's operation, yet capable of providing a range of services

including basic voice telephony but also more advanced call features such as user mobility,
supplemental call processing features such as call hold and call forwarding, and integrated
services such as click to dial.
IP Telephony is intended to .support a full range of multimedia sessions between users
and therefore once a IP Telephony call is established, the same connection that is used for
voice service can be used to transfer other information

such as images, sounds, or a

combination of any media that can be transferred through the communication network (such
as the Internet).

4.2 Voice Service
Voice service is a type of communication

service where two or more people can

transfer information in the voice frequency band (not necessarily voice signals) through a
communication
communication

network.

IP Telephony

based

voice

service

involves

the

setup

of

sessions between two (or more) users that allows for the real time (or near

real time) transfer of voice type signals between users. In an IP Telephony system Voice
services is established by specific types of call processing steps.
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e quality of voice services provided by IP Telephony systems can vary dependent
etv of factors including the amount of data transmission

method used. The data transmission

J

channel

quality, and

channel quality can vary based on the

· ssion delay and the amount and type of errors. The compression methods supported by

r'Ydrphony range from standard 64 kbps pulse coded modulation (PCM) voice to 8 kbps
mpressed) G.729 speech coding.
The speech coding method is negotiated on call setup. The standard 64 kbps speech
for both voice and data modem (e.g. fax) transmission.

The highly

speech coder cannot used to transfer fax signals or dual tone multi-

Figure 4.1 illustrates a simplified sequence for an IP Telephony call between two
In this example Larry is going to place a call to Susan over the Internet, Larry has an IP
"Jdephony telephone whilst Susan is using a soft phone, (a piece of software running on a
-*1.rnedia PC). Larry and Susan belong to different domains and each domain contains an IP
Tdmhony proxy server that manages that domain. The call would be initiated by Larry

..._mg a number for Susan, or alternatively

by selecting an entry from an address book or

a link on web page, (called click to dial).
Proxy

Proxy

Server

Server

4

Figure 4.1. IP Telephony Telephone Call
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When the call is initiated Larry's phone sends a message to the proxy server for his
domain, this proxy server will send a message on to the proxy server in Susan's domain. The
Althos.com server may use a form of Domain Name Server (DNS) lookup to obtain the
address of the example.com proxy server. If necessary the example.com proxy consults a
database known as a location server to identify the current address being used by Susan and
forwards the message on to Susan's User Agent, which then generates a message in response
that is sent back via the two proxies.
Larry's User Agent will respond with an acknowledgement,
acknowledgement

but note that this

is not necessarily sent via the proxy servers. A two way media session is

now established between the users. When the session is complete the 'connection' can be
released by means of a simple handshake between the two telephones. It is important to note
in the call example of Figure 4.1 that the IP Telephony protocol does not define the media
format to be used during the call. Instead the IP Telephony messages will convey information
from another protocol to define the media to be used during the communications

session. In

most cases this additional protocol is likely to be the Session Description Protocol (SDP).

4.3 Mobility Management (via Registration)
Mobility

management

is the processes

of continually

tracking

the location of

telephones or devices that are connected to a communication system. Mobility management
typically involves regularly registering telephones or communication

access devices. Mobile

telephones typically automatically register when they are first powered on or attached to the
communication

systems. Some devices may also register and when they are powered off or

detached from the system.
The IP Telephony protocol supports user mobility, by allowing a user to both initiate
and receive sessions on different terminals within a domain, also a user is able to participate
in session on terminals outside of their home domain (such as being attached anywhere to the
Internet). Servers known as Registrars provide mobility in an IP Telephony

system. A

Registrar has an associated database, known as the Location Service, which is used to bind a
user's IP Telephony address to a current location (IP address). An IP Telephony User Agent
can be setup to register with the IP Telephony Registrar when it is first connected to a data
network. This allows the Registrar to maintain the latest address (IP Address) where the User
Agent is located.
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Figure 4.2 shows an example how an IP Telephony system can allow users to attach
their devices anywhere within the data network and maintain their ability to make and receive
calls. In this example, a User Agent is registering with its Registrar. The User Agent at which
Susan is currently located sends a registration message to the Registrar and the Registrar
ends this data to be stored in the Location Service database. This creates what is known as a
binding between Susan's IP Telephony address and the User Agent she is currently utilizing.
When another user, in this example Larry, attempts to establish a session with Susan, the
proxy server for Susan's domain will make a query to the Location Service that will return the
binding information. This allows the invitation request to be routed from the proxy to the User
gent for Susan.
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Figure 4.2 IP Telephony Mobility Management
In addition to supporting the basic facility of establishing a call between two, or more
users, IP Telephony supports a range features that most users will familiar with from their
existing telephony systems. These features include call hold, call forwarding,
calling and automatic redial.
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The support of call forwarding in any system requires that at least one network
element is aware of the user's call handling preferences. For example, under what conditions,
if any, should forwarding be triggered and when it is triggered where is the call to be
forwarded to? In an IP Telephony system, the user's proxy server contains the call forwarding
parameters.
Figure 4.4 illustrates how an IP Telephony system can provide conditional

call-

forwarding services. In this example, Susan has called Larry and the proxy server invites
Larry's User Agent to join the session. Assuming Larry has set the condition 'call forward on
no answer' and he is not available to answer this call, the User Agent would ring, or give
some other form of alert, for a short (configurable) period of time. When this time expires, the
proxy server for the call will forward (by sending an invite request) to a predefined number.
In our example, Larry has requested that the call be forwarded to a second JP Telephony
address. Call forwarding on busy is very similar to this example except that Larry's User
Agent would return a busy indication to the proxy when it received the session invitation.
Call Forwarded to
PSTN Telephone

Invite on Call
Forwarding
Condition M
Pro
3 et
' ,,'
xy Server

0)

(J)
,~

PSTN GATE WAY

,,

----~
~
User Agent
Susam

for Larry

Busy or No Reply

User Agent Larry

Figure 4.4 JP Telephony Conditional Call Forwarding
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Figure 4.5 shows that to implement unconditional

call forwarding, a proxy server

imply forwards the invitation request to the diverted address previously specified. In this
example, Susan has called Larry and the proxy server invites Larry's User Agent to join the
ession and Larry has set the unconditional call forwarding to a second IP Telephony address.
Because the call forwarding has been setup as unconditional call forwarding, the proxy server
immediately

sends (forwards) the invite request to the designated recipient (forwarded

number).
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Figure 4.5 IP Telephony Unconditional Call Forwarding

4.6 Click to Dial
Click to Dial is an IP Telephony service that allows a user who is viewing a web page
to click a link on that web page to initiate a voice over Internet call. The link contains an
embedded address (URL or IP address) that connects to a call server along with the necessary
software (such as IP Telephony) that allows for the setup and connection of the call. Click to
dial service is similar in concept to the 'mail to:' link that can launch a user's email software
when selected.

Basic JP Telephony Communication Services

JP Telephony integrates well with web pages to provide click to dial service because
JP Telephony is a text-based protocol that interacts with a web browser in similar processes as
well established protocols such as Hypertext Transfer Protocol (HTTP) and Simple Mail
Transfer Protocol (SMTP). Like these other protocols IP Telephony

employs a request-

response transaction between entities, such as a User Agent (UA) and Proxy Server.
Figure 4.6 illustrates how click to dial JP Telephony service operates. In this example,
a user Susan is viewing a web page that contains a "Click to Dial" button. This button is
linked to Larry's IP Telephony address. When Susan clicks on this click to dial the link, it
connects her User Agent (also on Susan's PC) to the server at the IP Telephony address
provided by the Click to Dial button. The User Agent can then establishes the call by means
of the normal IP Telephony call processing (signaling) sequences.
Larry s SIP
Addresses

Proxy Server.

@ -----------"

- -·

,,
ti,
Susan Click to
Dial Larry

,'

' I,'

Invite

@

CD

Figure 4.6 Click to Dial Service

4. 7 Conclusion
In this chapter the IP telephony services are explained briefly. The quality of voice
services provided by IP Telephony

systems can vary dependent on a variety of factors

including the amount of data transmission channel quality, and compression method used.
Servers known as Registrars provide mobility in an IP Telephony system.
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IP Telephony
..,.•mation

systems

unication

systems
and

can be easily

other

services.

integrated

communication

IP Telephony

systems

networks

with multiple

types

of

to produce

advanced

can be interconnected

to other

ation systems through the use of specialized application servers (AS) and packet
networks. Application

servers are computers and associated software that are

.....,n.>rted to a communication network to provide information services (applications)
clients (users). Application

servers are usually optimized

to provide

specific

ations such as database information access or sales contact management.

Order Processing Systems
Order processing

systems gather information

related to orders, process the

nnation into specific orders, and create actionable information that allows the
fillment of the orders. IP Telephony telephone systems can be integrated with order
essing systems to allow interactive control with customers to allow the capturing of
er information directly from customers and to assist in fulfillment of the order.
Order processing systems within companies are typically limited to data entry
m user terminals

or by computers connected to the Internet. As a result, order

essing systems may require a customer

service representative

to talk to the

storner and enter the order information. This limits the order processing capabilities to
availability of a customer service representative and the potential errors that may
sult from poor communication

skills of the customer service representative

and the

storner. The use of multimedia IP Telephony telephones allows the user to initiate and
ter new orders into an order processing system without the need of a customer service
presentative.
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To enable order processing

systems

to operate

from telephone

systems,

additional servers or new software on existing servers are added that convert the
information from the telephone user (such as keypad entries or audio commands) into
commands that can be understood by the order processing system.
Figure 5.1 shows how IP Telephony based hotel telephone system can be
integrated with a hotel's room service order processing system. This example shows
how the hotel system has installed IP Telephony-based

telephones in each room of the

hotel and that each JP Telephony telephone has a display screen. The IP Telephony
server and hotel information system (the hotel's order processing system) is connected
through the same local area network (LAN) of the hotel. An IP Telephony server is
setup to allow users to select and create orders from the room service menu from their
JP Telephony based telephone. The IP Telephony server can reformat and deliver the
menu order direct to the order processing system. In this example, the order is displayed
in the kitchen and the JP Telephony system is used to alert the room service waiter when the
order is ready for delivery to the room.

c:au
S.erv(Jf

Figure-5-.1 IP~Teleph0ny Order Processing Operation
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5.3 Web Servers
Web servers are computer systems that are used provide access to data that is
tored and retrieved by commands in Hypertext Transfer Protocol (HTTP). HTTP is a
protocol that is used to request and coordinate the transfer of documents between a web
erver and a web client (user of information). The typical use of web servers is to allow
web browsers (graphical interfaces for users) to request and process information through
the Internet.
Web servers are limited to providing information to the user in a form and
sequence that has been predetermined. As a result, users sometimes need to contact a
customer

service

representative

to provide

information

in an interactive

form.

Unfortunately, the customer service representative is traditionally limited to audio form.
This means the customer has traditionally been limited to using the web page or the
telephone to gather the information necessary to purchase a product. IP Telephony
systems can be combined with a web server to allow the customer view web pages and
communicate through the telephone at the same time.
To combine a web server with an IP Telephony telephone system, the customer
should have a multimedia computer with software that is capable of IP Telephony
communication

and the web server must be modified to establish a communication

session with the customer.
Figure 5.2 shows how an IP Telephony telephone system can be integrated with
a web server. In this example, a user (potential customer) that has multimedia (audio)
capability is accessing a company web page. The user has identified a product the
company sells that may satisfy their needs however the user has not found some of the
information on the company's web site. In this example, the user selects a "Click to
Talk" button and they are connected to a customer service representative. This initiates
(invites) a communication session between the user (potential customer) and a customer
service representative

for the company. may show the customer that the product

performs the necessary features to satisfy their needs.
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Figure 5.2 IP Telephony Web Server Integration

5.4 Instant Messaging (IM)
Instant messaging

(IM) is a process

that provides

for direct messagmg

connections between computers that are connected to a data communications

network.

Instant messaging (IM) service usually includes client software that is located on the
communicating computers and an instant messaging server that tracks and maintains a
list of alias names and their communication status. The IM server usually registers each
client and links an address (usually an internet protocol address) so the clients can
directly communicate with each other. The client software controls the presentation of
information as it is sent directly between each computer.
Instant messaging systems have been traditionally

limited to text messages.

Because instant messaging systems obtain and share the active IP addresses assigned to
the users, it makes it possible to setup voice communication
instant messaging

users. Many instant messaging

between two or more

users are familiar with instant

messaging software and they have multimedia capable computers so it is a relatively
simple process to introduce them to the ability to initiate a voice session.
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To upgrade an instant messaging system to use IP Telephony protocol to permit
oice communication direct between users, the user's software is upgraded to include IP
Telephony protocols. To obtain additional IP Telephony services (such as company
directory listings), the user's software must be setup to communicate

with the IP

Telephony server.
Figure 5.3 shows how an instant messaging system can be integrated with IP
Telephony based communication
people that are instant

to provide voice service. This diagram shows two

messaging

each other have

IP Telephony

based voice

communication capability. This diagram shows that the IM system has already allowed
the participants to discover the IP addresses of the other users. In this example, John
uses Barbara's instant messaging address (IP address) to send an invite message to
Barbara that requests her to participate in a voice conversation. Barbara acknowledges
the request and the instant messaging software negotiates the voice parameters (speech
compression in this example) and voice communication session is established.
IP Addre·ss

Status

IM Server

Internet\

Figure 5.3 Instant

37

Messaging

Tying IP telephony to Other information Systems

eb Seminars (Webinar)
Webinars are a seminar or instruction session that uses the Web as a real time
ntation format along with audio channels (via web or telephone) that allow
ipants to listen and possibly interact with the session. Webinars allow people to
ipate in information or training sessions from any location that has Internet access.
Until recently, the provision

of interactive

information (such as a training

sion) to multiple people in different locations required expensive video conferencing
ilities or it required participants to travel to common location (such as a conference
ility). The use of web seminars allows for the simultaneous provision of audio, video,
d data along with the controls necessary

for participants to interact with the

formation moderator.
Figure 5.4 shows how IP Telephony

systems can be used to provide web

seminar (webinar) service. This example shows how a presenter can invite several
ople to participate in a training session. Once the communication sessions (logical
aths) are established, the instructor can create additional channels of communication
or other multimedia services. This example shows that one of the communications
hannels is used for audio from the instructor to the students. Another communication
hannel is used for sending presentation graphics, and a final communication channel is
used for sending datfiles.

..
.,,IJ,.·······

Conference
Server

Figure 5.4 IP Telephony Web Seminar Operation
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5.6 Mobile Communication Information Service
Mobile telephone

service (MTS) is a type of service where mobile radio

telephones connect users to the Public T Network (PSTN) or to other mobile telephones.
Mobile telephone service includes cellular, PCS, specialized and enhanced mobile radio,
air-to-ground, marine, and railroad telephone services.
Users desire to have access to multimedia services similar to their computers
without the need to connect to wires. Until recently, mobile communication

systems

have had expensive and limited data transmission capability and the data connection
methods have been proprietary. This has forced the system operator (the carrier) to
purchase expensive system upgrades and it has not been easy to customize information
ervices for the customers.
To add multimedia services to a mobile communication

system, access to a

media server is provided by the packet data system. This media server maybe controlled
by the service provider (the carrier) or it maybe managed by an independent vendor
(information service provider).
Figure 5.5 shows how a mobile phone network can use IP Telephony to add
multimedia

information

services to wireless voice communications.

This example

shows how a mobile phone with a graphics display can communicate on the high-speed
packet data communication

channel to an IP Telephony

server to obtain driving

direction information. In this example, a mobile telephone user has requested a session
with a company that provides driving direction information services. When this user
requests a connection (sends an invite), the user is first validated as a subscriber of the
map information
communication

provider.

After the customer's account

has been validated,

a

service (logical connection) is established between the mobile device

and the media server. The user will browse through a menu that allows them to set the
parameters

(starting and destination

address) and the media server can create the

information and graphics that are transferred to the mobile device.
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Figure 5.5 IP Telephony Mobile Communication Operations
5.7 Database System
Databases are collections of data that is interrelated and stored in memory (disk,
computer, or other data storage medium.) Database systems are typically accessed and
controlled by computer terminals that are connected to the same data network as the
database system.
The information

contained

in corporate

database

systems is typically

only

accessible through computer terminals. However, database information is commonly
stored in a standard form such as Structured Query Language (SQL) format. This allows
other servers to access, sort, and retrieve information by using commands that use the
standard data storage format. To integrate a database system (such as a customer
database) with an IP Telephony based telephone system, various types of servers (such
as a voice recognition server) can be added, these may allow for telephone users to
control the access to the database by voice commands.
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5.8 Dispatch Systems
Dispatch

systems

provide

radio

service

that

allows

a central

controller

(dispatcher) to send dispatch assignments to one or more receivers (typically many
mobile radios). Dispatch radio systems normally involve the coordination of a fleet of
users via a dispatcher. All mobile units and the dispatcher can usually hear all the
conversations between users in a dispatch group by setting the users to a channel (or
channel code) that is shared by all the users in the group. Dispatch operation involves
push-to-talk operation by a group of users on the dispatch system. Using radio trunking
(multi channel access) technology, there can be several different dispatch groups that
operate (share) on the same system.
Figure 5.6 shows how multiple dispatch radio networks can be integrated using
an IP Telephony system. This example shows the different types of dispatch networks
that are interconnected

by high-speed packet data networks. The analog land mobile

radio dispatch systems are connected through a gateway that converts the analog voice
and control signals to digital messages. Digital land mobile radios that use a proprietary
communication system are connected through a gateway that converts the digital audio
from one format to a format that is compatible with the IP dispatch system .
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5.9 Security Systems
Security systems are monitoring and alerting systems that are configured

to

ovide surveillance and information recording for protection from burglary, fire, water
azard, and other types of losses.
Traditional (legacy) security systems use proprietary sensing and transmission
equipment, have limited control processing capabilities, and have interconnections

that

are limited to local geographic areas. The use of IP Telephony systems connected
through standard data networks allows for the sending of media (such as digital video),
werful security system processing in a server, and wide area connectivity (such as
ough the Internet).
Figure 5.7 shows how a variety of security accessories can be integrated into an
IP Telephony based communication

system. This example shows how a police station

an monitor multiple locations (several banks) through the addition of digital video and
alarm connections. This example shows that when a trigger alarm occurs at a bank (such
as when a bank teller presses a silent alarm button), the police can immediately see what
occurring at the bank in real-time. Because the images are already in digital format, it
may be possible to send these pictures to police cars in the local area to help identify the
bank robbers.

FIRST BANK

Figure 5.7 IP Telephony Security System Integration
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5.10 Interactive Television
Interactive television (iTV) is the combination of video service with the ability
to dynamically alter the content or flow of a media program that is provided to a user.
Until recently, television
broadcast

process.

and cable television

One-way

analog

cable

have been delivered

television

video

in a one-way

systems

have been

transitioning to two-way high-speed digital communication systems.
Cable television systems are composed of a head-end system (the network
television receivers), the distribution network, and end user equipment (set top boxes).
Until recently, the set top boxes have been proprietary and the control of the system has
been limited to sequential programming

and nonchangeable

media. The use of IP

Telephony based systems and a digital media server allows the user to change the
programming dynamically based on user inputs and/or predetermined preferences. This
can provide preferences such as the elimination or skipping of sections of bad language,
nudity, violence or even the selection of different outcomes to a movie (positive or
negative). To add IP Telephony capability to digital cable television systems, the users
need to have terminals with IP Telephony capability (Multimedia MPEG to NTSC or
PAL) and a media server at the head end of the cable television network.
Figure 5.8 shows how a cable television network can use IP Telephony to add
interactive media services to video communication

networks. This example shows a

video on demand (VOD) system that uses IP Telephony to initiate and manage video
delivery from a digital movie storage system. In this example, the cable television
network has two-way digital communication service. The user is provided with a digital
set-top box and the cable television network has installed a media server and an
application server that can receive and process requests from users. This example shows
that the user has a remote control that can send commands (IP Telephony messages) to
the media server at the head-end of the cable television network. These commands
allow the end user to control the media source (such as play, stop, or rewind).
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Figure 5.8 IP Telephony Cable Television Operations

5.11 Conclusion
There are several advantages of using IP telephony technology; one of them is
that we can establish a communication link for other system as well. This technology is
compatible with the internet based application like HTTP (Hypertext Transfer Protocol)
and Instant messaging

(IM) which is a process that provides for direct messaging

connections between computers that are connected to a data communications
A variety

of security

accessories

can be integrated

communication system.
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6. IP TELEPHONY COMMUNICATION SERVERS

6.1 Overview
A communication server is a computer that can receive, process, and respond to
an end user's (client's) request for communication services. Communication servers are
application

servers

that provide

common

telephony

features

and/or

specialized

telephony capabilities.
IP Telephony communication servers are at the core of the VoIP communication
ystem. IP Telephony

servers within a network can either be located on different

machines or can be located on a single machine. When the communication servers are
co-located on the same computer, they use different port addresses (separate logical
channels).

Servers are computers

with a server operating

system. Popular server

software systems include Windows NT, Windows 2000 Server, or Linux. While it is
possible to setup an IP Telephony-based
used for other functions,

communication

system on a computer that is

it is common to have a dedicated computer for the IP

Telephony communication server. IP Telephony communication servers receive request
for calls, assist in the setup of calls, perform call feature operations during the call, and
process requests in the termination

(ending) of calls. IP Telephony communication

servers may translate standard telephone numbers into their associated IP addresses,
look for available gateways to complete calls between the PSTN and IP Telephony
devices, and manage advanced communication

features. Manufacturers

and vendors

commonly use server names that may be different than the names assigned by the
industry standards committees.

6.2 IP Telephony Administrators
IP Telephony administrator software is a graphic user interface (GUI) for the
system administrator to setup and manage accounts on the IP Telephony system. The
administrator has the ability to move, add, and change (MAC) accounts. The setup of
the system administrator is one of the first steps in building an IP Telephony system.

45

JP Telephony Communication Servers

IP Telephony communication

systems are interconnected by IP data networks

that are typically connected through the Internet allowing administrators to setup and
manage their system from any place they can connect to the Internet.
Figure 6.1 shows the basic functions of the IP Telephony system administrator.
This diagram shows that the IP Telephony system administrator

is responsible for

adding new accounts to the IP Telephony system, assigning the dialing rights (such as
international and Jong-distance dialing), and the features authorized (such as conference
calling). This diagram also shows that the IP Telephony system administrator can
perform these assignments and changes from a web portal.
Account
Information

Call Manager

IP
Telephone

A Ti'.\.
Analog~
T etephone

"~

~Ji>''

Figure 6.1 IP Telephony Administrator Software

6.3 Call Manager
A call manger

(IP Telephony

proxy server) is the call control processmg

software that can receive call requests (call invites) from users and assist in (proxy on
behalf of) the setup of connections between communication devices. Call managers only
help setup the call connections, they do not actually transfer the call data.
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The call manager

server may translate

IP Telephony

commands

to other

protocols such as Media Gateway Control Protocol (MGCP) or H.323. This allows for
an IP Telephony system to use devices (such as Voice Gateways) Figure 6.2, IP
Telephony Administrator

Software that do not use IP Telephony protocol. In some

cases, a separate translation server may be used to convert protocols to and from devices
that use other protocols.
Figure 6.2 shows common setup of the call manager (call proxy server) software
for an IP Telephony communication server. This diagram shows that the IP Telephony
server port (logical) channel is commonly set to 5060 (the default). This diagram also
shows that the IP Telephony call manager can be setup to use an alternative server that
coordinates the end-user devices. This identifies the IP address of the user manager
server. The example shows that authentication security can be setup on another server.
Call Manager
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Figure 6.2 IP Telephony Call Manager Server (Proxy Server) Software
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6.4 Gateway Manager
A gateway manager is used to configure gateways that connect data networks to
other networks such as the public switched telephone network (PSTN). The gateway
manager keeps track of the available gateways and what devices in the system are
allowed to connect to them. Gateways maybe owned by the user or they may be
available through other companies on a fee basis
The gateway manager will setup the authentication and access rights for each
gateway. To allow services through the gateway, the IP address of the calling device or
system may be used along with account codes and passwords.
Figure 6.3 shows how gateway manager software can be used to configure and
manage gateways that connect the IP Telephony network to other networks such as the
public switched telephone network. This example shows Figure 6.3 IP Telephony
Gateway Manager Software how the gateway manager contains the configuration
information for the gateway including the IP address and capabilities such as speech
coders, protocols, and access control information.
IP
Telephone
London UK

New York USA

~

-------- ....

~og

_

Telephone

3
Tokyo Japan

Pay Phone

Figure 6.3 IP Telephony Gateway Manager Software
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6.5 Unit Manager
A unit manager server is used to setup (configure) and map (identify) the
communication units (IP Telephony telephones and media gateways) to the system. IP
Telephony

units require configuration

so they can initially find the server (their

addresses) to coordinate with and to know the protocols (such as IP Telephony) and
processes to use (such as the type of speech compression used).
Units within the network may be manually configured through the unit manager
or they may be configured automatically through automatic detection (device discovery)
and downloading of configuration files. Unit configuration may also be done without
the use of a unit manager server by Jogging onto the units IP address using a web
browser (passwords are usually required) or by editing parameters of the Management
Information

Base (MIB)

configuration

file of the Unit using

Simple

Network

Management Protocol (SNMP) commands.
Units are uniquely identified by an IP address (network address) and a MAC
address (physical address). The IP address assigned to a unit may be fixed (static) or it
may be assigned after it is turned on (dynamic addressing).

MAC addresses

are

physically programmed into the device at the time of manufacture.
Units will usually be setup to communicate with one server or a group of servers
to allow it to use different types of services (such as internal calls, incoming calls,
outgoing calls, and conference calls). The unit may be programmed to search for its
servers (to register) when it powers on. Unit configuration includes setting the addresses
of servers used by the device (proxy servers), the identification

and authentication

information, the dial- ing plan and preferred features, when server registration will
occur, and how new operating software and configuration data may be transferred to the
device.
The unit's operating software (firmware) may be updated through the use of
transferred files by means of the Trivial File Transfer Protocol (TFTP). TFTP is a slim
version of a file manager system. The downloading of new firmware may be necessary
to fix incorrect operations (software bugs) or to provide new feature capabilities for the
units.
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Figure 6.4 shows a typical unit configuration screen that is used to manually
program the settings into an end-user device. This screen shows that the configuration
of an IP Telephony unit involves setting the IP address mode (dynamic DHCP or static),
setting a default router address, entering the address of the DNS server (for text address
to IP address conversion), and the addresses of the call manager (IP Telephony proxy
server). The setup also includes identifying information such as the IP Telephony user
ID, login ID, and passwords. Optionally, some preference options may be set such as
speech coder type (high or low bandwidth), silence suppression, registration periods,
and dial strings.
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Figure 6.4 IP Telephony Unit Configuration Screen
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When using a unit manager server to control the setup of IP Telephony devices,
the devices that are managed usually include their status in the network (configured, offline, active). The status is usually indicated by different colors. Red usually indicates
that the unit is not configured or is inoperable. Blue may indicate that it has received
some programming. Yellow might indicate the unit is partially operational. Grey can
indicate the unit is ready (correctly configured) to operate.
Figure 6.5 shows how IP Telephony system unit manager software can be used
to setup and maintain the configuration settings for end-user and gateway devices that
can be managed by the IP Telephony system. In addition Figure 8.6, IP Telephony Unit
Manager Software to maintaining the configuration,

the Unit Manager will usually

indicate the status of each unit that is connected to the network. This diagram shows that
this unit manager provides different symbols for each type of device (such as an analog
telephone adapter or an IP telephone) that are connected to the system. This system also
changes the color of each device icon depending on its status.
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Figure 6.5 IP Telephony Unit Manager Software
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To uniquely identify each unit device, the device has an IP address (that may
dynamically change) and a MAC addresses (that is pre-set at the factory and does not
change). The type of device may vary from complete IP telephones (hardphones) to
software telephones on multimedia computers (softphones).
To identify each device and its capability in the network, all the devices in the
network may be requested to register. The addresses of the IP Telephony devices can be
manually entered into the unit manager or they can be automatically

detected. To

automatically detect if an IP Telephony device is connected to the system, the Unit
manager can send registration requests to all the devices in its network. To keep the
amount of data transmission low and to keep from confusing non-IP Telephony units,
registration requests can be sent within a range of addresses. This means that the
addresses of end-user devices should only be programmed within a specific range of
addresses. For example; 192.169.0.100 to 192.169.0.255.
Figure 6.6 shows how IP Telephony unit device automatic detection software
can be used to automatically find end-user and media gateway devices. This example
shows that the administrator has entered an IP address search range of 192.169 .0.100 to
192.169.0.255 and that the software has found 4 devices. The search result produces the
IP address, MAC address, and the type of device that has been found.
192.169.1.255

192.169.1 100
IP Telephone

Figure <r.6-IP Telephony Unit-Auto detection Soft-ware52
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6.6 System Manager
An IP Telephony

system manager server controls and links all of the IP

Telephony system elements (servers) to each other. The system manager coordinates the
routing of IP Telephony messages through the system by assigning addresses and
communication ports (logical channels) to each server.
Figure 6.7 shows how system manager software is used to link all of the system
erver components to each other. This example shows a communication server (named
CS 1) that is operating as a proxy server. A feature server ( called FS 1) is setup to
perform advanced feature processing. The gateway Figure 6.8, IP Telephony

System

Manager Software manager (named GM 1) is used to coordinate calls between the IP
Telephony data network and the public telephone network. The unit server (called
Units) is used to manage the communication with specific types of end-user equipment.
An additional server called CS2 is used as a backup communication server for the CS 1
proxy server.
Call Server
CDR Server
Policy Server

--- -

,
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I
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Unit Manager

Soft Phone

Analog
Telephone
IP Telephone

Figure 6.7 IP Telephony System Manager Software
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6.7 Translation Server
A translation server in an IP Telephony system is a signaling gateway that can
convert from one protocol to another protocol. While the IP Telephony protocols are
different

(for example

IP Telephony,

H.323 and MGCP),

they perform

similar

functions. Some of the commands used during the setup, management, and termination
of calls require the knowledge of the call status (the state). This means a translation
server performs more functions than translating one message to another message.

6.8 User Manager
A user manager stores the features that have been selected by end users. These
features may include speed dialing, call forwarding,

voice mail options, and other

configuration settings the user is allowed to select. To access the user manager feature,
the end-user typically logs into the user manager web screen using their account and
password. Figure 6.8 shows some of the feature options a user manager may display to a
user. This example shows that each user must first Jog into their account using their
account JD and password. The user can then select to setup options such as call
forwarding, voice mail, email alerting, and other features.
Account
Information
User Feature
Call Manager

•
Feature Setup
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'
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User Feature
Control
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---~,,

IP Telephone

Figure 6.8-IP Telephony User Account Manager Software
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6.9 Conf ere nee Server
A conference server (bridge) is a telecommunications

facility or service that

permits callers from several diverse locations to be connected together for a conference
all. The conference server in an IP Telephony communication

system must perform

wo key functions: controlling the addition and removal of participants

and media

rmxmg.
The conference bridge contains electronics for amplifying and balancing the
loudness of each speaker in a conference call, so everyone can hear each other and
peak to each other. Background noises are suppressed and typically only the current
two or three loudest speakers'

voices are retransmitted

to other participants

by the

bridge, while a speaker's own voice audio is not sent back to that speaker to avoid audio
feedback, echo or "squealing" self-oscillation.
Conference servers can be setup to manage one-step or two-step conference
connections. One-step conference connections allow a caller to be connected directly to
a conference by a calling a single number or IP address associated with the conference
session. The two-step conference

connection

occurs when the caller first dials a

universal phone number or IP address associated with conferencing and then uses an
access code to connect to a specific conference.
Figure 6.9 shows how an IP Telephony system using a conference server can be
used to receive requests to allow connections

to a conference

media server. This

example shows a two-step process that has assigned a single telephone number for
conference

calls. When the conference

server receives the connection

request,

it

redirects the call to an interactive voice response (IVR) unit. The IVR prompts the caller
to enter the conference identification
appropriate conference

identification

information. When the IVR has collected the
information,

server.
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Figure 6.9 IP Telephony Conference Servers

6.10 Conclusion
This chapter explains the internal process of communication

and its services. A

gateway manager is used to configure gateways that connect data networks to other
networks such as the public switched telephone network (PSTN). To configure and
identify the communication

units, unit manager server is used. Unit manager software

can be used to setup and maintain the configuration settings for end-user and gateway
devices that can be managed by the IP Telephony system.
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7 .1 Overview
The design set up of an IP Telephony system involves the evaluation of existing
communication networks, identifying service and feature requirements, purchasing IP
Telephony equipment and core software, and configuration of servers and systems. It
may also involve the purchase of IP Telephony applications software (such as voice
mail modules) and possibly the development of software for custom system features.
Some of the reasons for installing a new IP Telephony-based
system include replacing equipment

communication

that is near its end of use, the extension

of

telephone systems to remote sites, the installation of equipment at new locations, or the
integration of telephone systems with information systems.
Designing an IP Telephony system can range from a simple tum-key solution to
a complicated system integration process. A key option for the setup of an IP Telephony
system is to use ( or start with) a hosted IP Telephony communications system ( called IP
Centrex) instead of purchasing and operating a complete IP Telephony system.
The setup of an IP Telephony system usually includes the creation of a dial plan,
assigning DID numbers to IP phones, the setup of phone groups, creation of an
attendant console(s), configuration of call distribution, and voice mailbox.

7 .2 IP Telephony System Design
IP

Telephony

system

design

involves

identifying

the

key

functional

requirements of the desired system, evaluation of the data network requirements, review
of the existing telephone system, analysis of available options, and the layout of the new
system. One of the first steps in IP Telephony system design should be the definition of
the functional
functional

business

requirements

requirements

for the new communication

usually include traditional

system.

PBX voice and advanced

These
call-

processing features. They also may include unified messaging, call center, and security
system integration features.
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The first stage of system design is to make diagrams of your existing data and
telephone system(s). This should include cable diagrams along with the types of cables
(number of Jines and category of lines) that are used. This will allow for the reuse of
existing cabling when possible.
If an existing data network is going to be used as part of the IP Telephony
system, it should be evaluated to determine if it has the available capacity (bandwidth),
reliability, and quality of service (QoS) capability desired for the new IP Telephony
system. The bandwidth

should be evaluated

at concentration

points (routers

and

switches) along with the capacity of wide area connections that will be used as part of
the IP Telephony communication system. The reliability objectives of the system should
be considered and alternative routes and backup power supplies may need to be added.
The quality of service (QoS) requirements of data communications

and voice systems

may be considered and a policy server may be used to give priority to voice packets.
The analysis of available options include which protocols will be deployed (such
as IP Telephony, MGCP, or H.323), the use of a partial or complete hosted (IP Centrex)
solution, the use of separate networks (independent phone and data), or an integrated
network (shared data system).
Once the existing systems have been evaluated

and the system options of

protocols, server platforms, security firewalls, and end-user equipment types have been
selected, layout of the system can begin. The system layout design will usually include
the servers (computers) and their names, cabling types, end-user devices, and possibly
software programs. The layout may also include connections and references to other
carriers (such as an IP Centrex provider).
Figure 7 .1 shows the basic design of an IP Telephony system. This diagram
shows that the IP Telephony

system is composed of servers (computers),

end user

devices (IP telephones), gateways (media adapters), and interconnecting data networks.
This diagram shows a call manager server that coordinates the origination and reception
of calls between telephone devices in its area (it's domain). An administrative server is
attached to the network that is used to setup and manage user accounts on the system.
This system includes multiple types of phones
telephones

including IP

telephones, analog

(through an analog telephone adapter), and-softphong-s ~on-multi- media
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computers). The call manager can complete calls through a wide area data network

or

through a voice gateway that connects this system to the public switched telephone
network.

Call Manager
Server

Gateway

Router

IP Telephone

Figure 7.1 Basic IP Telephony System Design

7 .3 Hosted IP Telephony Systems
Hosted IP Telephony systems are communication systems that divide between
end user terminals and the call processing hardware and software that is managed by an
external company. The use of a hosted IP Telephony system allows a company to
benefit from the flexibility of IP Telephony technology and integration without the need
to understand

or manage the call processing. There are two basic types of hosted

systems: Internet Telephone Service Provider (ITSP) and IP Centrex.
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The use of a hosted system simplifies the development of IP Telephony based
communication

systems as the IP Centrex provider performs much of the call control

and equipment management functions while allowing the customer to add, modify, and
delete users from the system. Hosted systems typically provide an administrator access
point (a web portal) to allow account management for the system services.

7.4 Internet Te)ephone Service Provider (ITSP)
Internet Telephony Service Providers

(JTSPs) are companies

that provide

telephone service using the Internet. ITSPs setup and manage calls between Internet
telephones and other telephone type devices.
An ITSP coordinates Internet telephone devices so they can use the Internet as a
connection

path between

other telephones.

ITSPs are commonly

used to connect

Internet telephones or PC telephones to telephones that are connected to the public
telephone network at remote locations.
Figure 7 .2 shows how an ITSP sets up connections between Internet telephones
and telephone gateways. The ITSP usually receives registration

messages from an

Internet telephone when it is first connected to the Internet. This registration message
indicates the current Internet Address (IP address) of the Internet telephone. When the
Internet telephone makes a call, it sends a message to the ITSP that includes the
destination telephone number it wants to connect to. The ITSP reviews the destination
telephone number with a list of authorized gateways. This list identifies to the ITSP one
or more gateways that are located near the destination number and that can deliver the
call. The ITSP sends a setup message to the gateway that includes the destination
telephone

number,

the parameters

of the call (bandwidth

and type of speech

compression), along with the current Internet address of the calling Internet telephone.
The ITSP then sends

the address of the destination

gateway to the calling Internet

telephone. The Internet telephone then can send packets directly to the gateway and the
gateway initiates a local call to the destination telephone. If the destination telephone
answers, two audio paths between the gateway and the Internet telephone are created.
One for each direction and the call operates as a telephone call.
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Figure 7.2 Internet Telephone Service Provider (!TSP)

7 .5 IP Centrex Operators
Centrex,
telecommunications

(a

contraction

of

the

term

Centralized

Exchange),

is

a

service that allows customers to get the full range of features

available on a PBX, without actually owning or renting PBX hardware. The Centrex
services are delivered to the customer by a dedicated partition of the central office or
local exchange that behaves like the customer's PBX. IP Centrex operators provide
Centrex like services to customers using Internet Protocol (IP) connections.
Figure 7 .3 shows a basic IP Centrex system that allows a Local Exchange
Company (LEC) in New York City to provide Centrex services to a company in Los
Angeles. In this diagram, the LEC in New York City uses a Class 5 Switch to provide
for Plain Old Telephone Services (POTS) and Centrex services to their local customers.
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To provide Centrex services to new customers located outside the geographic
area, the LEC has installed a network gateway in New York that can communicate with
the customer gateway in Los Angeles. Because the network gateway converts all Figure
9.3, IP Telephony Hosted (IP Centrex) Communication System the necessary signaling
commands to control and communicate with the customer gateway, the Class 5 switch
does not care if the customer gateway is in Los Angeles or Tokyo. lt simply provides
the Centrex services as the user's request.
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Figure 7.3 IP Telephony Hosted (JP Centrex) Communication System

7 .6 Dial Plan
A dial plan (also called a dialing scheme) is the numbering system that is used
by a company to identify devices within their network by unique numbers. After a
system has been setup, a dialing plan is developed for each communication unit.
To implement a dial plan, a dial map is used. The dial map is the systematic use
of certain prefix digits to dial a destination via user selected routing. An example is the
use of the dialed prefix "9" from within a PBX to first select an outside local telephone
line so that the originator can then dial a (typically 7 digit) local city telephone number.
Similarly, a PBX may use the dialed prefix "8" to select a tie line to another PBX.
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The dialing map must take into account dialing for emergency services request.
Different countries use different numbers for emergency services (such as 91 1 in the
USA and 999 in the UK). Each device within an IP Telephony system can be setup to
use a different calling map to adjust for different calling patterns.
Figure 7.4 shows how a basic dial map operates. This diagram shows that there
are several dial plan rules that are used each time a number is dialed. The first step in
the dial map is to determine if the first digit is a 0, 3, 8, or 9. This first rule allows the
system to determine if the caller desires to reach the attendant (0), is calling an internal
number (3+ ), long distance (8), or outside line or emergency services (9). This rule
changes how the next digit is processed. If the first digit is a 3, it is an internal call ( 4
digits for this system) and the system will wait for 3 more digits before attempting to
connect the call to another unit in the system. If the first digit is 8, the system will
capture multiple digits and analyze the call as a Jong distance public telephone number
(country code, city code, exchange code, and extension). If the first digit is a 9, the
system will analyze the following digits to determine if it is an emergency call (for
example 911) or a local telephone call. If it is a local telephone call, the system will wait
until it has sufficient digits and connect the call to a local gateway. If the next 3 digits
were 911, it would connect the call to a local gateway and route to the emergency
services number.
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Local Gateway
(Outside
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{192.169 .1 .127)

Line)
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Figure 7.4 Dial Map Operations
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7 .7 Direct Inward Dialing (DID) Assignments
Direct Inward Dialing (DID) assignments, map incoming phone numbers to
specific extensions or groups within the communication
assignments

include assigning

system. Examples

the main phone line (main telephone

of DID

number) to

attendant's console or to the auto attendant and assigning the fax line (fax telephone
number) to the fax machine extension.
Figure 7 .5 shows how the telephone

administrator

may assign telephone

numbers to IP Telephony communication units. This diagram shows that each device
that can be assigned a telephone number has a MAC address and potentially a port
number.
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Figure 7.5 IP Telephony Communication Unit Phone Number Assignment
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7.8 Hunt Groups
A hunt group is a list of telephone numbers that are candidates for use in the
delivery of an incoming call. When any of the numbers of the hunt group are called, the
telephone network sequentially searches through the hunt group list to find an inactive
(idle) line. When the system finds an idle line, the line will be alerted (ringing) of the
incoming call. Hunt groups are sometimes called rollover lines.

7 .9 Automatic Call Distribution (ACD)
Automatic Call Distribution (ACD) is a system that automatically distributes
incoming

telephone

calls to specific

telephone

sets or stations

based

on the

characteristics of the call. These characteristics can include an incoming phone number
or options selected by a caller using an interactive voice response (]VR) system. ACD is
the process of management and control of incoming calls so that the calls are distributed
evenly to attendant positions.
Figure 7 .6 shows a sample automatic call distribution (ACD) system that uses an
interactive voice response (IVR) system to determine call routing. When an incoming
call is initially received, the ACD system coordinates with the IVR system to determine
the customer's selection. The ACD system then looks into the databases to retrieve the
customers'

account or other relevant information and transfer the call through the IP

PBX to a qualified customer service representative (CSR). This diagram also shows that
the ACD system may also transfer customer or related product information to the CSR.
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Figure 7 .6 Automatic Call Distributions

7.10 Voice Mail (VM)
Voice mail is a service that provides a telephone customer with an electronic
storage mailbox that can answer incoming calls and store voice messages. Voice mail
systems use interactive

voice response

(IVR) technology

to prompt

callers

and

customers through the options available from voice mailbox systems. Voice mail
systems offer advanced features not available from standard answering machines
including message forwarding to other mailboxes, time of day recording and routing,
special announcements and other features.
The administrator of the voice mail systems can setup and delete voice mailbox
accounts for users. The users are provided with the tools to change their greeting,
passwords, message forwarding, and other options.

66

System Design and Setup

JP Telephony

Some of the available options for IP Telephony based voice mail systems
include message waiting notification and forwarding voice mail to an email address.
Voice mail notification can be sent to an email address or paging addresses. The voice
mail contents can be sent as an attachment to any email address allowing the user to
retrieve their messages via any computer terminal that has audio capability

and is

connected to the Internet. Figure 7 .7 shows a voice mail server screen that allows an IP
Telephony system manager to setup new media accounts on a IP Telephony voice mail
system.

Storage Area
Messages

For

-------

-----------·~---s

IP Telephone

. Figure 7.7 IP Telephony Voice Mail Software

7.11 Conclusion
The major aspect of IP telephony is its system design and setup. The first stage
of system design is to make diagrams of your existing data and telephone system(s).
This should include cable diagrams along with the types of cables (number of lines and
category of lines) that are used. IP Telephony based voice mail systems include message
waiting notification

and forwarding

voice mail to an email address. Voice mail

notification can be sent to an email address or paging addresses.
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8. VOICE QUALITY, SECURITY, RELIABILITY & FIREWALLS

8.1 Overview
The telephone network provides for a fairly high level of quality of service
(QoS) and to be successful, Internet telephone service should have similar quality,
security, and reliability. The relatively good audio quality of telephone systems is called
toll quality audio. To ensure security, public telephone networks restrict physical access
to systems and have relatively tight network

access control processes.

The high

reliability of public telephone networks is achieved through extensive standards, tests,
and government regulations.

8.2 Audio Quality
The measurement

of telephone audio quality is subjective. Some of the key

audio quality of service issues for Internet telephone service includes toll quality audio,
control of echo, and the handling of audio distortion.
8.2.1 Tol1 Quality Audio
Mean Opinion Score (MOS) measures the quality of the telephone audio. The
MOS is number that is determined by a panel of listeners who subjectively rate the
quality of audio on various samples. The rating level varies from 1 (bad) to 5
(excellent). Good quality telephone service (called "toll quality") has a MOS level of
4.0.

Voice over data (VoIP) telephone service can provide toll quality audio (and in
some cases better than toll quality). Public telephone networks directly digitize the voice
and this provides for excellent voice quality. Voice over data telephone systems may
use the same form of digitization as the telephone system (called G.711) or it may you a
more efficient form of digital voice called speech compression. If the voice over data
telephone service uses uncompressed digitized voice with reliable data connections, the
quality of audio will be as good as or better than toll quality telephone service.
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It can be better than toll quality because voice over data telephone

service

digitizes the audio at the caller's location. The telephone network may digitize the audio
connection at the switching center that can be miles away. An analog telephone line
between the telephone and the switching center can accumulate noise signals that cannot
be removed in the way that digital signals can remove the added effects of noise.
An early challenge for voice over data telephone audio quality was the excessive
use of speech compression to increase the cost efficiency of connections and the use of
low-speed data connections (such as Internet dial-up service). Generally, the more you
compress the voice, the lower the audio quality. Recently,

innovations

in speech

compression technology provide similar toll quality service using a much lower data
communication (connection) speed. This allows for efficient voice over data telephone
service to provide better than toll quality audio.

8.2.2 Echoes
Echoes are a type of transmission

impairment in which a signal is reflected

(repeated) back to its originating source. In the transmission, the reflected signal often is
attenuated (reduced in volume) and delayed, resulting in an echo. Figure 8.1 shows a
common cause of echo in voice over data telephone systems. This diagram shows how a
telephone

is calling

an IP telephone

that

uses

speakers

and

a

microphone

(speakerphone). Some of the audio from the speaker reaches the microphone and travels
back to the caller. Because Internet telephone transmission takes some time, the audio
signal that is returned to the caller is slightly delayed.
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Figure 8.1 Causes of Internet Telephone Echo
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In recent years, sophisticated audio processing equipment has been developed to
allow

the removal

of echoes.

By inserting

this

equipment

into

part

of the

communication network (called echo cancellers), echoes can be removed. The cost of
echo canceling technology has decreased so much that echo-canceling

processing is

sometimes included in IP telephone handsets.
Figure 8.2 shows how an echo canceling system can remove echoes. In this
example, the transmission of the words: "Hello, is Susan there" experience the effects of
echo. When the signal is supplied to an echo canceller (a sophisticated estimating and
subtraction machine), the echo canceling device takes a sample of the initial audio and
tries to find echo matches of the input audio at delayed periods (the amount of echo
time). In this example, it does this by creating various delayed versions the audio signal
and different (reduced) amplitude (echo volume usually decreases as time increases),
and comparing the estimate the audio that contains the echo. When it finds an exact
match at a specific audio level, the echo canceller can subtract the echo signal. This
produces audio without the echo.
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8.2.3 Audio Distortion
Audio distortion is the undesired changing of an audio signal and it can come
from a variety of sources in Internet telephone service. However, some of the key
factors in audio distortion are packet loss, packet corruption, and echo.
Packet loss is the inability of the communication network to deliver a packet to
its destination within a prescribed period of time. The effect of packet Joss on audio
distortion is to temporarily mute or distort the audio signal. Packet loss can result from a
variety of events such as network congestion or equipment failures. Because audio
communication

systems require rapid delivery of packets of data, it is not usually

possible or practical to resend packets of data that contain audio information. Because
packet loss is infrequent and the packet size is relatively small, the Joss of packets
usually results in the temporary muting of information. In some cases, when a packet is
lost, the missing segment may be recreated from the audio packet that is received from
previous packets. Our voice does not change that much from packet to packet so we can
repeat the previous packet to fill in the missing audio. As a result, if number of packets
that are lost is relatively small, it is unnoticeable by the user.
Packet corruption
transmission.
communication

is the changing

of some of the packet data during its

Packet corruption can come from a variety of sources such as poor
line quality or momentary line Joss from lightning spikes. Because

voice over data telephone service may use speech compression (not all do), the packet
data represents a sound that will be recreated rather than a specific portion of the actual
audio signal. As a result, if corrupted data is used, this can create a very different audio
sound then expected. This distorted sound is commonly called "Warble."
Echo is a form of transmission signal impairment where some of the transmitted
signal is reflected back to the originating source. There are several causes of echo in
voice over data telephone systems. To reduce the effects of echo, voice over data
telephone system equipment (gateways and IP telephones) may have one or more echo
canceling devices to remove echo.
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Figure 8.3 shows some of the causes and effects of audio distortion in voice over
data telephone systems. This example shows that packet Joss results in the temporary
muting of the audio signal. Packet corruption results in the creation of a different altered
sound than the sound that was previously transmitted. Echo results from some of the
caller's audio signal being sent back (audio feedback) by the receiver of the call.
Packet Corrupted

-~,

Audio Feedback

.. .

. . .....•.
Packet Loss

Figure 13.3 Internet Telephone Audio Distortion

8.3 Security
Communication security involves the control of physical access to information,
identity validation (authentication), service authorization, and information privacy
protection (encryption).

8.3.1 Physical Access
Physical access is the ability of a user or unauthorized user to physically send or
receive information with a communication system or device. Gaining physical access to
the to voice over data telephone service involves gaining physical access to the
companies data network. If the company uses an unmanaged public data network such
as the Internet, physical access must be done before or after entrance or exit from the
Internet connection.

When packets travel through the Internet, they can take many

different paths through the network so it would be very difficult to gather all the
packets.
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Figure 8.4 shows that the typical physical access to Internet telephone service is
usually limited to the connection points to and from the Internet. In this example, a
cordless telephone is going through an analog telephone adapter gateway box. The
gateway box is connected to the Internet service provider (ISP) through telephone wires
that are mounted on the telephone poles. The ISP has a high-speed connection to the
Internet that is also located on telephone poles. In this configuration, the radio signals
between the cordless telephone and cordless base allow physical access by someone
who is located within a few hundred feet within the cordless telephone. The physical
access to the lines between the gateways and ISPs and ISPs to the Internet usually
requires direction connection to telephone wires or data lines (such as coaxial cable).
This example shows that once the Internet telephone call enters into the Internet,
packets are usually routed through different paths. The only points that route all of the
packets are the entry and exit points for the Internet.

Figure 8.4 Physical Access to Internet Telephone Calls
8.3.2 Authentication
Authentication
communications

is a process during where information is exchanged between a

device (typically a user device such as an IP telephone or mobile

phone) and a communications

network that allows the carrier or network operator to

confirm the true identity of the user (or device). The validation of the authenticity of the
user or device allows a service provider to deny service to users that cannot be
identified. Thus, authentication inhibits fraudulent use of a communication device that
does not contain the proper identification information.
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Figure 8.5 shows that Internet telephone authentication is typically divided into
at least 2 parts, ISP authentication and ITSP authentication. For step 1, the ]SP requires
that a user identify them to the ISP prior to being provided access to the Internet. This
may involve low security user identification and password or it may involve a more
secure authentication

that requires the transfer of authorization codes. 1n step 2, the

ITSP requires that the user identify them before being provided services from the ITSP.
This also may involve simple identification and password or it may include the transfer
of authorization codes.

Servises
C;otl:;nal
ch~,~-,rtd H\i/

\!JIU

ISP

ISP

Figure 8.5 Internet Telephone Service Authentication
8.3.3 Encryption
Encryption is a process of a protecting voice or data information from being
obtained by unauthorized

users. Encryption

involves the use of a data processing

algorithm (formula program) that uses one or more secret keys that both the sender and
receiver of the information use to encrypt and decrypt the information. Without the
encryption algorithm and key(s), unauthorized

listeners cannot decode the message.

When the encryption and decryption keys are the same, the encryption process is known
as symmetrical encryption. When different encryption and decryption keys are used
(such as in a public encryption

system), the process is known as asymmetrical

encryption.
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Encryption may be automatically provided between two points on a network.
For example, on a cable modem, there is usually encryption between the cable modem
and the cable network's connection to the Internet. This is important, as several users on
the cable system will have physical access to the signals of other users on the cable
network.
Figure 8.6 shows how voice over data telephone encryption may be used to
protect information as it passes between callers via the Internet. This diagram shows
two users that are sending encrypted (protected) packets of data to each other. To
encrypt the data, the digital audio is processed (modified) using an encryption program
(algorithm) and a key. When the encrypted data is received, the information is decoded
using a decryption program (algorithm) and the key. If other users receive the encrypted
packets, they cannot decode the information because they do not have the key.
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8.4 Reliability
Reliability is the ability of a network or equipment to perform within its normal
operating parameters to provide a specific quality level of service. Reliability can be
measured as a minimum performance rating over a specified interval of time. These
parameters include bit error rate, minimum data transfer capacity or mean time between
equipment failures (MTBF).
The reliability
(commonly

of the public telephone network is 99.999% system reliable

called the "Five 9's"). The public telephone network must be reliable

because it is a lifeline service. Lifeline service assures a person can call for assistance or
be contacted in the event of an emergency. Reliability factors for Internet telephone
service

include

reliability,

IP telephone

data network

access device reliability,

reliability,

data network

call server reliability,

and feature

connection
operation

reliability.
8.4.1 Access Device Reliability
Access device reliability is the ability of device or system equipment to allow a
user to gain access to a network within a specific quality level of service. For voice over
data telephone service, the access device must be able to setup and receive calls and
convert between audio and data packets.
To be effective, access devices must be able to continuously process audio and
digital signals during a call. Access device operation may be dedicated (such as an IP
telephone) or they may be shared (such as a PC telephone).
Access

to a modem

or local data network

equipment. The reliability of these local data communication

devices also affects the

reliability

devices

are often connected

of Internet telephone

service. Some of these devices may change their

configuration during connection and disconnection. If the data communication

device

does not appear to be working, it is best to turn its power off and restart the equipment.
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Figure 8.7 show that the selection of access device can affect the operation and
quality of voice over data telephone calls. In this example, an Internet phone is
attempting to call a PC telephone through the Internet. The Internet phone is designed to
perform one function,

Internet telephone

service and it always has the resources

(processing power) to do this. Unfortunately, the PC telephone is a multipurpose device
that is currently running several applications (word processor, spreadsheet, and email).
When the computer receives this call, the other processes may cause the computer to
miss the call (unlikely) or they may cause the audio to be somewhat distorted.
Incoming Call
Im Busy

Im Ready

More Reliable
Less Reliable
Figure 8.7 Internet Telephone Access Device Reliability

8.4.2 Data Network Reliability
Data network

reliability

is the ability of the communication

network

to

consistent] y provide data transmission between points that are connected to the data
network. Data networks such as the Internet were designed to successfully operate even
if large portions of the network were destroyed. To accomplish this, the Internet was
designed as a dumb network that uses smart switches. Each switch in the Internet (called
a router) has the ability to dynamically change the path it uses to sending data through
based on information it regularly receives from other routers. If a router can no longer
send data to a neighboring router, it will automatically start to send data to a router it
can communicate with. As a result, the Internet is very reliable as it can repair itself in
the event equipment failures.
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8.4.3 Data Connection Reliability
Data connection reliability involves the connection from your computer or IP
telephone to the data network (such as the Internet). Your data connection

may be

divided into two parts; access provider and data network provider (such as an ISP). The
access provider manages the connection between your equipment and the data network
provider converts your data into a format that it can transmit through the data network.
Figure 8.8 shows the key parts of an Internet service provider (ISP) and how
they can affect your communications

reliability. This diagram shows that an Internet

connection can be divided into an ISP portion and an access portion. This example
shows an Internet telephone that is connected to a cable modem. The cable modem is
connected to the head-end of the cable television system where a gateway adapts the
data from the cable network into a format that can be used by the ISP. The ISP has a
router that connects the gateway into a format that is sent to the Internet. This diagram
shows that this ISP only has on connection

to the Internet and if it experiences

difficulty, the Internet connection can be lost.
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8.4.4 Call Server Reliability
Call server reliability

includes the ability of a call server (call processing

computer) to setup and control calls along with selecting and managing gateways. To
ensure reliability,

call servers may have redundant

(duplicate)

server equipment,

updated lists of audio gateways, and use equipment that confirms to specific and
compatible revisions of communication protocols.
Figure 8.9 shows the key parts of a call server that is used to provide Internet
telephone service and how the configuration can affect reliability. In this example, the
ITSP call server has two call processing centers that are connected to the Internet at
different locations. Internet telephones communicate with the ITSP servers to setup and
receive calls. Each sever has a gateway list that comes from a company that maintains
lists of gateways (a clearinghouse).

In the event of a failure of one of the servers, the

other server will operate to setup and connect calls.
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Figure 8.9 ITSP Reliability
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8.4.5 Feature Operation Reliability
Feature operation reliability is the ability of the system to recognize and process
feature requests. There are many features available in the public telephone networks and
these features have been designed and tested to interoperate with each other. These
features are usually managed by a single system. When these features are offered via
ITSPs, there may be interaction with these features with features offered by different
service providers. This can cause challenges with the operation of specific features. For
example, if an ITSP provides a free voice mailbox and you have an answering machine,
if you do not answer the call, it may be automatically routed to the voice mailbox
provided by the ITSP.

8.5 Firewalls
A firewall is a data-filtering device that is installed between a computer server or
data communication
continuously

device and a public network

(e.g. the Internet).

looks for data patterns that indicate unauthorized

communications

A firewall

use or unwanted

to the server. Firewalls vary in the amount of buffering and filtering

they are capable of providing. An ideal (perfect) firewall is called a "brick wall
firewall."
Getting through the firewall is called "Firewall Traversal."

Firewalls create

small data transmission paths between the inside network (protected area) and other
networks (such as the Internet).
Firewalls can cause considerable problems for real time communication systems
such as IP Telephony.

Firewalls add delays and they may block certain types of

protocols. To overcome the problem of firewalls, there are several options available for
system designers. These include installing the voice communication

system ahead of

existing firewalls (bypassing the firewall), updating firewalls to detect and allow IP
Telephony or other VoIP protocols, or installing Application Level Gateway (ALG)
firewalls that can detect and modify IP telephony packets that enter and leave the
system.
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Figure 8.10 shows some of the firewall options that are available

for JP

Telephony systems. Option 1 shows how the JP Telephony system is installed ahead of
the firewall that protects the company's information system. Option 2 shows a system
that has upgraded the firewall to allow JP Telephony protocols. Option 3 shows a
system that has installed an ALG firewall that can detect and modify packets that are
transmitted between the external (public) system and internal (private secure) system.
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Figure 8.10, JP Telephony Firewall

8.6 Conclusion
While using any network, its reliability, stability and security are important
factor. JP telephony provides high quality of voice and data transferring. In recent years,
sophisticated audio processing equipment has been developed to allow the removal of
echoes. Digital audio is processed (modified) using an encryption program (algorithm).
To encrypt the data, the Firewalls vary in the amount of buffering and filtering they are
capable of providing. An ideal (perfect) firewall is called a "brick wall firewall."
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CONCLUSION

With this key objective in mind, 1 have compiled the following top ten tips for
project managing an enterprise-wide IP telephony implementation. They are not meant
to tell you how to technically architect your network, but to share best practices gleaned
from Cisco's own experience as well as customer engagements with phased migrations
to a converged voice and data network. 1f your company is in the planning stages of an
IP communications implementation, read on.
When it comes to actual implementation,

the success of your IP telephony

migration will depend on several considerations: proper planning, creating consistent
standards, identifying at-risk factors, having a ready backup/blackout

plan, customer

service, doing the prep work up front, applying best practices, paying attention to detail,
and automating as much of the process as possible. Of all these important factors,
planning weighs most heavily. In fact, a winning formula for migration success consists
of 80 percent preparation and 20 percent installation.
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