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ABSTRACT

9Wldards collectively known as TCP/IP, first developed to allow exchange

- 5 iı-t between computers in the US government, defence and university

••.a• C:UiiiProities,appeared in attractive, useful and widely available products for

J I aımnercial computing.

ıth the increasing interest in the use of TCP/IP for general commercial

aw• ahems, there is a need to know what management and technical difficultieswill be

This project is about the practical problems of installing, configuring and

maintaining information systems based on the TCP/IP set of standards, from initial

mtallation to on-going maintenance.

For a system to be successful and to retain that success over a long time,

requires frequent revision on initial assumptions; system designers must take account

not only of technical, but also of social and organizational problems they will encounter.

uccessful systems grow and develop; they are used in ways and for purposes that the

initial design probably did not predict. Once convenient and reliable operation is

achieved, the users abandon and then lose the older, less convenient alternatives. The

new system becomes part of the corporate infrastructure and day-to-day life, its value

increases and any change in performance and availability can dramatically affect

prosperity and well-being.
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INTRODUCTION

The increasing interest in the use of Internet for commercial applications

reeuires to know what management and technical difficulties will be encountered. This

· t describes the practical problems of installing, configuring and maintaining

rmation systems based on the TCP /IP.

We have introduced the components of TCP/IP which support interconnectivity

interoperability, and discussed how teclınology affects and is affected by the size,

growth rate existing structures, culture and geography of the organization that deploys

The layered structure of the TCP/IP protocol suite suggests how we might divide

up the management responsibilities, but it must be remembered that the teclınology

must be treated as one integrated system if it is to operate successfully. Changes in one

area cannot be made without considering the consequences for performance and costs in

another. If long-term success and stability is to be achieved with minimum effort, key

managerial decisions must be made on specific technical parameters.

In this project, there are six chapters, that each one is complementary for the

prevıous ones.

Chapter 1 introduces the components of TCP/IP and the need for intemetworking.

Also in this chapter the reader can see Upper layer, Lower layer protocols and

management issues.

Chapter 2 presents the factors that allow the LANs and WANs which support

TCP/IP to be planned successfully. The planning process is followed by determining the

organization, its size, structure and communications flows

Chapter 3 is fully reserved for Planning and managing IP addresses. Different
••

ways of addressing computers in a TCP/IP system, functions and format of the IP

addresses, the need for a unique IP address and IP address registration are the topics..
discussed in this chapter.

Chapter 4 includes the topics which are the need for subnetwork addressing, the

structure and format of the subnetwork mask and supemetworks.

Chapter 5 contains Routing management and configurations for routers.

Finally in chapter 6 TCP/IP upper layers, transport and applications services are

described containing UDP, TCP, Winsock, The X Window system, Telnet, FTP, TFTP,

SMTP and World Wide Web.
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RONE: INTRODUCING TCP/IP

1. The need for internetworking

It is some 13 years since the authors first began to work together on

unications networks in a large commercial environment. In that early part of our

rs, which of course predated readily available sophisticated systems like TCP/IP,

were first involved in the design and implementation of a large corporate terminal

informationnetwork. The aims of corporate network managers were expressed in

e memorablephrases that appeared in many managementpresentations of the time:

• A single terminal on a desk

• One terminal per seated employee

• Total logical interconnectivity

The requirements were simple, if somewhat shrouded in the jargon of the day:

employees should be able to access any information or system in the corporation (for

which they had authority) from a single terminal on their own desk - they would not see

the structure of the underlying communications medium; the terminal should become as

important and wide spread and as easy to use as the telephone; and the communication

system that supported the terminals should be as reliable and responsive as our private
telephone network.

Immediately, we were able to make some decisions based on the communications

flows within the corporation rather than on the limitationsof the technology. We needed

any-to-any communications to move information reliably, we needed switching and we

needed conversion systems that would allow access to different computers by any

terminal type as the number of terminals increased, it was also clear that we require a

structured cabling system which would give an independent connection for each
••

terminal, but which would greatly simplify installations or changes (Figure 1 .1 ). The

communications industry coined the term 'local area network' and 'wide area network' to.
describe different aspects of this technology, but some organization had already seen

the requirement for full interconnection of these two technologies as one integrated

system. Certainly data network users were not interested in the detail of the technology
as long as it delivered the data.

These requirements were thought as just 'networking'. Since then, this level of

integration has become known as 'intemetworking'. In the late 1970s this was truly

visionaryfor most commercialcorporate environments.
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The continued endurance of these statements is interesting. Despite, the many

~es of the 1980s, managers in Information Technology (IT) or of Management

rmation Systems (MIS) still has the same goals. But now the tool is the personal

arter workstation rather than a 'dumb terminal'. Data rates in common use the

were, in 1979, availableonly in research labs.

,.
;:

I

,ııf
;.:~> -,-

Figure 1.1 Terminal switchingnetwork
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ieving the goals

the goals described are to be achieved, three separate functions are required:

The ability to move data anywhere in an organization with chosen reliability,

security and performance.
2. The correct interpretation of that data in a manner appropriate to the receiving

GfWIJıııent.

Figure 1.2 Communicationstransparency

3. Display of the interpreted information in an acceptable form for user

consumption.
The requirement for communications transparency is often expressed by showing

the communicationsnetwork as a cloud (Figure 1 .2). Network users are not interest~d in

the technology that makes up the cloud, or indeed, where their communicating partner

is located, only that the data is delivered reliably, in good time, and at acceptable cost.

The network cloud can be surrounded by a second cloud which similarlydisguises the

technology and 'architecture' of the communicating machines. The two clouds represent

the two key components of intemetworkihg - intercommunication and interoperation.

When these issues are solved, computer users can focus on using technology to further

their businesses, rather than on the details of the machines, ,their locations or the way

they are connected. If these technical details do become visible, system managers have

perhaps failed the users. Creating the standards for these two clouds has, since 1977,

been an aim of the International Organization for Standardization (ISO) with their Open

Systems Interconnection (ISO OSI) initiative.

The third requirement, that of displaying data, is up to individual manufacturers

and is one way they differentiate their products. In the early 1980s, OSI activity was

perhaps strongest outside the USA. While ISO committees were developing the OSI

4



trOlOCOls, the USA was developing in parallel, but with an interchange of ideas, an

aaernative set of techniques which became known as TCP/IP. These protocols became a

-~ Department ofDefense standard in 1983.

1.1.2 The popularity of TCP/IP

In recent years, knowledge of the capabilities of Transmission Control

Protocol/Internet Protocol (TCP/IP) has spread far beyond the USA. IT managers in all

ypes of organizations have begun to research its suitability as an internetworking

echnology. TCP/IP seems to be a ready made solution to the commercial information

systemsrequirements of intercommunicationand interoperation.

Many in the US government and research communities and many UNIX

aficionados are already well versed in the vocabulary and configuration issues of this

set of protocols as UNIX system administrators. But for the newcomer to TCP/IP, there

is less information about the practical problems of implementing TCP/IP from scratch,

in, for example, a commercial rather than a technical or research environment; here the

skillsand constraints may be very different.

The first part of this project explains the commercial, organizational and technical

issues that implementing TCP/IP raises. For the newcomer to TCP/IP, we present

solutions where they exist. Where they are incomplete or do not exist, we try to offer

alternatives or to highlight the limitations; it is to be hoped that equipment purchasers

will explain their needs to suppliers in the manner that will best achieve the

development of better products! It is inescapable to know the detailed technical aspects

of the protocols, showing the implications of the bits, bytes and fields for the technical

planners and implementors who must track down the difficult problems of

interoperation and compatibilitybetween ditferent implementations.

1.1.3 TCP/IP emerges

When Berkeley Software Distribution released Berkeley UNIX 4.2BSD ın

September 1983, a comprehensive set of 'ready-made' communications protocols called

TCP/IP became much more widely available and well-known than it had been before.

This was not a coincidence; its inclusion in this release was funded by the US

government. TCP/IP protocols are based on standards originally developed for the US

government and US research community. With the release of UNIX 4.2BSD, these

communications sta~ç!.~~s emerged from the confines of the US Department of Defense



US university and research networks; TCP/IP became the way to interconnect

systems. Berkeley UNIX 4.2BSD and subsequent releases spread quickly

ughout the US university and commercial communities. As UNIX has achieved

popularity as an 'open system', so the fame of TCP/IP has continued to spread. But

CP/IP is not, and never has been, narrowly confined to UNIX; it was developed to

w free interchange of data among all machines, independent of type, manufacturer,

dware or operating system.

In the late 1980s, TCP/IP received a further boost to its fortunes, when Sun

Microsystems published the specification for Open Network Computing (ONC), often

ca.lled the Network File System (NFS). NFS adds important functions to TCP/IP and is

now very widely availableand regarded as an integral part of the TCP/IP protocol suite.

It is particularly valuable for the commercial implementor because of the simple user

interfacesthat it provides.

Cost-effective implementations of TCP/IP are now available for all types and

sizes of machines from the largest mainframe to personal computers and workstations.

This has brought TCP/IP and its capabilities to the attention of a very wide audience far

beyond the initial US interest. Computer managers and users in commercial

organizations throughout the world have begun to implement TCP/IP as a way of

solvingthe J)roblemsof interworking between machinesof different manufacture.

TCP/IP provides all the facilities for two computer systems to exchange

information (intercommunication), interpret it properly, and present it in a format which

can be understood by the local machine and its users (interoperation). NFS gives a

simple and locally-familiar representation of a set of remote and possibly unfamiliar

computer filing systems; like the original components of the TCP/IP suite, NFS is now..
availablefor many different computers.

In the mid-1990s, the explosion in commercial interest in the Internet g}ves a new

market for TCP/IP products.

1.2. OSI and TCP/IP initiatives

In 1977, ISO began to develop a communications architecture which would

become an international standard, a set of communications protocols known as open

systems interconnection (OSI). This initiative had the same general aims as TCP/IP -

intercommunication and interoperation across different manufacturers' computing
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ectures - but unlike TCP/IP, in a way that met a published set of 'open'

• emational standards. OSI now comprises many hundreds of standards, each of which

taken years to develop, agree and publish in its final ISO form. Regrettably, the best

wn aspect of OSI is still the OSI reference model and its seven layers (Figure 1.3);

model itself is only a development aid to allow standards developers to produce the

detailed communications standards within a consistent architectural framework.

In the standard which describes the reference model, OSI standards developers

state that they will exclude any details which would be implementation dependent; the

result is that while the standards have been kept 'pure', many details which would aid

development of viable OSI products are excluded (rom the standards themselves. While

some would argue that OSI is more rigorous in its standardization than TCP /IP, the OSI

development process seems to have become enmeshed in procedures, weighed down by

the difficulties of obtaining consensus in large committees and dogged by supplier

politics. By confining OSI standards to abstract definitions in a complex vocabulary

defined just for the purpose and then charging considerable sums for copies of those

standards, ISO committees have undoubtedly, if unintentionally, slowed the OSI

development process and the delivery of useful conforming products.

Application
Presentation
Session
Transport
Network
Datalink
Physical

Figure 1.3 ISO OSI reference model.
With a more restricted geographic and technical scope, TCP/IP developers

adopted a pragmatic approach. TCP/IP standardization was based on the Request for

Comments (RFC), a flexible and fast standardization process using electronic mail to

publish and exchange comments and ideas, and to update drafts. Developers often

outlined parts of a standard in a familiar computer language, usually 'C' which, while

not intended to be implemented directly, gave a very good starting point for an initial
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-q,lementation.

TCP/IP standards are freely available on-line from a number of computer systems,

riginally without full drawings or graphics, but today with all the quality of a laser

ed, desktop-published document as PostScript files. If you must resort to paper and

postal service, the charge in the recent past has been a minimal $10 per copy. For

manufacturers of communications and computing products, the contrast with OSI could

not be more stark; it is just so much easier to obtain TCP/IP information than OSI.

Standards were produced more quickly and they are written in a readable and

comprehensible form by developers for developers.

The US government demanded TCP/IP for all systems, thereby ensuring every US

government computer supplier provided it. They also funded universities to implement

th.e standards. In the USA, such publicly funded work enters the public domain, and, if

not of a military nature, is freely available to all citizens. While it may not be used

directly for commercial purposes, having a working example in 'C' source code

certainly assists future developments by commercial suppliers!

Neither OSI nor TCP/IP has been developed in isolation. There has been a

considerable interchange of ideas and techniques, particularly evident in the changes in

OSI since the mid-1980s with the development of the connectionless OSI suite. Nor

have the OSI. .standards been ignored by suppliers. As with TCP/IP in the USA,

universities have been busy developing OSI implementations and governments have,

since the mid-1980s, required OSI-conforming products (particularly European govern

ments through the European Commission directives). But this activity did not create a

general market demand and fully developed, OSI computing products, except perhaps

with the notable exception ofX.25 network equipment X.400 Mail and X.500 Directory•.
Services.

The 'pump priming' of TCP/IP has been more successful and has ensured that it.,.
has moved ahead much faster than OSI. Governments and commercial organizations

worldwide have waited patiently for OSI to become availableand to reap the benefits of

the promised flexibilityof an international standard for computer communications and

inter-operation. Suffice it to say that the development of OSI has lagged considerably

behind TCP/IP, despite support from a number of governments (including since 1985,

the US government and Department ofDefense).

When it comes to breaking down communications barriers between different

computer suppliers, information systems managers in commercial companies now see



IP as the only fully functional;proven and availableoption.

. TCP/IP as a communications architecture

As with much of the specialist vocabulary which surrounds computers and

ommunications networks, the term TCP/IP will conjure up different concepts to

ent readers. TCP/IP is used as shorthand for a large set of standards with many

:erent features and functions. The letters ;TCP/IP' stand for two communications

tocols, Transmission Control Protocol (TCP) and Internet Protocol (IP). These were

eloped during the late 1970s and early 1980s as the key communications protocols

fur the 'Internet', the collected set of interconnected communicationsnetworks of the US

overnment, the Department of Defense, the US military, and university, education,

research and commercial organizations throughout the world.

The two protocols, TCP and IP, are but two of the building blocks required for a

complete communications 'architecture', but the term 'TCP/IP' is most often used as a

:horthand term for the whole communications 'architecture' specified originally by the

US Department of Defense. This architecture is a much bigger set of standards than just

TCP and IP and is more properly referred to as the Internet Protocol Suite (IPS) (Figure

1.4). We shall carry on the tradition and use 'TCP/IP' to mean the complete architecture,

except where this will cause confusion.

Communications architectures have been developed by computer manufacturers

since the mid-1970s. An architecture describes three facets of communications in an

abstract way which is independent of particular hardware or technology. The three

aspects are
(1) Data exchange (intercommunications)

••
(2) Data interpretation (interoperation)

(3) Systemmanagement

Like the OSI reference model, communications architectures are described in

layers, each layer providing its own functions but using the functions of the layer below.

This layering decouples the functions of one layer from another so that layered

architectures are flexible; their designers can respond to changes in technology and in

application software without a major upheaval for existing users. The implementation

and existing installations can be extended; hopefully indefinitely as new, often faster
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