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INTRODUCTION 

In this paper, important characteıistics and applications of Bluetooth wireless communications

and effects and radiations ofbluetooth devices are examined.Also effects ofbluetooth devices
in our life is studied.

The document begins with an technology overwiev paıi where the Wireless communication

history, marketing aspects and technology basics are described. In chapter 2 also includes the

story of how this technology caıne to be named Bluetooth. In the technology basics subtopic,

the basic of wireless communications and some necessary a pıiori knowledge about Bluetooth

as master an slave roles, communication topologies, are explained.In chapter 3 bluetooth

software and hardware development is explained. Also in this chapter bluetooth technology

Fundamentals and Radio characteristics of 802.11 and Bluetooth is wıitten. In chapter 4

application stack and design selection is introduced on light of the some examples.In chapter

5 you can see an interference about a software study.In this chapter you can see lots of

experimental works.In chapter 6 bluetooth usage models and products are explained.In

chapter 7 advantages ofbluetooth is written. In this chaper you will learn lots of advantages of

bluetooth devices in our real life.

Finally, The effects of Bluetooth systems on human health is presented in chapter 8 .

••
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ABSTRACT 

Bluetooth is an enabling technology. As such, it is created to change our world in ways we

can not imagine. New usage patterns will emerge as a result of this new technology.

In this project, , I provide you with a look at the Bluetooth technology, its basic design,

structure, and applications, as well as the processes involved to develop and launch new

products. I keep the very technical jargon to a minimum and give you a detailed, thorough, yet

understandable look at bluetooth and its world. In this project, I Show you the following

objectives, to help you get started on the road to implementing Bluetooth technology

This project also presents an evaluation of Bluetooth positioning in a general positioning

platform. Proceeding the evaluation a Bluetooth based positioning system was implemented

in order to complement the theoretical evaluation with empirical tests. Three different ways of

positioning with Bluetooth have been developed. With a registered positioning service a

Bluetooth device has an active role in the positioning task as it sends a position on request. A

Bluetooth device can also take a more passive role in a positioning task, where the unique

address of the device is used by a connected device to look up respective position in a

database. It is also possible to forward a position gained from the positioning platfoıın using

the peer to peer characteristics in Bluetooth. This project does also contain a discussion on the

theoretical time requirements for a positioning system based on Bluetooth. Empirical tests
show that these requirements hold. ••

••
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1. WIRELESS TECHNOLOGIES 

1.1 Overview of Wireless Technology 

Wireless technologies, in the simplest sense, enable one or more devices to communicate

without physical connections without requiring network or peripheral cabling. Wireless

technologies use radio frequency transmissions as the means for transmitting data, whereas

wired technologies use cables. Wireless technologies range from complex systems, such as

Wireless Local Area Networks (WLAN) and cell phones to simple devices such as wireless

headphones, microphones, and other devices that do not process or store information. They

also include infrared (IR) devices such as remote controls, some cordless computer

keyboards and mice, and wireless hi-fi stereo headsets, all of which require a direct line of

sight between the transmitter and the receiver to close the link. A brief overview of wireless

networks, devices, standards are presented in this section.

1.2 Wireless Networks 

Wireless networks serve as the transport mechanism between devices and among devices

and the traditional wired networks (enterprise networks and the Internet). Wireless

networks are many and diverse but are frequently categorized into three groups based on

their coverage range: Wireless Wide Area Networks (WWAN), WLANs, and Wireless

Personal Area Networks (WPAN). WWAN includes wide coverage area technologies such

as 2G cellular, Cellular Digital Packet Data (CDPD), Global System for Mobile

Communications (GSM), and Mobitex. WLAN, representing wireless local area networks,

includes 802.11, HiperLAN, and ı6everal others. WPAN, represents wireless personal area

network technologies such as Bluetooth and IR. All of these technologies are "tether

less"-they receive and transmit information using electromagnetic (EM) waves. Wireless

technologies use wavelengths ranging from the radio frequency (RF) band up to and above

the IR band. The frequencies in the RF band cover a significant portion of the EM radiation

spectrum, extending from 9 kilohertz (kHz), the lowest allocated wireless communications

frequency, to thousands of gigahertz (GHz). As the frequency is increased beyond the RF

spectrum, EM energy moves into the IR and then the visible spectrum. This document

focuses on WLAN and WPAN technologies.



1.3 History of WLAN 

Motorola developed one of the first commercial WLAN systems with its Altair product.

However, early WLAN technologies had several problems that prohibited its pervasive use.

These LANs were expensive, provided low data rates, were prone to radio interference, and

were designed mostly to proprietary RF technologies. The IEEE initiated the 802.11

projects in 1990 with a scope "to develop a Medium Access Control (MAC) and Physical

Layer (PHY) specification for wireless connectivity for fixed, portable, and moving stations

within an area." In 1997, IEEE first approved the 802.11 international interoperability

standard. Then, in 1999, the IEEE ratified the 802.1 la and the 802.11b wireless networking

communication standards. The goal was to create a standards-based technology that could

span multiple physical encoding types, frequencies, and applications. The 802.11 a standard

uses orthogonal frequency division multiplexing (OFDM) to reduce interference. This

technology uses the 5 GHz frequency spectrums and can process data at up to 54 Mbps.

1.3.1 Frequency and Data Rates 

Ethernet that has been available for many years. The IEEE 802.1 la standard is the most

widely adopted IEEE developed the 802.11 standards to provide wireless networking

technology like the wired member of the 802.11 WLAN families. It operates in the licensed

5 GHz band using OFDM technology. The popular 802.11b standard operates in the

unlicensed 2.4 GHz-2.5 GHz Industrial, Scientific, and Medical (ISM) frequency band

using a direct sequence spread-spectrum technology. The ISM band has become popular for

wireless communications because it is available worldwide. The 802.11b WLAN

technology permits transmission speeds of up to 11 Mbits per second. This makes it

considerably faster than the original IEEE 802.11 standard (that sends dafa at up to 2 Mbps)

and slightly faster than standard Ethernet.
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Table 1.1 Key Characteristics of 802.11 Wireless LANs

Characteristic Description
Direct Sequence Spread Spectrum (DSSS), Frequency

Physical Layer Hopping Spread Spectrum (FHSS), Orthogonal Frequency
Division Multiplexing (OFDM), infrared (JR).

Frequency Band 2.4 GHz (ISM band) and 5 GHz.

Data and Network RC4-based stream encryption algorithm for confidentiality,

Security authentication, and integrity. Limited key management. (AES
is being considered for 802.1 li.)

Operating Range Up to 150 feet indoor and 1500 feet outdoors.

Ethernet speeds without wires; many different products from
Positive Aspects many different companies. Wireless client cards and access

point costs are decreasing.

Negative Aspects Poor security in native mode; throughput decrease with
distance and load.

1.3.2 Wireless LAN Components 

A WLAN comprises two types of equipment: a wireless station and an access point. A

station, or client, is typically a laptop or notebook personal computer (PC) with a wireless

NIC. A WLAN client may also be a desktop or handheld device (e.g., PDA, or custom

device such as a barcode scanner) or equipment within a kiosk on a manufacturing floor or

other publicly accessed area. Wireless laptops and notebooks "wireless enabled" are

identical to laptops and notebook~ except that they use wireless NICs to connect to access

points in the network. The wireless NIC is commonly inserted in the client's Personal

Computer Memory Card International Association (PCMCIA) slot or Universal Serial Bus
•

(USB) port. The NICs use radio signals to establish connections to the WLAN. The AP,

which -acts as a bridge between the wireless and wired networks, typically comprises a

radio, a wired network interface such as 802.3, and bridging software. The AP functions as

a base station for the wireless network, aggregating multiple wireless stations onto the

wired network.

3



1.3.3 Range 

The reliable coverage range for 802.11 WLAN's depends on several factors, including data

rate required and capacity, sources of RF interference, physical area and characteristics,

power, connectivity, and antenna usage. Theoretical ranges are from 29 meters (for 11

Mbps) in a closed office area to 485 meters (for 1 Mbps) in an open area. However, through

empirical analysis, the typical range for connectivity of 802.11 equipment is approximately

50 meters (about 163 ft.) indoors. A range of 400 meters, nearly Yı mile, makes WLAN the

ideal technology for many campus applications. It is important to recognize that special

high-gain antennas can increase the range to several miles.

&u;rti94lian s,u,ast 
• Ht.ıftbeare and Hoıpital
• Uni'ferslfy Campus
• ·Business

Ret:ıitt,fall
• ·0th.er •cırnpırs un

Af lic;aıj9" SPiNi
• · mall Offiet
• Home

Figure 1.1.. Typical Range of 802.11 WLAN

AP's may also provide a "bridging" function. Bridging connects two or more networks••
together and allows them to communicate to exchange network traffic. Bridging involves

either a point-to-point or a multipoint configuration. In a point-to-point architecture, two

LANs are connected to each other via the LAN's respective AP's. In multipoint bridging,

one subnet on a LAN is connected to several other subnets on another LAN via each subnet

AP. For example, if a computer on Subnet A needed to connect to computers on Subnets B,

C, and D, Subnet A's AP would connect to B's, C's, and D's respective AP's. Enterprises

4



may use bridging to connect LANs between different buildings on corporate campuses.

Bridging AP devices are typically placed on top of buildings to achieve greater antenna

reception. The typical distance over which one AP can be connected wirelessly to another

by means of bridging is approximately 2 miles. This distance may vary depending on

several factors including the specific receiver or transceiver being used. Figure 1.2

illustrates point-to-point bridging between two LANs. In the example, wireless data is

being transmitted from Laptop A to Laptop B, from one building to the next, using each

building's appropriately positioned AP. Laptop A connects to the closest AP within the

building A. The receiving AP in building A then transmits the data (over the wired LAN) to

the AP bridge located on the building's roof. That AP bridge then transmits the data to the

bridge on nearby building B. The building's AP bridge then sends the data over its wired

LAN to Laptop B.

Figure 1.2 Access Point Bridging

1.3.4 Benefits 

WLANs offer four primary benefits:

• User Mobility-Users can access files, network resources, and tne Internet without

having to physically connect to the network with wires. Users can be mobile yet

retain high-speed, real-time access to the enterprise LAN.

• Rapid Installation-The time required for installation is reduced because network

connections can be made without moving or adding wires, or pulling them through

walls or ceilings, or making modifications to the infrastructure cable plant. For
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example, WLANs are often cited as making LAN installations possible in buildings

that are subject to historic preservation rules.

• Flexibility-Enterprises can also enjoy the flexibility of installing and taking down

WLANs in locations as necessary. Users can quickly install a small WLAN for

temporary needs such as a conference, trade show, or standards meeting.

• Scalability-WLAN network topologies can easily be configured to meet specific

application and installation needs and to scale from small peer-to-peer networks to

very large enterprise networks that enable roaming over a broad area.

Because of these fundamental benefits, the WLAN market has been increasing steadily

over the past several years, and WLANs are still gaining in popularity. WLANs are now

becoming a viable alternative to traditional wired solutions. For example, hospitals,

universities, airports, hotels, and retail shops are already using wireless technologies to

conduct their daily business operations.

1.4 Ad Hoc Networks 

Ad hoc networks such as Bluetooth are networks designed to dynamically connect remote

devices such as cell phones, laptops, and PDAs. These networks are termed "ad hoc"

because of their shifting network topologies. Whereas WLANs use a fixed network

infrastructure, ad hoc networks maintain random network configurations, relying on a

master-slave system connected by wireless links to enable devices to communicate. In a

Bluetooth network, the master of the piconet controls the changing network topologies of

these networks. It also controls •.the flow of data between devices that are capable of

supporting direct links to each other. As devices move about in an unpredictable fashion,

these networks must be reconfigured on the fly to handle the dynamic topology. The

routing that protocol Bluetooth employs allows the master to establish and maintain these

shifting networks.

Figure 1.5 illustrates an example of a Bluetooth-enabled mobile phone connecting to a

mobile phone network, synchronizing with a PDA address book, and downloading e-mail

on an IEEE 802.11 WLAN.
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Figure 1.5 Notional Ad Hoc Network

1.5 Wireless Devices 

A wide range of devices use wireless technologies, with handheld devices being the most

prevalent form today. This document discusses the most commonly used wireless handheld

devices such as text messaging devices, PDAs, and smart phones.

1.5.1 Personal Digital Assistants 

PDAs are data organizers that are small enough to fit into a shirt pocket.or a purse. PDAs

offer applications such as office productivity, database applications, address books,

schedulers, and to-do lists, and they allow users to synchronize data between two PDAs and

between a PDA and a personal computer. Newer versions allow users to download their e

mail and to connect to the Internet. Security administrators may also encounter one-way

and two-way text-messaging devices. These devices operate on a proprietary networking

standard that disseminates e-mail to remote devices by accessing the corporate network.
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Text-messaging technology is designed to monitor a user's inbox for new e-mail and relay

the mail to the user's wireless handheld device via the Internet and wireless network.

1.5.2 Smart Phones 

Mobile wireless telephones, or cell phones, are telephones that have short wave analog or

digital transmission capabilities that allow users to establish wireless connections to nearby

transmitters. As with WLANs, the transmitter's span of coverage is called a "cell." As the

cell phone user moves from one cell to the next, the telephone connection is effectively

passed from one local cell transmitter to the next. Today's cell phone is rapidly evolving to

integration with PDAs, thus providing users with increased wireless e-mail and Internet

access. Mobile phones with information processing and data networking capabilities are

called "smart phones." This document addresses the risks introduced by the information

processing and networking capabilities of smart phones.

1.6 Wireless Standards 

Wireless technologies conform to a variety of standards and offer varying levels of security

features. The principal advantages of standards are to encourage mass production and to

allow products from multiple vendors to interoperate. For this document, the discussion of

wireless standards is limited to the IEEE 802.11 and the Bluetooth standard. WLANs

follow the IEEE 802.11 standards. Ad hoc networks follow proprietary techniques or are

based on the Bluetooth standard, which was developed by a consortium of commercial

companies making up the Bluetooth Special Interest Group (SIG). These standards are

described below.

••

1.6.1 IEEE 802.11 

WLANs are based on the IEEE 802.11 standard, which the IEEE first developed in 1997.

The IEEE designed 802.11 to support medium-range, higher data rate applications, such as

Ethernet networks, and to address mobile and portable stations. 802.11 are the original

WLAN standard, designed for I Mbps to 2 Mbps wireless transmissions. It was followed in

1999 by 802.1 la, which established a high-speed WLAN standard for the 5 GHz band and
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supported 54 Mbps. Also completed in I 999 was the 802. 1 1 b standard, which operates in

the 2.4 - 2.48 GHz band and supports 1 I Mbps. The 802. 1 1 b standard is currently the

dominant standard for WLANs, providing sufficient speeds for most of today's

applications. Because the 802. 1 1 b standard has been so widely adopted, the security

weaknesses in the standard have been exposed. Another standard, 802. I I g, still in draft,

operates in the 2.4 GHz waveband, where current WLAN products based on the 802. 1 I b

standard operate. Two other important and related standards for WLANs are 802.IX and

802. I Ii. The 802. IX, a port-level access control protocol, provides a security framework

for IEEE networks, including Ethernet and wireless networks. The 802. I 1 i standard, also

still in draft, was created for wireless-specific security functions that operate with IEEE

802.lX.

1.6.2 IEEE 802.11 Architecture 

The IEEE 802. I 1 standard permits devices to establish either peer-to-peer (P2P) networks

or networks based on fixed access points (AP) with which mobile nodes can communicate.

Hence, the standard defines two basic network topologies: the infrastructure network and

the ad hoc network. The infrastructure network is meant to extend the range of the wired

LAN to wireless cells. A laptop or other mobile device may move from cell to cell (from

AP to AP) while maintaining access to the resources of the LAN. A cell is the area covered

by an AP and is called a "basic service set" (BSS). The collection of all cells of an

infrastructure network is called an extended service set (ESS). This first topology is useful

for providing wireless coverage of building or campus areas. By deploying multiple APs

with overlapping coverage areas, organizations can achieve broad network coverage.

WLAN technology can be used' to replace wired LANs totally and to extend LAN

infrastructure. A WLAN environment has wireless client stations that use radio modems to

communicate to an AP. The client stations are generally equipped with a wireless network

interface card (NIC) that consists of the radio transceiver and the logic to interact with the

client machine and software. An AP comprises essentially a radio transceiver on one side

and a bridge to the wired backbone on the other. The AP, a stationary device that is part of

the wired infrastructure, is analogous to a cell-site (base station) in cellular

communications. All communications between the client stations and between clients and
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the wired network go through the AP. The basic topology of a WLAN is depicted in Figure

1.3

ro Other Nel:wore
ıet

Figure 1.3 Fundamental 802.11 Wireless LAN Topology

Although most WLANs operate in the "infrastructure" mode and architecture described

above, another topology is also possible. This second topology, the ad hoc network, is

meant to easily interconnect mobile devices that are in the same area (e.g., in the same

room). In this architecture, client sıations are grouped into a single geographic area and can

be Internet-worked without access to the wired LAN (infrastructure network). The

interconnected devices in the ad hoc mode are referred to as an independent basic service.
set (IBSS). The ad hoc topology is depicted in Figure 1.4 below.
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