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LIST OF ABBREVIATIONS 

A3 The authentication algorithm used in the GSM system.

AS The encryption algorithm used in the GSM system.

AS The key generation algorithm used in the GSM system.

AuC Authentication Center.

BSC Base Station Controller.

BSS Base Station Subsystem. The BSS can be divided in two
parts:

• The Base Transceiver Station (BTS) or Base Station.

• The Base Station Controller (BSC).

BTS Base Transceiver Station.

COMP128 A one-way function that is currently used in most GSM
networks for A3 and A8.

GPRS General Packet Radio Service.

GSM Global System for Mobile communications.

HLR Home Location Register.

Kc The secret session key used to encrypt over-the-air
traffic between the BTS and the MS.

Ki Ki is the secret key shared between the SIM and the
HLR of the subscriber's home network.

LSB Least Significant Bit.

LSFR Linear Shift Feedback Register.

MS Mobile Station, the mobile phone.

MSC Mobile services Switching Center.
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NSS 

SGSN 

SIM 

SRES 

VLR 

Network and Switching Subsystem.

Serving GPRS Support Node.

Subscriber Identity Module.

Signed RESponse.

Visitor Location Register.
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ABSTRACT 

The radio communications aspect of the GSM system makes it particularly

sensitive to unauthorized use.

For this reason, security mechanisms are defined for the GSM system:

• Subscriber identity (IMSI) confidentiality.

• Subscriber identity (IMSI) authentication.

• Data confidentiality over the air interface.

• Mobile equipment security.

A number of security parameters have been defined in the core specifications to

support these security features. The IMSI is used to uniquely identify subscribers and

the TMSI to provide subscriber identity confidentiality. The authentication vectors

(Kc,RAND,SRES) are used in the authentication process and the ciphering key (Kc) is

used to encrypt signaling and user data over the air interface. Finally the IMEI can be

used to establish whether a piece of mobile equipment is suitable to be used on the

network, i.e., approved and neither stolen nor faulty.
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INTRODUCTION 
.ı··"-

GSM is the most widely used cellular mobile phone system in the world with

.er 100 million GSM subscribers. GSM was one of the first digital mobile phone

_ystems to follow the analog era. Widely known problems with GSM's analog counter

s were the possibility of phone fraud through cloning phones and thus calling in

someone else's expense, and the possibility of someone intercepting the phone call over

e air and eavesdropping on the discussion. The GSM system was supposed to correct

ese problems by implementing strong authentication between the MS and the MSC, as

well as implementing strong data encryption for the over-the-air transmission channel

between the MS and the BTS.

The GSM specifications were designed by the GSM Consortium in secrecy and

were distributed only on a need-to-know basis to hardware and software manufacturers

and to GSM network operators. The specifications were never exposed to the public,

thus preventing the open science community around the world from studying the

enclosed authentication and enciphering algorithms as well as the whole GSM security

model. The GSM Consortium relied on Security by Obscurity, i.e. the algorithms would

be harder to crack if they were not publicly available. According to the open scientific

community, one of the basic requirements for secure cryptographic algorithms is that

the security of the crypto system lies solely on the key. This is known as Kerckhoffs'

assumption. The algorithm in question should be publicly available, so that the

algorithm is exposed to the scrutiny of the public. According to the general opinion no

single entity can employ enough experts to compete with the open scientific community

in cryptanalysing an algorithm. Thus, the algorithms designed and implemented in

secrecy will probably be somehow cryptographically weak and contain design faults.

Eventually, the GSM algorithms leaked out and have been studied extensively ever

since by the open scientific community. Interesting facts have been discovered since

then, during the cryptanalysis of the A3, AS and A8 algorithms.

The rest of the projcet is organized as follows:

• Chapter 1 is an overview of GSM system including all its features in general.

• Chapter 2 introduces the GSM security model.
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• Chapter 3 introduces the security related services and functions in GSM.

• Chapter 4 compares the GPRS security model to the GSM security model. And

gives some suggestions about possible improvements to the GSM security model.
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1. OVERVEIW OF GSM SYSTEM 

The Global System for Mobile communications is a digital cellular

communications system. It was developed in order to create a common European

mobile telephone standard but it has been rapidly accepted worldwide. GSM was

designed to be compatible with ISDN services.

1.1 History of the cellular mobile radio and GSM 

The idea of cell-based mobile radio systems appeared at Bell Laboratories (in

USA) in the early 1970s. However, mobile cellular systems were not introduced for

commercial use until the 1980s. During the early 1980s, analog cellular telephone

systems experienced a very rapid growth in Europe, particularly in Scandinavia and the

United Kingdom. Today cellular systems still represent one of the fastest growing

telecommunications systems.

But in the beginnings of cellular systems, each country developed its own

system, which was an undesirable situation for the following reasons.

• The equipment was limited to operate only within the boundaries of each

country.

• The market for eachmobile equipment was limited.

In order to overcome these problems, the Conference of European Posts and

Telecommunications (CEPT) formed, in 1982, the Groupe Special Mobile (GSM) in

order to develop a pan-European mobile cellular radio system (the GSM acronym

became later the acronym for Global System for Mobile communications). The

standardized system had to meet certain criteria:

• Spectrum efficiency

• International roaming

• Low mobile and base stations costs

• Good subjective voice quality

• Compatibility with other systems such as ISDN (Integrated Services Digital

Network) Ability to support new services



Unlike the existing cellular systems, which were developed using an analog

technology, the GSM system was developed using a digital technology.

In 1989 the responsibility for the GSM specifications passed from the CEPT to

the European Telecommunications Standards Institute (ETSI). The aim of the GSM

specifications is to describe the functionality and the interface for each component of

the system, and to provide guidance on the design of the system. These specifications

will then standardize the system in order to guarantee the proper interworking between

the different elements of the GSM system. The most important events in the

development of the GSM system are presented in the table 1.1

Table 1.1 Events in the development of GSM

;~EPT establishes a GSM group in order to develop the standards for a pan-
1982 i

j[ J uropean c_~llular mobile system

il 19~5 !~tion of a list ofrecommendations to be generated by the group_ __!6! Field tests were performed in order to test the different radio techniques
ı 1986 Ij \ proposed for the air interface
I .J~========================I j TDMA is chosen a<; access method (in fact, it will be used with FDMA) Initial!

I 1987 !Memorandum ofUnderstanding (MoU) signed by telecommunication
\ I

, __J ~perators (represent_ing12 countries)

ıl 1988 Jfalidation of the _GSM system

!119891 he responsability of the GSM specifications is passed to the ETSIıı ... ~~--~-]
!Ll99~.!::=:=p=~=ar=a=n=ce=o=f=th=e=p=h=a=se==l=o=f=th=e=G=S=M=sp=_e=c=ifi=ıc=a=t=io=ns==-==_==_=====__=_==_

t2~~l :~mmercial launch of the GSM service _ ·- _ _

lEJ!tEnlargement of the countries that signed the GSM- MoU> Coverage oflarger ·
ı 1992 ,I \~ities/airports
ı----" - - .ı[_ı 993J Coverage of main roads GSM servi~esstart outside Europe

lı 1995 ı base 2 of the GSM specifications Coverage of rural areas
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From the evolution of GSM, it is clear that GSM is not anymore only a

European standard. GSM networks are operational or planned in over 80 countries

around the world. The rapid and increasing acceptance of the GSM system is illustrated

with the following figures:

• 1.3 million GSM subscribers worldwide in the beginning of 1994.

• Over 5 million GSM subscribers worldwide in the beginning of 1995.

• Over 1 O million GSM subscribers only in Europe by December 1995.

Since the appearance of GSM, other digital mobile systems have been

developed. The table 1.2 charts the different mobile cellular systems developed since

the commercial launch of cellular systems.

1.2 Cellular systems 

1.2.1 The cellular structure 

In a cellular system, the covering area of an operator is divided into cells. A cell

corresponds to the covering area of one transmitter or a small collection of transmitters.

The size of a cell is determined by the transmitter's power.

The concept of cellular systems is the use of low power transmitters in order to

enable the efficient reuse of the frequencies. In fact, if the transmitters used are very

powerful, the frequencies can not be reused for hundred of kilometers as they are

limited to the covering area of the transmitter.

The frequency band allocated to a cellular mobile radio system is distributed

over a group of cells and this distribution is repeated in all the covering area of an

operator. The whole number of radio channels available can then be used in each group

of cells that form the covering area of an operator. Frequencies used in a cell will be

reused several cells away. The distance between the cells using the same frequency

must be sufficient to avoid interference. The frequency reuse will increase considerably

the capacity in number of users.
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Table 1.2 Mobile cellular systems

r__ 1981 _

I _ 1983_ __ r American Mobile Phone System (AMPS) _·E Total Access Communication System (TACS)

• Radiocom 2000 C-Netz

L~~j---~~~~-~-ob_il_e T~_le_p~~n-y ~---)_, 9_oo_:-..-•E·. Global System for Mobile communications> North
; 1991 :
i : American Digital Cellular (NADC)
j :

ıl__ 1992 I[ Digital Cellular System (DCS) 1800 __i.;61·. Personal Digital Cellular (PDC) or Japanese Digital
l 1994 i
J : Cellular (JDC)
' !jl - i.~=P=e=rs=o=na=ı=c=o=mm==un=i=ca=t=io=ns=S=yst=ems==(P=C=S=)=1=9=0=0-=----
ı 1995 ı
i i Canada>
i !
ı :==============================il 1996 \I PCS-United States of America>

Nordic Mobile Telephony (NMT), 450>

In order to work properly, a cellular system must verify the following two marn

conditions:

• The power level of a transmitter within a single cell must be limited in order to

reduce the interference with the transmitters of neighboring cells. The interference will

not produce any damage to the system if a distance of about 2.5 to 3 times the diameter

of a cell is reserved between transmitters.

• Neighboring cells can not share the same channels. In order to reduce the

interference, the frequencies must be reused only within a certain pattern.

In order to exchange the information needed to maintain the communication

links within the cellular network, several radio channels are reserved for the signaling

information.
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1.2.2 Cluster 

The cells are grouped into clusters. The number of cells in a cluster must be

determined so that the cluster can be repeated continuously within the covering area of

an operator. The typical clusters contain 4, 7, 12 or 21 cells. The number of cells in each

cluster is very important. The smaller the number of cells per cluster is, the bigger the

number of channels per cell will be. The capacity of each cell will be therefore

increased. However a balance must be found in order to avoid the interference that

could occur between neighboring clusters. This interference is produced by the small

size of the clusters (the size of the cluster is defined by the number of cells per cluster).

The total number of channels per cell depends on the number of available channels and

the type of cluster used.

1.2.3 Types of cells 

The density ofpopulation in a country is so varied that different types of cells are used:

• Macrocells

• Microcells

• Selective cells

• Umbrella cells

• Macrocells 

The macrocells are large cells for remote and sparsely populated areas.

• Microcells 

These cells are used for densely populated areas. By splitting the existing areas

into smaller cells, the number of channels available is increased as well as the capacity

of the cells. The power level of the transmitters used in these cells is then decreased,

reducing the possibility of interference between neighboring cells.

• Selective cells 

It is not always useful to define a cell with a full coverage of 360 degrees. In

some cases, cells with a particular shape and coverage are needed. These cells are called
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selective cells. A typical example of selective cells is the cells that may be located at the

entrances of tunnels where coverage of 360 degrees is not needed. In this case, a

selective cell with coverage of 120 degrees is used.

• Umbrella cells 

A freeway crossing very small cells produces an important number ofhandovers

among the different small neighboring cells. In order to solve this problem, the concept

of umbrella cells is introduced. An umbrella cell covers several microcells. The power

level inside an umbrella cell is increased comparing to the power levels used in the

microcells that form the umbrella cell. When the speed of the mobile is too high, the

mobile is handed off to the umbrella cell. The mobile will then stay longer in the same

cell (in this case the umbrella cell). This will reduce the number of handovers and the

work of the network. The number of handover demands and the propagation

characteristics of a mobile can help to detect its high speed.

1.3 The transition from analog to digital technology 

In the 1980s most mobile cellular systems were based on analog systems. The

GSM system can be considered as the first digital cellular system. The different reasons

that explain this transition from analog to digital technology are presented below:

1.3.1 The capacity of the system 

Cellular systems have experienced a very important growth and Analog systems

were not able to cope with this increasing demand. In order to overcome this problem,

new frequency bands and new technologies were proposed. But the possibility of using

new frequency bands was rejected by a big number of countries because of the restricted

spectrum (even if later on, other frequency bands have been allocated for the

development of mobile cellular radio). The new analog technologies proposed were able

to overcome the problem to a certain degree but the costs were too important.

The digital radio was, therefore, the best option (but not the perfect one) to

handle the capacity needs in a cost-efficiency way.
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1.3.2 Compatibility with other systems such as ISDN 

The decision of adopting a digital technology for GSM was made in the course

of developing the standard. During the development of GSM, the telecommunications

industry converted to digital methods. The ISDN network is an example of this

evolution. In order to make GSM compatible with the services offered by ISDN, it was

decided that the digital technology was the best option.

Additionally, a digital system allows, easily than an analog one, the

implementation of future improvements and the change of its own characteristics.

1.3.3 Aspects of quality 

The quality of the service can be considerably improved using a digital

technology rather than an analog one. In fact, analog systems pass the physical

disturbances in radio transmission (such as fades, multipath reception, spurious signals

or interferences) to the receiver. These disturbances decrease the quality of the

communication because they produce effects such as fadeouts, crosstalk, hisses, etc. On

the other hand, digital systems avoid these effects transforming the signal into bits. This

transformation combined with other techniques, such as digital coding, improves the

quality of the transmission. The improvement of digital systems comparing to analog

systems is more noticeable under difficult reception conditions than under good

reception conditions.

1.4 The GSM network 

1.4.1 Architecture of the GSM network 

The GSM network can be divided into four main parts:

• The Mobile Station (MS).

• The Base Station Subsystem (BSS).

• The Network and Switching Subsystem (NSS).

• The Operation and Support Subsystem (OSS).

The architecture of the GSM network is presented in figure 1.1

7



NSS 

A.bis 

Figure 1.1 Architecture of the GSM network

• Mobile Station 

A Mobile Station consists of two main elements:

• The mobile equipment or terminal.

• The Subscriber Identity Module (SIM).

1) The Terminal 

There are different types of terminals distinguished principally by their power and

application:

• The 'fixed' terminals are the ones installed in cars. Their maximum allowed

output power is 20 W.
• The GSM portable terminals can also be installed in vehicles. Their maximum

allowed output power is 8W.
• The handhelds terminals have experienced the biggest success thanks to their

weight and volume, which are continuously decreasing. These terminals can emit up to

2 W. The evolution of technologies allows decreasing the maximum allowed power to

O.SW.
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