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ABSTRACT

Network security is a complicated subject, histoıically only tackled by well­

trained and experienced experts. However, as more and more people become wired, an

increasing number of people need to understand the basics of security in a networked

world. This project explains the concepts needed in network security and how to

understand risks and how to deal with them.

An introduction of networking is included, as well as an introduction to TCP/IP

and intemetworking . We go on to consider risk management, network threats, firewalls,

and more special-purpose secure networking devices.
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INTRODUCTION

The world of computers has changed dramatically over the past 25 years.

Twenty-five years ago, most computers were centralized and managed in data centers.

Computers were kept in locked rooms and links outside a site were unusual. Computer

security threats were rare, and were basically concerned with insiders; these threats were

well understood and dealt with using standard techniques, computers behind locked

doors and accounting for all resources. Twenty-five years later, many systems are

connected to the Internet. The Internet is a huge network and has no boundaries.

Businesses find an increasing need to connect to the internet to take advantage of the

business opportunities.

The security framework for systems with internet connections is however very

different. Information on the internet can be accessed from anywhere in the world in

real time. While this is good for the spread of information, it has also allowed for the

proliferation of 'malicious information'. Hacker tools are now widely available on the

internet. Some web sites even provides tutorials on how to hack into a system, giving

details of the vulnerabilities of the different kinds of systems. It does not take an expert

programmer to break into a system. Anyone with malicious intentions can search the

internet for programs to break into a system which is not properly secured.

It is hence vital for businesses with connections to the internet to ensure that

their networks are secure. This is important to minimize the risk of intrusions both from

insiders and outsiders. Although a network cannot be 100% safe, a secure network will

keep everyone but the most determined hacker out of the network. A network with a

good accounting and auditing şystem will ensure that all activities are logged thereby

enabling malicious activity to be detected.

•
The objective of this project is to investigate the network security and firewalls.

The project consists of introduction, four chapters and conclusion.
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CHAPTER ONE

INTRODUCTION TO NETWORKING

1.1. Introduction to Networking

A basic understanding of computer networks is requisite in order to understand

the principles of network security. In this section, we will cover some of the foundations

of computer networking. Following that, we will take a more in-depth look at TCP/IP,

the network protocol suite that is used to run the Internet and many intraııets.

1.2. The ISO/OSI Reference Model

The International Standards Organization (ISO) Open Systems Interconnect

(OSI) Reference Model defines seven layers of communications types, and the

interfaces among them. (See Figure 1.1) Each layer depends on the services provided by

the layer below it, all the way down to the physical network hardware, such as the

computer's network interface card, and the wires that connect the cards together.

An easy way to look at this is to compare this model with something we use

daily which is the telephone. In order for you and I to talk when we are out of earshot,

we need a device like a telephone. (In the ISO/OSI model, this is at the application

layer.) The telephones, of course, are useless unless they have the ability to translate the

sound into electronic pulses that can be transferred over wire and back again. (These

functions are provided in layers below the application layer.) Finally, we get down to

the physical connection, both must be plugged into an outlet that is connected to a~
switch that's part of the telephone system's network of switches.

If preson A places a call to person B, person A picks up the re~eiver, and dials

person B's number. This number specifies which central office to which to send my

request, and then which phone from that central office to ring. Once person B answers

the phone, they begin talking, and their session has begun. Conceptually, computer

networks function exactly the same way.
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It isn't important to memorize the ISO/OSI Reference Model's layers; but it is

useful to know that they exist, and that each layer can not work without the services

provided by the layer below it.

LAYER7 Applicaiien

LAYER6 Pı-esentation
~~"""'"'-"4'4- ..

LAYERS Se5Sion
-···-·····

LAYER4 Transport

LAYER3 Network

LAYER2 Data Link

LAYERi Physical

Figure 1.1. OSI Reference Model

The physical layer of the model consists of the actual medium through which

bits are transmitted from one location to another, in other words, the fabric of the

network itself The connection between two network stations may be in the form of

copper or some other electrically conductive cable, fiber optic, radio signals,

microwaves, lasers, infrared, or any other medium practically suited to the environment.

The OSI model makes no distinctions concerning the actual hardware involved, but the

physical layer comprises every@,component that is needed to realize the connection. This

includes any and all connectors, hubs, transceivers, network interfaces, and ancillary

hardware, as well as the physical medium or cable itself, if any. This laier also includes

the environmental specifications necessary to maintain the validity of the medium, as

well as the method of signaling used to transmit bits to a remote location.
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The data link layer as the interface between the network medium and the higher

protocols, the data link layer is responsible for the final packaging of the upper-level

binary data into discrete packets before it goes to the physical layer. Its frame is

outermost on the packet and contains the basic addressing information that allows it to

be transmitted to its destination. The data link layer also controls access to the network

medium. This is a crucial element of local area networking because dozens of

workstations may be vying for use of the same medium at any one time. Were all of

these stations to transmit their packets simultaneously, the result would be chaos.

Protocols operating at this layer may also provide other services, such as error checking

and correction and flow control.

The network layer is where the most crucial dividing line in network

communications occurs, for this is the only layer that is actually concerned with the

complete transmission of packets, or protocol data units (PDUs), from source to

destination. The functions provided by the physical and data link layers are local. They

are designed only to move the packets to the next station on the network medium. The

primary task of the network layer is to provide the routing functionality by which

packets can be sent across the boundaries of the local network segment to a destination

that may be located on an adjacent network or on one thousands of miles away. What's

more, the route actually taken by the packet must often be selected from many possible

options, based on the relative efficiency of each.

The transport layer, as its primary function, provides the balance of the essential

services not provided by the network layer protocol. A full-featured CO protocol at the

network layer results in a relatively simple transport layer protocol, but as the

functionality at the network layer diminishes, the complexity of the transport layer

increases. The traıısport layer's task, therefore, is to provide whatever functions are

necessary to elevate the network's qualify of service (QOS) to a level suitable for the

communications required of it.

We now arrive at the session layer and pass beyond all concerns for

transmission reliability, error checking, flow control, and the like. AJl that can be done

iıı these areas has been done by the time that the transport layer functions have been

completed. The session layer is the most misunderstood service in the OSI model, and a
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great deal of discussion has gone into the question of whether its functions even warrant

a layer of their own. Because of its name, it is often thought (mistakenly) to be

concerned with the network logon procedure and related matters of security. The other

common description is that it is concerned with matters of "dialogue control and

dialogue separation." This is actually true, but more often than not, these expressions are

left undefined in such treatments.

Sixth in line, the presentation layer acts as the interpreter for network

communication. The presentation layer prepares the data for transmission by using one

or more of a number of resources, including compression, encryption, or a complete

translation of the data into a form more suitable for the currently-implemented

communications methods.

Finally, the application layer, as the highest of the OSI levels, is tasked with

providing the front-end of the computing experience for the user. The application layer

is responsible for everything that the user will see, hear, and feel in the course of the

networking process-everything from sending and receiving electronic mail, establishing

Telnet or FTP sessions, to managing remote network resources.

1.3. Types of Networks

In this section some useful categorizations of networks are introduced:

1- Categorization by geographical coverage.

2- Categorization by topology.

1.3.1. Categorization By Geographical Coverage

Depending on the distances signals have to.travel different technologies are used

to run the connections. That's why it makes sense to distinguish computer networks by

the area they cover.
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1.3.1. lLücal Area Network (LAN)

A LAN is a network that covers a small area only: a house, a factory site, or a

sınan number of near buildings. It has most often only one owner. However, the size

restriction is by area only, and not by number! Large companies can easily have

hundreds of workstations in a single LAN.

Hence all the computers are nearby, many different ways of designing the cable

connection can be applied, and some methods of cabelling can be used, that would be

too expensive for long distances. Local Area Networks usually have a symmetric

topology. That's why there are many standards (namely those on symmetric topologies

as star, ring, bus, etc.) that refer to LANs only.

1.3.1.2. Metropolitan Area Network

A Metropolitan Area Network (MAN) covers larger geographic areas, such as

cities or school districts. By interconnecting smaller networks within a large geographic

area, information is easily disseminated throughout the network. Local libraries and

government agencies often use a MAN to connect to citizens and private industries.

1.3.1.3. Wide Area Network (WAN)

A WAN is a network that covers la large area; typically countries or continents.

WANs are used to interconnect LANs over long distances. They usually have an

irregular topology.

When examining a WJ\N" the main interest is put on transmission lines and the

switching elements, but not on the local "ends" of the WAN. Lines and switches

together are called the communication subnet (short: subnet); it p~rfonns the data

exchange in the network.

Besides data exchange in WANs application programs can be run. The machines

that do that are referred to as hosts; Hosts perform applications in the network.

6



1.3.2. Categorization By Topology

1.3.2.1. Bus Topology

A bus topology, shown in Figure 1.2, features all networked nodes

interconnected peer-to-peer using a single, open-ended cable. These ends must be

terminated with a resistive load--that is, terminating resistors. This singe cable can

support only a single channel. The cable is called the bus.

n
PCPC

Figure 1.2.Typical bus topology.

The typical bus topology features a single cable, supported by no external

electronics, that interconnects all networked nodes peer to peer. All connected devices

listen to the bussed transmissions and accept those packets addressed to them. The lack

of any external electronics, such as repeaters, makes bus LANs simple and inexpensive.

The down.side is that it also imposes severe limitations on distances, functionality, and

scaleability.

1.3.2.2. Star Topology

~
Star topology LANs have connections to networked devices that radiate out

from a common point--that is, the hub, as shown in Figure 1.3. Unlike ring topologies,
"physical or virtual, each networked device in a star topology can access the media

independently. These devices have to share the hub's available bandwidth. An example

of a LAN with a star topology is Ethernet.
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Figure 1.3. Star topology.

A small LAN with a star topology features connections that radiate out from a

common point. Each connected device can initiate media access independent of the

other connected devices.

1.3.2.3. Ring Topology

The ring topology started out as a simple peer-to-peer LAN topology. Each

networked workstation had two connections: one to each of its nearest neighbors (see

Figure 1.4 ). The interconnection had to form a physical loop, or ıing. Data was

transmitted unidirectionally around the ring. Each workstation acted as a repeater,

accepting and responding to packets addressed to it, and forwarding on the other packets

to the next workstation "downstream."

•
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PC

Figure 1.4. Peer-to-peer ring topology.

1.4. Network Devices

Hubs, bridges and routers are getting very intelligent, they have more and more

configuration options and are increasingly complex. This is useful for additional

features, but the added complexity increases the security risk. On critical subnets, it's

important correctly configure network devices: only enable needed services, restrict

access to configuration services by port/interface/IP address, disable broadcasts, source

routing, choose strong (non default) passwords, enable logging, choose carefully who

has user/erıable/admin access, etc.

1.4.1. Hub

As its name implies, a hub is a center of activity. In more specific network
"terms, a hub, or concentrator, is a common wiring point for networks that are based

around a star topology. Arcnet, lObase-T, and lObase-F, as well as many other

proprietary network topologies, all rely on the use of hubs to connect different cable

runs and to distribute data across the various segments of a network (See Figure 1.5.).

Hubs basically act as a signal splitter. They take all of the signals they receive in

through one port and redistribute it out through all ports. Some hubs actually regenerate

9



weak signals before re-transmitting them. Other hubs retime the signal to provide true

synchronous data communication between all ports. Hubs with multiple 1 Obase-F

connectors actually use mirrors to split the beam of light among the various ports.

Hub

Server

Figure 1.5. A basic diagram of a lObase-T network. Notice the hub, which is the

device to which all systems initially connect.

1.4.2. Bridge

A bridge is a device that passes all data on the ethernet, token ring, or whatever

type of LAN you have over the WAN to the other LAN which operate at the data link

layer, connect two LANs (local area networks) together, and forward frames according

to their MAC (media access control) address. Often the concept of a router is more

familiar than that of a bridge; it may help to think of a bridge as a "low-level router"

(routers operate at the network layer, forwarding by addresses such as an IP address).

" A remote bridge connects two remote LANs (bridge 1 and 2 in Figure 1.6) over

a link that is normally slow (for example, a telephone line), while a local bridge
•

connects two locally adjacent LANs together (bridge 3 in Figure 1.6). With a local

bridge, performance is an issue, but for a remote bridge, the capability to operate over a

long connecting line is often more important.
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Remote Bridge mI'T n I
8ıidge2

Remote Bricig,e

- local Bridge
Bridge 3

~~~~...._~~--.•.•..~sııııne,c I

Figure 1.6. A sample network with local and remote bridges.

1.4.3. Router

Routers are devices that are installed on the LAN much as bridges are; a router

connects to both the WAN and the LAN. The difference between a router and a bridge
" is in the way it handles the data it receives. In the bridging world, data bits on the LAN

(called packets) are passed across the WAN with minimum effort on the bridge. The
•bridge doesn't look at the packets very closely to examine the data, because it doesn't

care what the data is; it just passes the packets over to the other side of the WAN.

Routers, on the other hand, examine the data sent in the packets to see whether it needs

to go over the WAN or if it should stay in the LAN. Think of a data application, e-mail

for instance, as if it were a letter being sent over the LAN.
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1.5. What is The Internet

The Internet is the world's largest network of networks. When you want to access

the resources offered by the Internet, you do not really connect to the Internet; you

connect to a network that is eventually connected to the Internet backbone, a network of

extremely fast (and incredibly overloaded!) network components. This is an important

point: the Internet is a network of networks= not a network of hosts.

A simple network can be constructed using the same protocols and such that the

Internet uses without actually connecting it to anything else. Such a basic network is

shown in Figure 1. 7.

I I I
A 8 C

Figure 1.7. A Simple Local Area Network

I might be allowed to put one of my hosts on one of my employer's networks.

We have a number of networks, which are arı connected together on a backbone , that is

a network of our networks. Our backbone is then connected to other networks, one of

which is to an Internet Service Provider (ISP) whose backbone is connected to other

networks, one of which is the Internet backbone.

If you have a connection "to the Internet" through a local ISP, you are actually

connecting your computer to one of their networks, which is connected to another, and

so on. To use a service from my-host, such as a web server, you would tell your web

browser to connect to my host. Underlying services and protocols would send packets

(small datagrams) with your query to your ISP's net~ork, and then a neı&vork they are

connected to, and so on, until it found a path to my employer's backbone, and to the

exact network my host is on. My host would then respond appropriately, and the same

would happen in reverse: packets would traverse all of the connections until they found

their way back to your computer, and you were looking at my web page.
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