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ABSTRACT

The GSM standard was designed to be a secure mobile phone system with strong

subscriber authentication and over-the-air transmission encryption. The security model and

algorithms were developed in secrecy and were never published. Eventually some of the

algorithms and specifications have leaked out. The algorithms have been studied since and

critical errors have been found. Although the GSM standard was supposed to prevent phone

cloning and over-the-air eavesdropping, both of these are possible with little additional

work compared to the analog mobile phone systems and can be implemented through

various attacks.

Nowadays the GSM service is sufficient to every single person in this whole wide world, a

· subscriber only needs a good mobile station and a subscriber identity given by local GSM

network. Security of each subscriber, so his speech never be intercepted or no one would

clone his identity and calls in his account, was one of the biggest problems security doers

face, and especially with that huge number of subscribers. That's what I tried to present in

this project.

Subscriber Authentication in a GSM network first relies on a unique secret value (PIN)

inserted into each SIM card. Once the mobile equipment has validated the user, the network

then uses a "challenge-response" technique to authenticate the subscriber.

A 128 bit random number R is issued as a challenge to the mobile station, the MS encrypts

the challenge using the authentication algorithm (A3), and a secret key ki assigned to the

mobile. The keys and algorithms are stored on the SIM card, and in an Authentication

The 32 bit signed response SRES is compared to the results of running the stored key

through the same algorithm at the Authentication Centre. - If the SRES is equal to the

Authentications Centres result then the subscriber is authenticated. A mobile may be

"challenged" at any time to ensure authentication.
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INTRODUCTION

Securing information from unauthorized access is a major problem for any network wire

line or wireless. Security, in a broad sense, focuses on network security, system security,

information security, and physical security.The mobile telephone network is also subject to

other unwanted security breaches, which cost hundreds of million dollars a year in the

mobile phone business. Security services are needed to offer for mobile users without

possibilities to violate the general trust.

The aim of this project to provide an idea of GSM security and how can design a security

for GSM, and shows how we can choose the algorithmusing for this purpose.

The project consists of the introduction and four chapters.

Chapters 1 present the concept of cellular communicationand discuss the first- and second­

generation cellular systems used in United States and Europe. We outline the problems

associated with the second-generation-plusPCS system and provide the vision of a third­

generation system.

Chapter 2 discusses the basics of radio telephony systems, includingboth analog and digital

systems.

Chapter 3 shows an overview GSM includinghistory, system, architecture, functions, radio

interface.

Chapter 4 shows that GSM security met its design goals in a simple and elegant way, and

has provided more than adequate security for most of its users, and problems \¥İth GSM

security,possible improvement.

Finally conclusion section presents the obtained important results and gives summery about

the idea of this project.
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An Overview Of Cellular Systems

1. AN OVERVIEW OF CELLULAR SYSTEMS

1.1 Introduction

In this chapter we briefly present the concept of cellular communication and discuss the

first- and second-generation cellular systems used in United States and Europe. We

outline the problems associated with the second-generation-plus PCS system and

provide the vision of a third-generation system.

1.2 Concept Of Cellular Communication

The idea of cellular communication is simple. During the late the bell system proposed

to alleviate the problem of spectrum congestion by restructuring the coverage areas of

mobile radio systems. The traditional approach to mobile radio involved setting up a

high-power transmitter located on the top of the highest point in the coverage area. The

mobile telephone needed to have a line of sight to the base station for adequate radio

coverage. Line of sight transmissions limited to the distance to horizon (as much as 40

or 50 miles away for a high base station antenna). The result adequate coverage over a

large area, it also implied that a few available radio channels were locked up over a

large area by small number of users. In 1970 the bell system in New York City could

support just 12 simultaneous mobile conversations. The 13th caller was blocked. The

cellular concept handles the coverage problems differently. It does not use the

broadcasting method; it uses a large number of low-power transmitters designed to

serve only a small area. Thus, insted of an area like New York City being covered by a
••

single transmitter, the city was divided into the smaller coverage areas called [cells. By

reducing the total coverage of area into smaller cells, it with small cells was that not all•
mobile' calls would now be completed within a single cell. To deal with this problem,

the idea ofhandoff was used.

It is enormously expensive to build a system with thousands of cells right from the

beginning.however; larage-radius cells can evolve gracefully into small-radius cells

over a period of time using cell-splitting. When the traffic reaches a point in a particular

cell such that the existing allocations of channels in that cell can no large support a good
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grade of service, that cell is subdivided into smaller cells with lower transmitter power

to fit within the area of the former cell.

Thus the essential elements of a cellular system are:

1. Low-power transmitter and small coverage areas or cells

2. Frequency reuse

3. Handoff and central control

4. Cell splitting to increase call capacity

1.3 First-Generation Cellular System

As the United States was planning its cellular network in the 1970s, England, Japan,

Germany, and Scandinavian countries were also planning their systems. Each system

used a different frequency band and different protocols for signaling between mobile

units and its base stations. They all used analog FM (with during the 1970s the FCC

forced the TV broadcasters off the little-used UHF channels 70-84 and made the

frequencies available for two-way radio and the new cellular technology. During that

time, the Bell system and Motorola actively pursued support for a 900-MHz cellular

system using different designs for channel reuse and protocols.

In the late 1970s, the FCC mandated that a single nationwide standard must be

developed before licenses for cellular systems would be awarded. The Electronics

Industry Association (EIA) formed a cellular standards committee and standardized the

Advanced Mobile Phone System (AMP) protocol for the United States.

In 1985 the total access communication system (TACS) was introduced in the United
••

Kingdom. TACS is a close relative of North America's Nordic Mobile telephone

(NMT). The cellular approach promised virtually capacity through cell splitting. As the
•..

popularity of wireless communications escalated in the 1980, the cellular industry faced

practical limitations. For a fixed allocation of spectrum, a large increase in capacity

implies corresponding reduction in cell size .For example, the U.S AMPS design allows

for cells as small as 1,600 meters (m)(lmile). As the cells get smaller, it becomes

increasingly difficult to places base station at the locations that offer necessary radio

coverage. Also, reduction cell size demand increased signaling activity as more rapid

handoffs occur; in addition, base station as required to handle more access requests and
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registrations from the mobile stations. The problem becomes particularly difficult in

large urban areas where capacity requirements are most pressing. In addition to the

capacity bottleneck, the utility of the first generation analog systems was diminished by

proliferation in of incompatible standards in Europe. The same mobile Telephone

frequencies cannot be used in different European countries. The limitations of first­

generation analog systems provided motivations to the second- generation systems. The

principal goals of the second-generation systems were: higher capacity and hence lower

cost, and a continental system with full international roaming and handoff capabilities.

In Europe, these goals are served by new spectrum allocations and by the formulation of

a Pan-European cellular Standard GSM.

In North America, where one standard (United States, Canada, and Mexico) existed and

covered a region as large as Europe, the push for a new system was not as strong. In the

new digital systems, higher capacity is derived from applications of advanced

transmission techniques including efficient speech coding. Error correcting channels

codes, and band with-efficient modulation techniques. In Europe, the approach was to

open new- frequency bands for a pan-European system and not to have compatibility

with existing cellular systems. In the United States, the same frequency bands were

shared with new digital systems, and the standards supported dual-mode telephones that

could be used in both analog and digital systems.

1.4 Technologies for Second-Generation Cellular Systems

Standards and system designs exist for several new and competing technologies for the

second-generation cellular systems. They are:

1. Narrow-band Advanced Mobile Phone Service (N-AMPS)
•

2. Time-Division Multiple Access (TDMA) (already explained in chapter2 section

2.9.2)

3. Extended Time-Division Multiple Access (E-TDMA)

4. Spread Spectrum (SS)-Code-Division Multiple Access (CDMA)

NOT all systems have seen widespread use, and some may disappear. The following

sections provide a brief description and status of these technologies

4
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1.4.1 Narrow-Band Advanced Mobile Phones Service (N-AMPS)

Motorola developed N-AMPS by dividing an analog channel into three parts; thereby

tripling the present analog channel capacity Bandwidth per user is decreased from 30

kHz to 1 O kHz. Each new channel is capable of handling its own calls. N-AMPS act

primarily as a bridge to digital communications that allows cellular systems to increase

capacity at a low cost.

A smaller bandwidth per user in N-AMPS results in a slight degradation in speech

quality that is compensated for with the addition of an interference avoidance scheme

called Mobile Reported Interference (MRI). This capability, along with full call control

(e.g., conference call, call waiting, call transfer, handoff, and power control) is

provided using a (new) continuous 100 bits per second (bps) in- band, sub-audible,

signaling control channel. This scheme has the additional benefit of eliminating the

audio gaps typical in the AMPS blank and burst-signaling scheme. The associated

control channel can also be used for sending alphanumeric characters when not actively

managing call control. It has been typically used for features such as displaying calling

line identification numbers, as well as features similar to those provided by an

alphanumeric pager. This capability has allowed for the combining of cellular and

paging applications in a single device. N-AMPS was standardized as EIATIA, IS-88,

IS-89, and IS-90 in late 1992. In 1993, IS-88 and IS-553 (AMPS) were combined to

form a single analog standard called IS-91. N-AMPS has been implemented in both

U.S. and international markets.

Although there has been some concern about the ultimate capacity of N- AMPS, many

operators have chosen to implement N-AMPS in the identical reuse pattern as the••
original AMPS design. With trunking efficiencies excluded, this results in three times

AMPS capacity. In a typical international market, up to 90% N-AMPS penetration has

been achieved using a four-cell reuse pattern with very small (500 m) cell radii. It has

been claimed by those operators that audio quality is at least as good as the AMPS

systems they replaced. In addition, they report that overall dropped call performance is

considerably less than AMPS due to the signaling enhancements made to the N-AMPS

air interface.
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1.4.2 Extended Time-Division Multiple Access (E-TDMA)

General Motors' (GM's) effort to enter the cellular market uses E-TDMA. E-DMA uses

half rate voice coding at 4.5 KB that requires only one IS-54 time slot and thus allows six

calls per frequency. Digital Speech Interpolation (DSI) permits deleting silence on calls.

It thus reduces activity by 55-65% and allows more calls to be handled by the same

number of time slots. E-TDMA is claimed to increase capacity by 12 times that of AMPS

and 4 times that of IS-54. GM plans to include E-TDMA mobile phones in a future

automobile model. E-TDMA supporters must solve many technical problems.

Voice quality being the most important one, Furthermore, none of the cellular carriers

seem to be interested in deploying it. E-TDMA does not appear to be a serious contender

in the digital technology.

1.5 Cordless Phones and Telepoint Systems

Closely related to cellular and ciften confused with the mobility aspects of cellular and

PCS are cordless phones and Telepoint systems. Cordless phones are the low-power,

low-range phones that enable an individual to move around a house or apartment and

still place and receive phone calls. First-generation cordless telephones are stand-alone

consumer products they do not require any interoperability specifications at all. Each

cordless telephone comes with its own base station and needs to be compatible only

with that base station. The billing, security, and privacy are achieved (to a limited

degree) by preventing the phone from operating with any other base station. Because of

the popularity of cordless phones and the inability of some telephone companies to

maintain public telephones in large cities, a hybrid approach was conceived, called

"Telepoint",

In the Telepoint system, the user owns a small low-power phone (similar in size and

functionality to a cordless phone). The Telepoint phone works within 100 m of a public

base station. The phone typically cannot receive calls and can place calls only when in

range of the base station. The user would walk or drive within range of the base station

and place the call. Roaming is not supported; the user must remain within range of the

base station or the call is dropped. This concept, based on a limited frequency

6



An Overview Of Cellular Systems

allocation, was implemented as the Cordless Telephone-I (CT- 1) 900-MHz analog

system. It was implemented or proposed in 13 European and Scandinavian countries.

Different incantations of the design can serve residential (wireless local loop) or public

pay phone markets. CT-1 was intended to serve the residential market. An enhanced

version; CT -1 +, is similar to CT- 1, but has added Telepoint capabilities.CT-I uses

FDMA, in which a single channel per radio carrier frequency is employed. CT-1 carries

multiple narrowband carriers within a frequency band. Duplex operation, i.e., the

simultaneous transmission and reception of voice signals, is implemented using

separate frequencies.

Once the concept of a small low-power phone was introduced, designs were evolved to

Support wireless PBXs, cellular phones, PCS, and neighborhood wire- less local loops.

Often the system designs for second-generation cordless phones and Telepoint systems

and the designs for digital cellular systems overlap.

The culmination of research in digital technologies resulted in CT- 2, CT- 3/ DCT-900

and DECT standards for cordless telephones/Telepoint in Europe. These systems are

being offered for a variety of uses-cellular, PCS, cordless phones, Telepoint, and

wireless PBXs.

Cordless phones in the United States have either used FM in the 46/49-MHz band or

SS in the 902-928-MHz band. Telepoint systems have not seen widespread use in the

United States.

1.6 Second-Generation Cellular Systems

First-generation cellular systems were designed to satisfy the needs of business

customers and some residential customers. With the increased demand of cellular•
telephones in Europe, several manufacturers began to look for new technologies that

could overcome the problems of poor signals and battery performance. Poor signals

resulted in poor performance for the user and a high frequency of false handoffs for the

system operator. Better battery performance was needed to reduce size and cost of self

contained handheld units (handsets). Research efforts were directed toward wireless

technologies to provide high-quality, interference- free speech and decent battery

performance. The size of handset and better battery performance led to low-power

7
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designs and performance targets possible only with fully digital technologies. Digital

cellular systems based on the GSM (TDMA) standard have emerged in Europe, while

systems based on IS-54 (TDMA) and IS-95 (CDMA) are being developed in the United

States.

The following sections describe the CT 2, DCT 900/DECT/CT 3, GSM, IS-54, and IS-

95 systems and point out the main differences between them.

1.6.1 CT- 2

The handsets used in offices and homes these systems were developed for residential,

business, and Telepoint applications in the United Kingdom. The handsets used in

offices and homes were provided with a "value-added" public service from base

stations located in railway stations, airports, and shopping centers. Although business

and residential use of CT- 2 offered full incoming and outgoing call facilities,

Telepoint service was limited to outgoing calls only The United Kingdom chose

FDMA for CT -2 to meet the original goal of a simple, single-user, home mobile

telephone that avoids interference at call setup and supports multichannel multiplexing

or handoffs. FDMA/TDD meets the needs for simple single-user channelization and

simple measurement of signal power for a frequency channel from both ends of a radio

link.

With the introduction of Telepoint and Wireless Private Branch Exchange (WPBX)

applications in the United Kingdom, there was a need for a handset user to roam

between different Telepoint operators' base stations and WPBX products. Therefore,

the message protocols across the air interface needed to be well defined and common to

all users. This resulted in the Common Air Interface (CAI) concept for CT- 2. •

CT- 2 uses 4 MHz of spectrum, from 864 to 868 MHz, divided into 40-100 kHz

channels. On each channel, the base station and mobile station alternate in the

transmission of TDD data packets. The TDD rate, the rate at which base station and

mobile stations switch between "send" and "receive" is set at 500 Hz-1 ms each for

send and receive. Power from both the mobile and base stations is restricted to 1 OmW,

and the mobile station selects the channel with the lowest noise. The mobile station is

8
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frequency agile during a call if the bit error rates on the selected channel reach

unacceptable levels. Within this burst structure, there is a data rate of 72 kbs. In each

burst, 72 bits of data are available for speech, control, signaling, and base/mobile

station synchronization purposes. There is an allowance for a guard time between

bursts to allow the sender to turn off its transmitter and settle into receiver mode and

for the receiver to turn on its transmitter and settle at its center frequency. The guard

time is nominally 4 bits long. By use of the guard period, both ends of the links are sure

that the receiver is able to decode accurately the first- and later-transmitted bits in the

burst.

The CT-2 modulation technique is binary frequency shift keying. With a channel

spacing of 100 kHz, the bandwidth efficiency of CT-2 is 0.72 bps/Hz about halfof that

of GSM. The speech coder is a standard Adaptive Differential Pulse Code Modulator

(ADPCM) operating at 32 kbs.

1.6.2 DCT 900/DECT/CT 3

The application of wireless technology, particularly for a large business complex with

WPBXs that support roaming and handoffs between different cells is demanding. The

system should manage the traffic in the cells in real time as the handsets move

throughout the complex. This dramatically increases the complexity of the call

processing software over that of a standard PBX. The software must also account for

the three-dimensional enviromnent of the system with the overlap of radio waves

through different floors. Furthermore, the building environment affects the propagation

of radio waves with the reflection and absorption of radio energy dependent on the

construction materials. Ideally, a large ,building should be designed with a WPBX in

mind; in practice, real buildings will have been designed before the WPBX, and

compromises will be needed. •

The capacity needs of a large modern office building can be met only with a high

frequency reuse achieved by use of Pico-cells with an indoor cell size of less than 50

m. Low-output power enables the handsets to be small and provides a talk time that

exceeds the possibilities of other technologies. The most important requirement of the

business PBX user is that the voice quality of the call is comparable to that of existing

wired extensions.
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