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ABSTRACT 

Wireless Communication is an application of science and technology that has 

come to be vital for modem progress. From the early radio and telephone to current 

devices such as mobile phones and laptops, accessing the global network has become 

the most essential and indispensable part of our lifestyle. Wireless communication is an 

ever-developing field, and the future holds many possibilities in this area. One 

expectation for the future in this field is that, the devices can be developed to support 

communication with higher data rates and more security. Research in this area suggests 

that a dominant means of supporting such communication capabilities will be through 

the use of Wireless LANs. As the deployment of Wireless LAN increases well around 

the globe, it is increasingly important for us to understand different technologies and 

select the most appropriate one. 

This project provides a detailed study of the wireless LAN. 
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INTRODUCTION 

Wireless LANs use electromagnetic airwaves (radio and infrared) to

communicate Information from one point to another without relying on any physical

connection. The Data being transmitted is superimposed (modulated) onto the

electromagnetic airwaves and delivered to the receiving end. Multiple radio carriers can

exist in the same space at the same time without interfering with each other if the radio

waves are transmitted on different radio frequencies. The Radio signal occupies more

than a single frequency, since the frequency or bit rate of the Modulating information

adds to the carrier. To extract data, a radio receiver tunes in one Radio frequency while

ignoring all other frequencies. In a typical WLAN configuration an access point, this is

outfitted with a transceiver Device connects to the wired network at a fixed location. At

a minimum, the access point Receives, buffers and transmits data between the WLAN

and the wired network Infrastructure. A single access point can support a small group of

users and can function within a range of less than one hundred to several hundred feet.

The access point (or the Antenna attached to the access point) is usually mounted high

but may be mounted

While wireless networking has several advantages over a traditional wired LAN,

it introduces security risks that a wired LAN is not susceptible to. Without a robust

wireless security solution, organizations leave themselves vulnerable to attack through

their WLAN. Although malicious attacks are a non-controllable reality, companies can

take action to integrate a solid wireless security solution that prevents unauthorized

users from accessing confidential company information.

This project is about Wireless LANs. The project investigates The Wireless

LAN theory, the standards associated with Wireless LAN systems, the security of

Wireless LANs, and the typical applications of Wireless LANs.

Chapter 1 is an introduction to Wireless LANs. The theory and the standards of

Wireless LAN systems have been investigated in this chapter.

VI



Chapter 2 is about the technology and the implementation of the Wireless LAN

systems. The components of a typical Wireless LAN system have been described in

this chapter and examples of typical implementations are given.

Chapter 3 investigates the important issue of the security in Wireless LAN

systems. The chapter describes how security can be implemented in such a system and

recommendations have been made to secure a Wireless LAN system.

Chapter 4 is about the applications of Wireless LAN systems. A variety of

application areas are given in this chapter and it is shown that currently Wireless LAN

systems are used in most LAN based computer applications.
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Introduction to Wireless Local Area Network

Chapter 1 

Introduction to Wireless Local Area Network 

1.1 Introduction 
A wireless local area network (WLAN) is an adaptable data communications

system Implemented as an extension to or as an alternative for a wired local area

network.WLANs act as reduce the need for wired connections and makes new applications

Possible by combining data connectivity with user mobility and adding new flexibility to

Networking. Using radio frequency (RF) or infrared (IR) technology, wireless LAN

Transmit and receive data over the air, minimizing the need for wired connections.

Today, wireless LAN technology is relatively mature. A variety of applications

have been identified and addressed and technologies that enable these applications are well

understood. Chip sets (a key enabling technology) aimed at WLAN implementations and

Applications are emerging in the market. 1 Mobile WLAN users are able to access

Information and network resources from remote locations as they attend meetings,

Collaborate with other users, or move to other campus/office locations. However, the

benefits of WLANs extend beyond user mobility and productivity. With WLANs, the

network itself is movable. Temporary networks can be set-up when anywhere they are

required and dismantled just as conveniently.

WLANs have proven their ~effectiveness in vertical markets and are now

experiencing Broader applicability in a wide range of business settings, including the

health-care, retail, Manufacturing, warehousing, and academic communities. These~
industries have profited from the productivity gains of using hand-held terminals and

notebook computers to Transmit real-time information to centralized hosts for processing.

Today wireless LANs Are becoming more widely recognized as a general-purpose

connectivity alternative for a Broad range of business customers. The key marketing

challenge remains the education of potential customers in the effective use of wireless

LANs as a vehicle to enhance the Capabilities of their networks.
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Introduction to Wireless Local Area Network

1.2 What is a WLAN? 

A wireless local area network (WLAN) is two or more computers joined together

using radio frequency (RF) transmissions. This differs from a wired LAN, which uses

cabling to link together computers in a room, building, or site to form a network.

Although WLANs can be independent they are more typically an extension to a

conventional wired network. They can allow users to access and share data, applications,

internet access or other network resources in the same way as wired networks.

Currently, Wireless LAN technology is significantly slower than wired LAN.

Wireless LANs have a nominal data transfer rate of between 11 and 54 Megabits per

second (Mbps) compared to most wired LANs in schools which operate at lOOMbps.

Newly installed wired networks can now operate at up to 1,000Mbps (1Gb).

Wireless LANs are typically used with w'ireless enabled mobile devices such as

notebook computers, PDAs and Tablet PCs. This allows users to take advantage of the

flexibility, convenience and portability that WLANs can provide.

There are several wireless technologies in existence, but most wireless LANs use wireless

Ethernet technologies based on IEEE 802.11 standards (see: Current Standards).

The term Wi-Fi (Wireless Fidelity) is often used to refer to 802.11 wireless

networks. It comes from the testing and certification programmer run by the Wi-Fi Alliance

(see below) to ensure wireless products from different manufacturers -cornply with

standards and are interoperable.
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1.3 WHY A WIRELESS LAN? 
By using radio frequencies instead of conventional wires, WLANs enable

organizations to realize flexibility and real-time access to information for people who need

to be connected. The ease and speed of connecting and disconnecting wireless devices

gives organizations a reliable, scalable and easy-to-integrate tool to increase productivity

and save money. In today's ever-changing workplace, a Wireless LAN combines the power

of freedom and information so people can access the resources of corporate information,

the Internet and e-mail wherever and whenever they need it.

1.4 How WLANs Work? 
Wireless LANs use electromagnetic airwaves (radio and infrared) to communicate

Information from one point to another without relying on any physical connection. The

Data being transmitted is superimposed (modulated) onto the electromagnetic airwaves

And delivered to the receiving end. Multiple radio carriers can exist in the same space at

the same time without interfering with each other if the radio waves are transmitted on

different radio frequencies. The Radio signal occupies more than a single frequency, since

the frequency or bit rate of the Modulating information adds to the carrier. To extract data,

a radio receiver tunes in one Radio frequency while ignoring all other frequencies. In a

typical WLAN configuration an access point, this is outfitted with a transceiver Device

connects to the wired network at a fixed location. At a minimum, the access point Receives,

buffers and transmits data between the WLAN and the wired network Infrastructure. A

single access point can support a small group of users and can function within a range of~
less than one hundred to several hundred feet. The access point (or the Antenna attached to

the access point) is usually mounted high but may be mounted
•

Essentially anywhere that is practical as long as the desired radio coverage is

obtained.4End users access the WLAN through wireless-LAN adapters. Adapters can be

fitted out as PC cards in notebook computers, ISA or PCI cards in desktop computers, or

integrated into hand-held computers. WLAN adapters provide an interface between the

clients Network operating system (NOS) and the airwaves (via an antenna).
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1.5 Using of WLANs 

Wireless LANs frequently augment rather than replace wired LAN networks often

when a wired network and the mobile user. Mobile user. The following list describes some

of the many applications made possible through the power and flexibility of wireless

LANs:

• In business: WLANs are increasingly being installed by business to provide

flexible access, or for specific tasks such as stock taking in warehouses.

• In the wider community: Wireless networks can be used for public access to the

Internet. Commercially available public access wireless networks are more

commonly known as 'hotspots' and there are now thousands of these throughout the

UK; located at railway stations, airports, hotels, in certain public libraries, in cafes

and eating establishments, and at underground stations in London.

• On transport: Several airlines have in-flight WLAN availability.

Wireless access is available on certain trains in many countries of the World. In the

UK, several train operators have started on board wireless services

1.6 Advantages OF Wireless LANs: 

With wireless LANs, users can access shared information without looking for a

place to plug in, and network managers can set up or augment networks without installing

or moving wires. Wireless LANs offer the following advantages:
~

• Mobility: Wireless LAN systems can provide users access to real-time information..•
anywhere within the organization. This extra mobility supports productivity and

service opportunities not possible with wired networks.

• Flexibility & Scalability: Deploying a wireless network eliminates the need to pull

wires or cables through walls and ceilings. Wireless LAN gives organizations the

flexibility to move people from office to office, re-organize departments or even
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Introduction to Wireless Local Area Network

entire campuses almost effortlessly. Once Wireless LAN base units are located

strategically throughout building, users simply insert an adapter card into their

computer and are free to move about.

• Cost Savings: With the simple and flexible architecture of WLAN, organizations

can save network management costs related to adds, moves and changes,

guaranteeing a short term return on investment.

• Installation Speed and Simplicity: Installing a wireless LAN system can be fast

and easy and can eliminate the need to pull cable through walls and ceilings.

1.7 Disadvantages OF Wireless LANs:

• Less secure than wired LANs: Wireless introduces some additional security

problems beyond those associated with a wired network (which a wireless LAN

shares). Considerable effort has gone into providing security to meet these

problems, and a more detailed discussion is provided below. Some of the key issues

are highlighted here. The signal from a wireless LAN will pass through walls,

which means hackers do not even need to be inside the premises to access the LAN.

If they can make use of the wireless LAN they are on the college or university

network. Once inside, hackers can monitor the traffic on the network and so acquire

user names and passwords. These are normally encrypted, but there are some doubts

about the effectiveness of encryption.

• Standards are still evolving: The standards for-wireless LANs arestill evolving

and not always compatible with one another. A number of different standards are

used or defined by organizations which sometimes communicate only with

themselves. Europe has been working on some standards for use in the EU, while

the IEEE, based in the US, has been defining worldwide standards.
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• Management of the network is more complex: There are a number of issues

associated with managing wireless networks which add to the complexity of

network management in a mixed wireless and wired LAN environment. These

include the need to manage the wireless LAN as a single subnet if roaming is to

work,

• Cost of network cards: While cards for wired Ethernet start at around £10,

wireless cards start at around £60. Although they will become cheaper, they will

never be as cheap as wired LAN cards because they are inherently more complex.

How the wireless part of the LAN relates to the rest of the network and managing

security. With modern wireless LANs management is for the most part undertaken

centrally. However, some changes need to be made at the access points themselves.

• Network performances degrades with additional users: If many users are

connected to the LAN via the same access point, the performance of the LAN can

degrade quite rapidly by comparison with wired Ethernet systems. This is because

the available bandwidth is shared between all the users, and because of the nature of

the communications protocols needed to support wireless working. The overheads

associated with setting up each message are much larger for wireless LAN than for

a wired LAN, and the protocols enforce waiting times (of microseconds) at certain

points. The decline in network performance is particularly great when two PCs are

hidden from each other (for instance at opposite sides of the cell) but both are trying
•to communicate with the access point at the same time, so corrupting each other's

messages.
••

• Multi-path fading: can be caused by signals bouncing off walls and other surfaces.

As the signal is transmitted to the receiver a reflection of the signal may take

slightly longer to arrive and will interfere with the original transmission; it may

even arrive out of phase and cancel out the signal all together. Antenna diversity

attempts to solve this problem, it involves having two antennas built into the
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hardware, and allows the system to determine which signal is stronger and therefore

the correct signal.

1.8 Components OF Wireless LANs:
802.11 defines two pieces of equipment, a wireless station, which is usually a PC

equipped with a wireless network interface card (NIC), and an access point (AP), which

acts as a bridge between the wireless and wired networks. An access point usually consists

of a radio, a wired network interface (e.g., 802.3), and bridging software conforming to the

802.1 ld bridging standard. The access point acts as the base station for the wireless

network, aggregating access for multiple wireless stations onto the wired network. Wireless

end stations can be 802.11 PC Card, PCI, or ISA NICs, or embedded solutions in non-PC

clients (such as an 802.11-based telephone handset).

An 802.11 WLAN is based on a cellular architecture. Eaeh cell (BSS) is connected

to the base station or AP. All APs are connected to a Distribution System (DS) which is

similar to a backbone, usually Ethernet or wireless. All mentioned components appear as an

802 system for the upper layers of OSI and are known as the ESS.

The 802.11 standard does not constrain the composition of the distribution system;

therefore, it may be 802 compliant or non-standard. If data frames need transmission to

and from a non-IEEE 802.11 LAN, then these frames, as defined by the 802.11 standard,

enter and exit through a logical point called a Portal. The portal provides logical integration

between existing wired LANs and 802.11 LANs. When the distribution system is

constructed with 802-type components, such as 802.3 (Ethernet) or 802.5 (Token Ring),

then the portal and the access point are the same, acting as a translation bridge.

The 802.11 standard defines the distribution system as an element that interconnects

BSSs within the ESS via access points. The distribution system supports the 802.11

mobility types by providing logical services necessary to handle address-to-destination

mapping and seamless integration of multiple BSSs. An access point is an addressable

station, providing an interface to the distribution system for stations located within

various BSSs. The independent BSS and ESS networks are transparent to the LLC Layer
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1.9 Topology of Wireless LANs: 
In a typical Wireless LAN configuration, a transmitter/receiver (transceiver)

device, called an Access-Point (APs), connects to the wired network. This Access-Point is

the actual interface between the wireless users and the wired backbone, receiving, buffering

and transmitting data between the Wireless LAN and the wired network infrastructure. A

single Access-Point can support a small group of users and can function within a range of

up to one hundred meters.

End users access the Wireless LAN through wireless-LAN adapters, which are

implemented as PC cards in notebook or palmtop computers (Wireless NIC cards), as

PCI/ISA cards in desktop computers, or integrated within hand-held computers and laptops.

Figurel.1: WLAN topology
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1.10 Types of Wireless LANs: 

1.10.1 An ad-hoc or peer-to-peer wireless network: 

Ad-hoc network consists of a number of computers each equipped with a

wireless networking interface card. Each computer can communicate directly with all of

the other wireless enabled computers. They can share files and printers this way, but

may not be able to access wired LAN resources, unless one of the computers acts as a

bridge to the wired LAN using special software. (This is called "bridging")

Ad-hoc networks are the simplest form of wireless network created by two or

more wireless enabled computers communicating with each other directly. These types

of WLANs are useful for creating small dynamic networks. However, these ad-hoc

networks have similar limitations as wired peer to peer networks and are only really

suitable for occasional, small networks of a few computers. Ad-hoc networks cannot

provide the same security as properly implemented infrastructure mode networks

Figure 1.2: Ad-Hoc or Peer-to Peer Networking.

1.10.2 Infrastructure wireless network: 

Can also use an access point (APs), or base station. In this type of network the

access point (APs) acts like a hub, providing connectivity for the wireless computers. It

can connect (or "bridge") the wireless LAN to a wired LAN, allowing wireless

computer access to LAN resources, such as file servers or existing Internet

Connectivity.
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