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ABSTRACT 

In this study, a system of Remote Process Control (REPCO) via telephone line with

modem, network or internet is introduced. Minimum requirements to use this system are

two computers: a server and a client connected through modem.

In this environment, the role of the server is to control the process via some sort of

controller device. On the other hand, the client is to convey the control related commands

and messages of the user to the server. Therefore, as long as there is a modem or network

connection, the client can be anywhere.

In our research, we have used a Programmable Logic Controller (PLC) to transmit the

equipment's data to the server computer and control the equipments by executing the

commands received. In our approach, the server will process the incoming equipment

related data and will send them, along with the associated screen snapshots, to the client.

Server will also transmit the user and/or client-originated commands to the PLC. The

fundamental idea of getting data and screen snapshots from the server and responding by

sending the required commands will allow user/client to obtain the control authorization for

monitoring the process remotely. Although the scope of this experiment contains a small

infrastructure composed of one process, one server, and one client, the proposed method

can easily be adapted to systems in different domains.
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INTRODUCTION

The rapid developments in electronics have unstoppably revolutionized the Internet

technology in recent years and have become a part ofdaily life, bringing in everything from

Pampers to programmable logic devices. The rising usage of Internet has been

complemented with developments in communication technology.

Fig.1 Siemens S7 CPU212 PLC.

Moreover,Networking technologies start to invade the home to carryphone signals and TV

programs, link computers and peripherals, and tap into the Internet (Data-Ray, 1999aand

Dutta-Ray,1999b).Theserapid developments show that Internet based systems have had a
huge role in home and business solutions nowadays and will have more in future.

Therefore, many software developers-have been forced to find ways of developing systems

more quickly than ever before.

Internet technology allows companies to overcome many of the physical constraints that

often prevent them from doing business in distant markets, which means that an a

commerce market is fundamentally global (Choi and Whinston, 1999).Communication
Systems for Next-Generation Remote Education Using Asymmetrical Satellite and

Terrestrial Networks (Yoshida et al., 1999) are a few examples of applications on Internet.

Besides, in a recent study, a number of researchers (Mccalley et al., 1998)explained that
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Internet technology provides a way to power engineering educators globally to combine

their efforts in increasing course development resources.

For years research has focused on ways to allow remote access via standard

communication. With the growth of Internet, one finds more and more devices such as

coffee machines, telescopes, manipulators, and mobile robots connected to it. Open Access

to a Mobile Robot on the Internet and Mobile Robots in Public Places are examples of

remote control (Saucy and Mondana, 2000).A Feasibility Study for Internet Robots shows

that controlling over Internet is becoming widespread.

The issue ofprocess control has been effectively instrumental in raising the productivity in

industrial automation for years. Remote control ofprocesses is new era and only supported

by a few companies, which are the giants of automation industry. Our proposal is also

related to the control ofindustrial process with the exception ofInternet.The idea proposed

here comes with industrial automation for accessibility and controllability from anywhere.

The goal of this study is to discuss the details of the system that can control an industrial

process over the Internet or modems with telephone lines. The remote processing has a

bright future, especially in the companies with many branches where electronically

controlled machines are deployed as a part of the workforce. While a computer connected

to the automation devices can control and take data fromprocesses at a production unit, the

operator can process the data according to the rules and regulations and then issues

commands necessary to control the sysıem.
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Table 1 Characteristic differences in remote processing.

Technical Approach: For simulation purposes, Siemens S7 PLC process controller, shown

in Figure 1, is used to control the processes of the equipments, and to bi-directionally

communicate with the server. Additional tools are also developed to maintain the process

control dialog between the server and the client.

Although some features ofour method are similar to the methods available commercially in

the industıy, connecting to more than one process without using a web server is the unique

feature of our approach. In other words, as far as monitoring and local control are

concerned, the architecture ofour work can be compared with the following softwaretools:

WinCC from Siemens (Simens). For the remote control, the comparable software is

PcANYWHEREfrom Symantec (Symatec).

Also our proposed monitoring and local control section will display a behavior similar to

those mentioned above, the substantial difference will be in the remote control section as

shown in Table 1. Therefore, we believe that the proposed work is an economic and useful

solution for large and distributed companies, and workshops, which have to work together,

even for institutions having health-critical or hazardous jobs.
The Architecture: A computer connected to the automation devices can control and get

data from processes at a production unit. In the REPCO environment introduced this
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process is done using PLC connection to a server, which can be controlled via telephone

line or internet by a user who is fur away fromunit, as shown in Figure 2.

The REPCO environment can be technically decomposed into three parts:

I. Process

IL ServerProgram

III. Client Program.

The high level functional flow ofthe system is shown in Figure 3. The server softwarepart

is designed to handle three jobs. First it establishes a communication path with PLC.
Second, the server maintains a smooth operation and records process related data.Lastly, it

communicates with the client to obtain the process data and the server screen, according to

which user commands are fed to the server. The communication between server and Client

is handled through the use ofWindows Socket, which supports TCP/IP.Note: Since HTTP

and HTTPS1 protocols support only the connectionless communication, HTTP and related

protocols are not considered at this stage.

~
Network

Serial port
Or

İnternet

Fig. 2 User process connections.
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1. INTRODUCING THE PLC 

1.1 What is PLC ?
A PLC (programmable logic controller) is a small industrial computer which originally

replaced the necessary sequential relay circuits for machine control. The PLC works by

looking at its inputs and depending upon their state, turning on/off its outputs. It contained

a program which executed a loop, scanning the inputs and taking actions based on these

inputs. The user enters a program, usually via software,that gives the desired results.

PLCs are used in many "real world" applications. If there is industry present, chances are

good that there is a PLC present. If you are involved in machining, packaging, material

handling, automated assembly or countless other industries you are probably already using

them. If you are not, you are wasting money and time. Almost any application that needs

some type ofelectrical control has a need for a PLC.

A PLC, basically consists of two elements:

I. the central processing unit

IL the input/output system

I. The Central Processing Unit
The central processing unit (CPU) is the part of a programmable controller that

retrieves, decodes, stores, and processes information. It also executes the control

program stored in the PLC;.s memory. In essence, the CPU is the "brains" of a

programmable controller. It functions much the same way the CPU of a regular

computer does, except that it uses special instructions and coding to perform its

functions.

The CPU has three parts:

I. the processor

II. the memory system

III. the power supply

1



The processor is the section of the CPU that codes, decodes, and computes data The

memoıy system is the section of the CPU that stores both the control program and data

from the equipment connected to the PLC. The power supply is the section that provides

the PLC with the voltage and current it needs to operate.

II. The Input/Output System

The input/output (J/0) system is the section of a PLC to which all of the field

devices are connected. If the CPU can be thought of as the brains of a PLC, then the

1/0 system can be thought of as the arms and legs. The I/O system is what actually

physically carries out the control commands from the program stored in the PLC's

memoıy.

The I/O system consists of two main parts:

I. the rack

II. 1/0 modules

The rack is an enclosure with slots in it that is connected to the CPU. 1/0 modules are

devices with connection terminals to which the field devices are wired. Together, the rack

and the 1/0 modules form the interface between the field devices and the PLC. When set up

properly, Each 1/0 module is both securely wired to its corresponding field devices and

securely installed in a slot in the rack. This creates the physical connection between the

field equipment and the PLC. In some small PLC's, the rack and the 1/0 modules come

prepackaged as one unit

1.2. Inputs And Outputs 
All ofthe field devices connected to a PLC can be classified in one oftwo categories:

•
· J. inputs

II. outputs

Inputs are devices that supply a signal/data to a PLC. Typical examples ofinputs are push

buttons, switches, and measurement de-vices. Basically an input device tells the PLC,
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"Hey, something's happening out here ... you need to check this out to see how it affects the

control program.

Outputs are devices that await a signal/data from the PLC to perform their control

functions. Lights, horns, motors, and valves are all good examples of output devices. These

devices stay put, minding their own business, until the PLC says, "You need to tum on

now" or "You'd better open up your valve a little more," etc.

There are two basic types ofinput and output devices:

I. discrete

II. analog

Discrete devices are inputs and outputs that have only two states: on and off. As a result,

they send/receive simple signals to from a PLC. These signals consist of only 1 'sand O's.

A 1 means that the device is on and a O means that the device is off.

Analog devices are inputs and outputs that can have an infinite number of states. These

devices can not only be on and off, but they can also be barely on, almost totally on, not

quite off, etc. These devices send receive complex signals to from a PLC. Their

communications consist of a variety of signals, not just l's and O's. Because different input

and output devices send different kinds of signals, they sometimes have a hard time

communicating with the PLC. While PLC's are powerful devices, they can't always speak

the "language" of every device connected to them. That's where the I/O modules we talked

about earlier come in. The modules act as "translators" between the field devices and the

PLC. They ensure that the PLC and the field devices all get the information they need in a.. '

language that they can understand.

1.3. Control Programs 
We talked a little bit earlier about the control program. The control program is a software

program in the PLC's memory. It's what puts the control in a programmable controller. The

user or the system designer is usually the one who develops the control program. The
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control program is made up of things called instnıctions.1nstnıctions are, in essence, little

computer codes that make the inputs and outputs do what you want in order to get the result

you need. There are all different kinds of instructions and they can make a PLC do just

about anything (add and subtract data, time and count events, compare information, etc.).

All you have to do is program the instructions in the proper order and make sure that they

are telling the right devices what to do and voila! ... you have a PLC-controlled system. And

remember, changing the system is a snap. If you want the system to act differently, just

change the instructions in the control program. Different PLC's offer different kinds of

instructions. That's part of what makes each type of PLC unique.

However, all PLCs use two basic types of instructions:

I. contacts

II. coils

"

Contacts are instructions that refer to the input conditions to the control program-thatis, to

the information supplied by the input field devices. Each contact in the control program

monitors a certain field device. The contact waits for the input to do something in particular

(e.g., turn on, turn off, etc. this all depends on what type of contact it is). Then, the contact

tells the PLC's control program, "The input device just did what it's supposed to do. You'd

better check to see if this is supposed to affect any ofthe output devices."

Coils are instructions that refer to the outputs of the control program that is, to what each

particular output device is supposed to do in the system. Like a contact, each coil also
"'monitors a certain field device. However, unlike a contact, which monitors the field device

and then tells the PLC what to do, a coil monitors the PLC control program and then tells. ~
the field device what to do. It tells the output device, "Hey, the PLC just told me that the

switch turned on. That means that you're supposed to turn on now. So let's go!" In PLC

talk, this three-step process ofmonitoring the inputs, executing the PLC control program,

and changing the status ofthe

1.4. How PLC Work? 
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PLC works by continually scanning a program. We can think of this scan cycle as

consisting of 3 important steps. There are typically more than 3 but we can focus on the

important parts and not worry about the others. Typically the others are checking the

system and updating the current internal counter and timer values.

CHECKINPUT STATUS

EXECUTEPROGRAM

UPDATE OUTPUT STATUS

Step 1-CHECKINPUT STATUS-First the PLC takes a look at each input to determine if it

is on or off. In other words, is the sensor connected to the first input on? How about the

second input? How about the third... It records this data into its memoryto be used during

the next step.

Step 2-EXECUTE PROGRAM-Nextthe PLC executes your program one instruction at a

time. Maybe your program said that ifthe first input was on then it should turn on the first

output. Since it already knows which inputs are on/off fromthe previous step it will be able
to decide whether the first output should be turned on based on the state ofthe first input. It

will store the execution results for use later during the next step.

Step 3-UPDATE OUTPUT STATUS-Finallythe PLC updates the status ofthe outputs. It
•

updates the outputs based on which inputs were on during the first step and the results of

executing your program during the second step.
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1.5. WHY USE PLCS?
The software advantage provided by programmable controllers is tremendous. In fact, it is

one ofthe most important features ofPLCs. Softwaremakes changes in the control system

easy and cheap. Ifyou want a device in a PLC system to behave differentlyor to control a

differentprocess element, all you have to do is change the control program. In a traditional

system,making this type of change would involve physically changing the wiring between

the devices, a costly and time-consuming endeavor. In addition to the programming
flexibilitywe just mentioned, PLCs offer other advantages over traditional control systems.

These advantages include:

- high reliability
- small space requirements

- computing capabilities

- reduced costs
- ability to withstand harsh environments

- expandability

1.6. Capabilities of the S7-212 CPUs
The S7-200 family includes a wide variety of CPUs. This variety provides a range of

features to aid in designing a cost-effective automation solution. Table 2 provides a

summaryofthe major features ofeach S7-200 CPU.
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Table2
CPU 212 DC power supply, DC inputs, DC outputs
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