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ABSTRACT

Computer security has become one of the most important topics in everyday internet use.
There are many domestic, industrial, and military applications where it may be necessary to
hide information while working on the internet. The aim of the research in this thesis is to
establish a connection between the client and the server machines in such a way that the
identity of the client shall not be revealed to the server. This is accomplished by making use of
the TOR software at the client side. The real aim in this thesis is to investigate and compare
the time which is needed to arrive the data from a source to a destination by using TOR
software package. The investigation is carried out both with and without using the TOR
software. The TOR software establishes a connection which ensures that the communication
channel is established to the server through a network of relays, so that the actual client IP
address will be hidden and the connection will be anonymous. The results indicated that
sending data by TOR requires more time than sending the data without using TOR. Although
TOR gives high security and hides the details of the sender it slows down the data

transmission.
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OZET

Bilgisayar giivenligi giinliik internet kullanimizda en 6nemli konulardan biri haline gelmistir.
Evimizde, endiistride ve askeri uygulamalarda internetde ¢alisirken bilgi saklama ihtiyacini
duydugumuz bir¢ok konular bulunmaktadir. Bu tezin amact client ve server bilgisayarlar
arasinda veri alig verisi olurken verinin nerden geldigini saklamaktir. Bu amagla TOR yazilim
programi kullanilmistir. Tezde TOR kullanarak ve TOR kullanmayarak iki bilgisayar arasinda
veri alig verisi yapilmis ve IP adresinin gizlendigi gézlemlenmistir. Ayrica bilgi alis verisinde
zamanlama tizerine istatiksel veriler toplanmistir. Tezde varilan neticeye goére TOR veriyi

saklamaktadir fakat buna karsilik veri alig veris hizin1 diiitirmektedir.
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