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ABSTRACT 

Day by day the number of the students who are using Internet is increasing, and this affects the 

student negatively. Hence this research is aimed to investigate the self-efficacy and personal 

computer user's perception towards Computer and Internet security amongst University 

Students in North part of Iraq. Research based model and questionnaire was used in the study 

where data are collected randomly from 709 students, and the volunteered have been chosen 

from Faculties of Arts and Engineering in Soran University, Salahaddin University and 

University of Sulaimani during 2014-2015 Spring semester. The dependent variables in the 

study are Social Networking Sites (SNS), Malicious Software (MS), Web Security & Social 

Engineering (WSS), and Computer Security (CS). SPSS was used to analyze the data; one 

way ANOV A and independent t-test were used to compare variables. After statistical analysis 

of collected data the results improved that most of the students 3 7 .9% spend about 4-5 hours 

daily, 42.3% use the Internet for social media purposes and 85% of the students do have 

antivirus on their computer. It was also found that there are significant differences in the 

overall to security awareness system between the demographic information such as gender, 

age and faculty. 

Keywords: Computer security; Internet security; malicious software; social network sites; 
student perceptions 
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OZET 

Gun gectikce Internet kullanan ogrencilerin sayrsi artiyor ve bu da olumsuz ogrenciyi 

etkilemektedir. Dolayisiyla bu arastirma Irak'm kuzey kesiminde Universite Ogrencileri 

arasmda oz yeterliligi ve Bilgisayar dogru kisisel bilgisayar kullarucismm algi ve internet 

guvenligi arastmlmasi amaclanmistir. Arastirma temelli bir model ve anket verileri rastgele 

oldugunu ve gonulluluk ilkesi sirasmda Irak'm kuzey kesiminde Sanat ve Muhendislik 

Fakiiltesi Slileymaniye'deki arasmda Soran Universitesi Selahaddin Universitesi ve University 

secildi 709 ogrenciden toplanan cahsmada kullamlan 2014-2015 Bahar donemi. Cahsmada 

bagimh degiskenler Sosyal Ag Siteleri (SNS), Kotu Arnach Yazihmlan (MS), Web Guvenlik 

& Sosyal Mlihendislik (WSS) ve Bilgisayar Guvenligi (CS) bulunmaktadir, SPSS verileri 

analiz etmek icin kullamhr; tek yonlu ANOV A ve bagimsiz t-testi degiskenlerin 

karsilastmlmasmda kullaruldi. Toplanan verilerin istatistiksel analizi sonrasmda sonuclan 

ogrencilerin% 37.9 cogu yaklasik 4-5 saat, gunluk ve% 42.3 harcamak sosyal medya amach 

Internet kullarurm ve ogrencilerin% 85'i kendi bilgisayarmda antivirus var oldugunu duzeldi. 

Aym zamanda cinsiyet, yas ve ogretim gibi demografik bilgiler arasmda guvenlik bilinci 
' 

sistemine gene! olarak onemli farkhhklar oldugu tespit edilmistir. 

Anahtar Kelimeler: Bilgisayar guvenligi; Internet guvenligi; Kotu amach yazihm; Sosyal ag 

siteleri; Ogrenci algilan 
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CHAPTERl 

INTRODUCTION 

It is important to protect information within computer systems because most organization 

solely depends on computer systems for the collection, processing and information storage 

(Ng and Rahim, 2010). A PC security episode is characterized as a security-related 

unfriendly occasion in which there is lost data privacy, interruption of data or framework 

uprightness, disturbance or disavowal of framework accessibility, or infringement of any 

PC security strategies. As per the 2007 yearly review directed by the Computer Security 

Institute, 46% of respondents demonstrated that their association encountered a security 

episode inside of the most recent 12 months. Of these, a noteworthy number (52%) of the 

assaults are infection related. It is thusly imperative for associations and representatives to 

know about and ensure themselves against security dangers and cybercrime. Nations 

around the globe have made laws ( e.g., Computer Misuse Act in Britain and Singapore) 

and set up national offices (e.g., the Computer Analysis Response Team in the US) to 

battle PC security dangers. Different advances are connected at the national level for this 

reason, for example, a PC reconnaissance framework created by the FBI. Further, 

hierarchical measures are vital in this battle. Associations need to create and execute a 

multidimensional way to deal with protection their data resources. Among the 

methodologies, innovative measures, for example, firewalls for border safeguard are basic 

in associations. Such arrangements are fundamental however not adequate for security 

(Boon- Yuen and Azree, 2010). 

The issues of PC security can, to a sure degree, be alleviated by innovation based 

arrangements, for example, cryptography and verification components. On the other hand, 

PC security is not only a specialized issue. The achievement of security likewise relies on 

upon the viable conduct of clients. The human element has over and again been said to be 

the weakest join in PC security. It is hence important to consider the socio-behavioral 

viewpoint and investigate the components that impact a client's expectation to practice 

home PC security. A more extensive vision that addresses social gatherings and conduct is 

required. The catalyst for our study is the way that next to no has been done to examine the 

behavioral parts of home PC clients, as for PC security (Hsiao et al., 2012). This is on 



account of achievement of PC security relies on upon the viable conduct of clients. 

orkers in an association assume a vital part in the aversion and location of security 

episodes. While framework chairmen are in charge of designing firewalls and servers in a 

safe way, clients are in charge of rehearsing security countermeasures, for example, 

picking and ensuring proper passwords. In this way, for powerful security, clients need to 

settle on a cognizant choice to follow the association's security approaches and embrace 

PC security conduct. To this end, associations have been actualizing security preparing and 

mindfulness projects to teach clients (Ng and Rahim, 2010). While numerous specialist 

rules are accessible, there is an absence of observational studies concerning the 

configuration and viability of security mindfulness programs. A successful mindfulness 

system ought to impact a client's demeanor and conduct to be more security-cognizant. 

Accordingly, it is basic to comprehend what will impact a client's security conduct so that 

fitting mindfulness projects can be outlined. Notwithstanding, there is little hypothetically 

grounded observational data frameworks research on the conduct of people in rehearsing 

secure figuring. 

As indicated by Carruth and Ginsberg (2014) self-efficacy recognitions about one's PC use, 

Internet and SNS abilities may be another variable identified with individual contrasts in 

desires of individual control of PC security. Bandura (1997) characterized self-efficacy as 

people groups' convictions about their abilities to create assigned levels of execution that 

practice impact over occasions that influence their lives. Convictions about self-efficacy 

decide how individuals feel, think, inspire themselves and carry on. Disappointment is 

owing to an absence of exertion or learning of aptitudes. Testing undertakings are met with 

certainty. Interestingly, individuals with a powerless feeling of self-efficacy perspective 

difficulties as dangers that ought to be maintained a strategic distance from. On the off 

chance that they are confronted with troublesome errands, they concentrate on their 

inadequacies and potential unfriendly impacts as opposed to the assignment, which makes 

them waver and surrender rapidly (Carruth and Ginsberg, 2014). Singular contrasts in 

convictions about self-efficacy can be created by four wellsprings of impact: dominance 

encounters, vicarious encounters, social influence, and enthusiastic states. The best 

approach to pick up a feeling of self-efficacy is by authority experience. Achievement 

reinforces a man's self-efficacy, while disappointment undermines it. A genuine feeling of 
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self-efficacy is obtained when one overcomes deterrents with diligence and flexibility, and 

can achieve their objective. Vicarious encounters are another method for fortifying one's 

self-efficacy. Using so as to watch individuals that are like you succeed diligent work and 

devotion raises one's conviction of being fit for mastering comparable strategies. Social 

influence can likewise be a compelling method for raising a man's self-efficacy. On the off 

chance that they are verbally empowered and convinced that they can succeed, it is more 

probable that they will advance more exertion and maintain that push to succeed. 

Individuals' passionate states likewise affect their capacity to succeed. They may liken 

stretch or weakness with indications of disappointment or defenselessness. Individuals' 

state of mind, whether constructive or pessimistic, can likewise affect a man's self-efficacy. 

These elements can assume a key part in the improvement of a man's self-efficacy (Carruth 

and Ginsberg, 2014). Past examination on PC self-efficacy demonstrated that PC 

experience had a huge positive relationship on PC self-efficacy convictions (Hsiao et al., 

2012). PC self-efficacy alludes to individual self-efficacy about utilizing PCs, and has been 

recognized as a noteworthy determinant of PC related capacity and use in hierarchical 

settings (Madhavan and Phillips, 2010). Be that as it may, a few past studies have analyzed 

variables influencing PC self-efficacy convictions (Madhavan and Phillips, 2010; Hsiao et 

al., 2012; Carruth and Ginsberg, 2014). PC self-efficacy may decide the accomplishment 

of PC learning. At the end of the day, the social intellectual hypothesis gives a strong 

hypothetical establishment to the idea of PC self-efficacy. In different studies, PC self 

efficacy has a noteworthy positive association with improved higher execution, and 

expanded PC utilization (Hsiao et al., 2012). Sam et al. (2005) has recommended that self 

efficacy may be a vital variable identified with the obtaining of figuring aptitudes. PC self 

efficacy is a particular sort of self-efficacy. Particular self-efficacy is characterized as 

confidence in one's capacity to prepare the inspiration, intellectual assets, and strategies 

expected to meet given situational requests. Along these lines, PC self-efficacy is a 

conviction of one's capacity to utilize the PC and members with little trust in their capacity 

to utilize PCs may perform all the more ineffectively on PC based errands. Then again, 

past PC experience may persuade PC applications courses are simple (Sam et al., 2005). 

PC Self-Efficacy has been appeared to affect classroom execution accordingly the 

precursors to Computer Self-Efficacy (CSE) may give an instrument that can be utilized to 

impact it. Various predecessors and consequents of PC self-efficacy have been examined. 
3 



Hauser et al. (2012) bunch these forerunners into classifications, for example, social 

impact ( consolation, administration bolster), demographic variables ( experience, age, sex, 

earlier execution), and convictions (self-originations of capacity, nervousness). So also, 

results are assembled into results ( execution, fulfillment, learning), convictions (influence, 

nervousness, result desires), and practices (use, early appropriation). Regularly Computer 

Self-Efficacy is utilized as a part of the general feeling of utilizing a PC to achieve a huge 

number of undertakings. A typical measure for the reliant variable is essentially PC use or 

the recurrence of utilizing a PC. PC Self-Efficacy was initially conceptualized in the 

connection of general assignment execution utilizing a PC. PC Self-Efficacy has 

additionally been incorporated into late studies in connection to application-particular 

assignments (Hauser et al., 2012). General Computer Self-Efficacy alludes to a conviction 

that the subject can perform well over an assortment of PC assignments. Particular 

Computer Self-Efficacy alludes to the conviction that the subject can perform well utilizing 

a specific innovation, for example, programming, database advancement, and so on. Be 

that as it may, where the subject's involvement with a PC is not to a great degree high, just 

like the case with a considerable lot of the subjects in this study, particular Computer Self 

Efficacy clarifies more change concerning anticipating execution of the assignment than 

general Computer Self-Efficacy (Hauser et al., 2012). 

1.1 The Problem 

PC client is frequently said to be the weakest join in PC security. Security and protection 

dangers, for example, Web cookies and phishing require some type of client complicity or 

passive consent. Sufficient security does not accompany the buy of the PC but rather 

requires extra programming watchful settings inside of utilizations, suitable decisions of 

passwords, standard overhauling of patches, and so forth. Additionally, as applications are 

turning out to be all the more fascinating/helpful and organizations are moving far from 

paper, home PC clients are performing more delicate undertakings online and putting away 

more private information on their PCs. Episodic proof, overviews, and studies figure out 

that home PC clients frequently don't sufficiently comprehend the dangers, or have room 

schedule-wise, longing and information to have the capacity to handle them. As substantial 

episodes of worms and infections have appeared, even frameworks managers are not 
4 



sufficiently industrious in applying patches to enhance security (Kin and Bauer, 2010). 

From the various literatures surveyed it was found out there are little or no work has been 

done on students' perception on Internet and computer security in North part of Iraq. So 

this study is the breach the gap in this area ofresearch in the country. 

1.2 The Significance of the Study 

College understudies are overwhelming clients of the Internet contrasted with the overall 

public, and they assume a pivotal part in securing the Internet, and assurance of PCs is left 

to the activity of the clients (Ayub et al., 2014). The harm because of PC security 

occurrences is persuading understudies to receive defensive components. While innovative 

controls are vital, PC security likewise relies on upon singular's security conduct. It is 

along these lines critical to explore what impacts understudies to practice PC security 

which will help the students, parents and most probably the government or universities to 

know the possible weakness of students' knowledge of computer security problems and 

help propose a possible solution that will help salvage this problem. 

1.3 The Aim of the Study 

The main aim of the study is to investigate self-efficacy and students' perception towards 

computer and the Internet security amongst University students in North part of Iraq. In 

order to achieve this aim the answers to the following questions were sought: 

1. What are the students' self-efficacy and perceptions in the use of computer and Internet 

security? 

1.1. What are the students' self-efficacy and perceptions in the use of computer and 

Internet security based on Security on Social Networking Sites? 

1.2. What are the students' self-efficacy and perceptions in the use of computer and 

Internet security based on Malicious Software? 

1.3. What are the students' self-efficacy and perceptions in the use of computer and 

Internet security based on Web Security and Social Engineering? 
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1.4 Limitations of the Study 

1.4. What are the students' self-efficacy and perceptions in the use of computer and 

Internet security based on Computer Security? 

Is there any gender based difference on students' self-efficacy and perceptions in the 

use of computer and Internet security? 

2.1. Is there any gender based difference on Security on Social Networking Sites? 

2.2. Is there any gender based difference on Malicious Software? 

2.3. Is there any gender based difference on Web Security and Social Engineering? 

2.4. Is there any gender based difference on Computer Security? 

3. Is there any age based difference on students' self-efficacy and perceptions in the use 

of computer and Internet security? 

3.1. Is there any age based difference on Security on Social Networking Sites? 

3 .2. Is there any age based difference on Malicious Software? 

3.3. Is there any age based difference on Web Security and Social Engineering? 

3.4. Is there any age based difference on Computer Security? 

4. Is there any faculty based difference students' self-efficacy and perceptions in the use 

of computer and Internet security? 

4.1. Is there any faculty based difference on Security on Social Networking Sites? 

4.2. Is there any faculty based difference on Malicious Software? 

4.3. Is there any faculty based difference on Security and Social Engineering? 

4.4. Is there any faculty based difference on Computer Security? 

5. What is the age, gender, and faculty based differences with respect perception towards 

computer and Internet security in total? 

5.1. Is there any age based difference on the total average score? 

5.2. Is there any gender based difference on the total average score? 

5.3. Is there any faculty based difference on the total average score? 

The limitations of the study: 

• This study was only limited for university students, as it was applied on 

undergraduate and postgraduate (Master's and PhD) students. 

• Due to the large data required three universities were used for this study. 
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