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oz
SIBER SUGLARDA CEZAi KANITLA iLGILi ZORLUKLAR

GUnUmuzde teknolojik gelismenin sonuglarindan biri, bilgisayarin kullanimi ile
bazi yeni suglarin igslenmesi arasinda bir korelasyonun varligi, yani bilgisayarin
ister bir 6zne ister bir elektronik sug araci olsun, yasadisi eylemleri islemek igin
bir ara¢ olarak kullanilmasidir. Ve siber sug, kanitlanmasi buyuk bir teknik ve
yasal zorluk haline gelen geleneksel suglarin aksine, duyular tarafindan
algilanabilecek fiziksel etkiler birakmaz. Kanit, sugun meydana geldigine ve
sucun saniga kanunun tanimladigi sekilde atfedilmesine iliskin kanitlarin
olusturulmasidir ve bu nedenle elektronik suglar alanindaki kanitlar genel ispat
kavramina uygulanir ve burada delil elde etmenin zorluguyla ilgili birgok sorun ve
guclukle ve dolayisiyla elektronik araclari kullanan faille karsi karsiya kalir.
Gergeklestirilen isin teknik niteligi ile karakterize edilen, istihbarat ve yluksek teknik
beceri ile nitelendirilen suglari islerken, bu nedenle fail bu elektronik araglarin
isleyisi sirasinda gerceklestirdigi yasadigi eylemleri gizleyebilmekte ve
gizleyebilmekte ve o sirada bilginin kaydedildigi elektronik titregimlerin gérinmez
manipulasyonunu kullanmaktadir. Bilgisayarda depolanan bilginin soyut dogasi
kadar, bu tur bilgileri iletme aracglarinin somut olmayan dogasi da ispat konusunda
pek cok sorunu beraberinde getirmekte ve elektronik bilgi stirecinde meydana
gelen sugtan kaynaklanan kanitlar gok zordur. Ayni sekilde, siber suglarin tespiti,
faillere atfedilmesi ve kovusturulmasinda sorusturma ve sorusturma
makamlarinda deneyim eksikligi ve elektronik su¢ karsisinda uluslararasi
isbirliginin zayifigi oldugunu gértuyoruz. Bu kaynak, siber suglarda cezai

kanitlarin zorluklari Gzerine yaptigimiz arastirmanin konusuydu

Anahtar kelimeler: Elektronik sug, elektronik kanit, bilgisayar.



ABSTRACT

DIFFICULTIES WITH CRIMINAL PROOF iN CYBER CRIMES

One result of the technology development at the present time due to the relativity
between the use of committing some new crimes and the computer, that is, the
computer employs as a device to commit illegal acts, whether it was a subject or

a means for these electronic crimes.

Unlike traditional crime, cybercrime does not leave tangible evidence that can be
proved by the senses, which has become a great challenge to prove it legally and

technically.

To prove the cybercrime, by the law, and accusing the criminal, needs evidence
that is specified by the common concept of evidence. This means facing a lot of

problems related to the difficulty of obtaining evidence.

Consequently, the offender who uses electronic means to commit crimes has
great measure of intelligence and high technical skills for the work that he
performs and is able to conceal and obscure the wrongful acts during the
operation of these electronic means and the invisible manipulation of the
electronic vibrations through which the information is recorded during the crime.
As well as, the intangible nature of, the information stored in the computer and
the means used to transmit it, will raise many problems and make them very

difficult to prove this type of crimes.

Also there is a lack of experience with the investigative authorities in detecting
and referring to cybercrimes and their prosecution, furthermore the weakness of

international cooperation in the face of electronic crimes.

This source was the subject of our research on the difficulties of criminal proof in

cybercrimes.

Key words: Electronic crime, electronic evidence, computer.
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