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Abstract 

 

A Systematic Analysis on the Impacts of Blockchain Technologies in the Field of 

Information Security and Privacy 

 

Samuel O. Obisesan 

MA, (Software Engineering) 

January, 2023, 92 pages 

 

T.he pre.sent t.he.s.is analyse.s t.he impac.ts of blockch.a.in t.echn.olog.i.e.s in t.he fi.eld of 

inform.ati.o.n security and privacy. T.he Data w.as collec.t.ed t.hro.ugh a syst.em.ati.c analys.is 

of relat.ed lit.e.rature.s and Co.ncept M.atrix w.as opt.ed to help i.dentify t.he co.ncepts t.h.at 

are relevant to t.he top.i.c in e.ach of t.he selec.t.ed arti.cle.s. T.he objec.tive.s of t.he t.he.s.is are: 

(i) to det.e.rm.ine if blockch.a.in is a proven t.echn.ology and if it delive.rs wh.at it prom.ise.s; 

(i.i) to det.e.rm.ine t.he lat.e.st blockch.a.in appli.cati.o.ns focused o.n security; (i.ii) to 

det.e.rm.ine how blockch.a.in is used to improve inform.ati.o.n security; (iv) to det.e.rm.ine 

how blockch.a.in is used to improve inform.ati.o.n privacy and (v) to det.e.rm.ine t.he 

m.et.hods ava.ilable for blockch.a.in soluti.o.ns to m.anage security and privacy. In t.his 

t.he.s.is, t.he selec.t.ed lit.e.rature.s we.re obta.ined from diffe.rent o.nline database.s such as 

I.E.EE Xplore, go.ogle scholar, Sci.ence Direc.t, ACM dig.ital library, o.nline unive.rs.ity 

library and springe.r link. All t.he lit.e.rature fo.und based o.n key words defined we.re 

exam.ined according to inclus.i.o.n crit.e.ri.a. T.he final selec.t.ed pape.rs we.re relevant to 

answe.r t.he re.se.arch qu.e.sti.o.n as t.he expec.t.ed m.a.in o.utcom.e of t.his study. Howeve.r, 

t.he.re we.re 93 publi.cati.o.ns fo.und in total, howeve.r o.nly 20 we.re det.e.rm.ined to be 

relat.ed to t.he re.se.arch issu.e and we.re revi.ewed. T.he o.utcom.e.s from t.he co.ncept m.atrix 

reve.aled t.h.at Blockch.a.in t.echn.ology h.as t.he pot.enti.al to transform pe.ople's live.s 

beca.use of its ope.rating m.ech.anism and archit.ec.ture, whi.ch ensure network openne.ss, 

trust, security, and int.egrity. T.his study co.nnec.t.ed security attacks in blockch.a.in 

t.echn.ology to commo.n security issu.e.s and co.nce.rns. Inve.stigati.o.n from t.his study 

recomm.ends t.he deploym.ent of an advanced encrypti.o.n appro.ach to incre.ase security, 

whi.ch co.uld also be appli.ed to ot.he.r type.s of assa.ults.  

Key Words: Blockch.a.in, t.echn.ology, inform.ati.o.n security, privacy 
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ÖZ 
 

Blockchain Teknolojilerinin Bilgi Güvenliği ve Gizlilik Alanındaki Etkilerine 

ĠliĢkin Sistematik Bir Analiz 

 

Samuel O. Obisesan 

MA, (Software Engineering) 

January, 2023, 92 pages 

Bu t.ez, blok zincir t.ekn.olojile.rinin bilg.i güvenliği ve m.ahrem.iyet alanında.ki etkile.rini 

analiz etm.ekt.edir. Ve.rile.r, ilg.ili lit.e.ratürle.rin s.ist.em.atik bir analizi yoluyla toplandı ve 

seçilen m.a.kalele.rin he.r birinde ko.nuyla ilg.ili kavramların belirlenm.e.s.ine yardımcı 

olm.a.k için Kavram M.atris.i seçildi. T.ezin am.açları: (i) blok zincirinin kanıtlanmış bir 

t.ekn.oloji olup olm.adığını ve va.at ettikle.rini ye.rine getirip getirm.ediğini belirlem.ek; (i.i) 

güvenlik oda.klı en so.n blok zinciri uygulam.alarını belirlem.ek; (i.ii) bilg.i güvenliğini 

geliştirm.ek için blok zincirinin nasıl kullanıldığını belirlem.ek; (iv) bilg.i g.izliliğini 

geliştirm.ek için blok zincirinin nasıl kullanıldığını belirlem.ek ve (v) güvenlik ve 

g.izliliği yönetm.ek için blok zinciri çözümle.rinde m.evcut yönt.emle.ri belirlem.ek. Bu 

t.ezde seçilen lit.e.ratürle.r I.E.EE Xplore, go.ogle alim, Sci.ence Direc.t, ACM dijital 

kütüph.ane, o.nline ünive.rs.it.e kütüph.ane.s.i ve springe.r link g.ibi farklı çevrim.içi ve.ri 

tabanlarından elde edilm.iştir. Tanımlanan anahtar kelim.ele.re dayalı olara.k bulunan tüm 

lit.e.ratür dahil etm.e krit.e.rle.rine göre incelenm.iştir. Nih.a.i olara.k seçilen m.a.kalele.r, bu 

çalışm.anın beklenen ana so.nucu olara.k araştırm.a sorusunu yanıtlam.a.kla ilg.iliydi. 

Anca.k toplamda 93 yayına ulaşılmış, anca.k bunlardan yalnızca 20's.inin araştırm.a 

ko.nusuyla ilg.ili olduğu belirlene.rek gözden geçirilm.iştir. Ko.nsept m.atris.inden elde 

edilen so.nuçlar, Blockch.a.in t.ekn.olojis.inin ağ açıklığı, güven, güvenlik ve bütünlük 

sağlayan işletim m.ekanizm.ası ve m.im.aris.i nedeniyle insanların h.ayatlarını dönüştürm.e 

potans.iyeline sahip olduğunu ortaya koydu. Bu çalışm.a, blok zinciri t.ekn.olojis.indeki 

güvenlik saldırılarını orta.k güvenlik sorunları ve endişele.riyle ilişkilendirdi. Bu 

çalışm.adan elde edilen araştırm.a, güvenliği artırm.a.k için diğe.r saldırı türle.rine de 

uygulanabilecek gelişm.iş bir şifrelem.e ya.klaşımının kullanılm.asını öne.rm.ekt.edir. 

Anahtar. 

Kelimeler: Blockch.a.in, t.ekn.oloji, bilg.i güvenliği, m.ahrem.iyet 
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CHAPTER I 

Introduction 

1.1 Background of the Study 

Digital currencies like bitcoin, ethereum, and hyperledger are built on top of 

blockchain technology. It is one of the most advanced and well-known technologies to 

emerge during the most recent wave of technological and industrial revolutions. Bitcoin: 

A Peer-to-Peer Electronic Cash System In terms of privacy and security, the blockchain 

has a very high tendency to achieve point-to-point and other features, as well as a 

distributed ledger, asymmetric encryption, intelligent contracts, consensus mechanism, 

and other vital technologies that can guarantee the privacy and security issues in the 

transaction process. Digital banking (Zhu, 2019), IoT (Fremantle, 2017), edge 

computing (Xu, Wang, Bhargava, and Yang, 2019), artificial intelligence (AI) (Salah, 

2018), supply chain management (SCM), and many other industries have all benefited 

from the expansion of blockchain technology in recent years. Several governments 

around the world are making it easier for block chain technology to spread. 

Users' privacy is jeopardised since in order to establish agreement, all nodes in 

the network must divulge the chain's transaction information (Liu, 2018). For this 

reason, it is important to examine focused privacy protection techniques. In the last 

several years, many methods and popular applications for blockchain privacy protection 

have evolved, which may prevent assaults or tampering with privacy from various 

viewpoints. The importance of privacy must be taken into account while preserving the 

interests of users. A detailed study on how blockchain maintains privacy is needed so 

that it may be used as a reference and support for current and future research projects. 

Individuals and organisations alike face significant cybersecurity issues as a 

result of data theft, which compromises not only a person's right to privacy but also one 

of the basic features of cybersecurity, namely confidentiality. Many countermeasures 

have been tried over the last few decades, but as cyber thieves improve their skills, many 

of them have fallen short of expectations. Blockchain technology is the most recent 

addition. Dispersed network data is subject to theft and copying, and tracking down the 

cyber-thief might be challenging. Blockchain technology removes a slew of problems on 

several levels. A distributed database or a book that records and distributes all the events 
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and transactions that have transpired might be described as a blockchain. In such 

transactions, the data submitted cannot be seen by anybody but the person making the 

transaction. There was a record of each and every transaction. It is possible to use 

blockchain technology in both financial and non-financial areas. 

Blockchains are public registers such that all transactions are gathered in a list of 

blocks (Rajput, 2015). When numerous blocks are added together, a chain-like shape 

results. Blockchain Technology is built on the foundations of cryptography and 

distributed systems. Encryption techniques have been known to obscure content so that 

only the intended users are accessible to it. But certain information needs to be available 

to a specific set of people, and this will increase the risk of the information getting 

tampered with. Blockchains solve the issue. Any change made to the data is logged and 

validated as it is accessed and updated. Thereafter, it is encrypted so that further changes 

can not be made to the update after verification. The main records are then updated with 

these adjustments. This process is repeated every time a change is made, and the 

information is preserved in a new block. It is remarkable to see how closely the initial 

and latest versions of the material are linked. Thus, the changes made can be seen by 

everyone, but modification can only be done on the latest block. By combining 

information copied across the network in real time, the blockchain imitates a distributed 

database. This indicates that the database is spread across various places and that the 

records are open to the public and easily verified. Since there is no centralised version, 

data corruption is ineffective. Modifying records is so tedious, which makes it easier to 

detect if someone is trying to tamper with the information. 

As a result, the following characteristics of a blockchain may be considered; 

 It's continually being improved on. As a consequence, data may be seen and 

edited at any time by users. 

 A distributed system is one in which data is stored in several locations 

throughout the network. In the event that one record is updated, all other records 

are automatically updated as well. 

 It's backed up by facts. Users must use cryptographic techniques to validate data 

changes. 
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 Distributed systems and cryptographic approaches ensure that data and security 

procedures cannot be tampered with. 

There are two sorts of blockchains: permissionless and permissioned. In a 

permissionless blockchain, any peer can join and leave the network as a reader or writer. 

Because the information is decentralised, it may be accessed by anybody. Forbidden 

blockchains have a limited readership and authorship capacity. Individuals' ability to 

read and write is controlled by a single, centralised authority (Zhu, 2019). 

1.2 Statement of the Problem  

Is the blockchain secure, despite its efficiency and the nature of the technology? 

Is it feasible to produce private and tamper-proof records with blockchain-based 

technology that provides both trust and privacy? Many in the development sector, 

enterprises, and governments are wary of using blockchain technology for a variety of 

purposes, including remittances, smart contracts, and the provision of health care. The 

usage of Blockchain technology raises another issue, which is privacy. 

Considering the fact that they are open and tamper-proof, blockchain networks 

are ripe for attack. Despite the fact that the transactions are anonymous, the attacker can 

still use the transaction graph to determine the link between the two parties involved. 

The public openness of the blockchain will put users' personal information and financial 

transactions at risk. 

It can be said that any node in the command chain can access the full scope of 

information available to it. Even though the blockchain provides some anonymity for 

transactions, as computing power improves, this anonymity is no longer sufficient to 

safeguard user identity. An attacker can get access to sensitive information by 

monitoring and judging the relevance of public data in the global ledger. 

Any party to a transaction has the opportunity to download a permissionless 

ledger, so even those who aren't members may see the whole history of transactions. 

Privacy might be severely compromised in a permissioned ledger by using authorised 

agents' or smart contract capabilities, depending on the access privileges of the agent or 

smart contract authors. Diverse security vulnerabilities continue to blight the larger 

crypto network, which is isolated from the blockchain. Trade security and privacy are 



15 
 

the first issues that need to be addressed. Digital currency hacks have a long history, and 

some have resulted in huge sums of money being traded. 

Despite the many benefits of blockchain technology, are these security and 

privacy characteristics being fully utilised by organisations? Is there a link between 

blockchain technology and the security and privacy of an organisation? 

Therefore, the goal of this study is to carefully look at how blockchain 

technology affects information security and privacy. 

 

1.3 Research Aims and Objectives  

It is the goal of this research to examine the effects of blockchain technology on 

information security and privacy. To accomplish this goal, the following research 

questions must be answered: 

1. Do you think blockchain is a proven technology? 

2. Are there any new uses of blockchain technology that focus on security? 

3. What are the benefits of using a blockchain-based security system? 

4. How might blockchain technology be utilised to enhance data security? 

5. What security and privacy controls may be included in blockchain solutions? 

 

1.4 Significance of the Study 

The use of blockchain technology is becoming increasingly popular. This 

technology is used in a wide range of applications. Transactions on the blockchain are 

quicker and cheaper than any other method. It will increase the security of sensitive data, 

especially the immutability and transparency of blockchains are often cited as additional 

advantages. Future scholars will be able to utilise these findings as a reference in their 

own work because of the study's widespread use. In addition, the conclusions from this 

research will serve as a guide for new and established firms on how to maximise the 

advantages of digital transformation. 
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1.5 Definition of Terms 

1. Blockchain Technology: Blockch.a.in is ve.ry complex syst.em and comprise.s of 

distribut.ed dig.ital ledge.rs of cryptographi.cally s.igned transac.ti.o.ns t.h.at are 

gro.uped into blocks.  

2. Information: Inform.ati.o.n is proce.ssed, organized and struc.tured data. It 

provi.de.s co.nt.ext for data and ass.ists in decis.i.o.n-m.a.king. 

3. Information Security: T.he prac.ti.ce of preventing una.ut.horized acce.ss, use, 

disclo.sure, disrupti.o.n, alt.e.rati.o.n, inspec.ti.o.n, recording, or de.struc.ti.o.n of 

inform.ati.o.n is kn.own as inform.ati.o.n security. 

4. Information Privacy: T.he relati.o.nship betwe.en data collec.ti.o.n and 

dissem.inati.o.n, t.echn.ology, t.he publi.c expec.tati.o.n of privacy, and t.he legal and 

politi.cal ch.allenge.s surro.unding t.hem is kn.own as inform.ati.o.n privacy. 
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CHAPTER II 

  

Literature Review 

 

2.1 History and Background of Blockchain Technology  

The foundations of blockchain technology have been laid In the late '80s and 

early '90s,. while working on Paxos in 1989, Leslie Lamport wrote the ACM 

Transactions on Computer Systems paper The Part-Time Parliament (Lamport, 1998) 

and submitted it for publication in 1990. There is a consensus model proposed in the 

study for a network of computers with unreliable computer systems. Electronic ledgers 

based on a signed chain of information were used to digitally sign papers in 1991, with 

the capacity to prove immediately that no signed documents had been altered 

(Narayanan, 2016). In 2008, Satoshi Nakamoto published a paper in which he merged 

and applied these ideas to electronic currency. As of late 2009, the Bitcoin 

cryptocurrency blockchain network was named after Nakamoto, a pseudonym that he 

used to set up the network. Nakamoto's work serves as a roadmap for the majority of 

existing cryptocurrency schemes (although with variations and modifications). Bitcoin 

was the first of many uses of the blockchain. 

In November 2008, the idea of a "blockchain" was initially proposed (Satoshi, 

2008). The author of the pseudonym Satoshi Nakamoto wrote a whitepaper on the 

Bitcoin electronic cash system (Satoshi, 2008). In 2009, the system went live and 

became the first to offer a fully working distributed ledger. An open ledger of all 

transactions is maintained by Satoshi (2008), a decentralised peer-to-peer (P2P) 

network. As a result, the whole history of transactions is available to everyone on the 

network. However, transactions can only be written or updated by parties who have been 

authorised to do so. Many basic difficulties were handled in an innovative and viable 

manner by Bitcoin at its core, which effectively incorporated contributions from decades 

of study (Florian, 2016). Although blockchain technology is still a relatively new 

approach to computer science, it is becoming more and more popular. Currently, it is 

being investigated and tested for a wide range of applications and use cases. 
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Since the early 1980s, there has been discussion on totally dispersed money 

(Florian, 2016). A single organisation does not have control or management of 

distributed money. A bank or any other middleman should be fully eliminated, allowing 

ownership rights to only be transferred between the sender and the recipient of a 

payment. A trust architecture that relies on a central authority, offering a clearinghouse 

service for transaction verification and ownership record organisation has always failed 

to provide dispersed currencies (Andreas, 2017). Because of this, the data held on 

centralised ledgers is completely under the jurisdiction of these authorities. To address 

this issue, the notion of a distributed ledger was proposed. There should not be a single 

or exclusive set of authorities that control the saved data. The term "Distributed Ledger 

Technology" refers to the notion of storing transaction data in redundant ledger copies 

over a wide area (DLT). 

In the years before Bitcoin, there were other e-cash systems (including ecash and 

NetCash), but none of them were widely used. Bitcoin's widespread adoption was aided 

by the widespread usage of a blockchain, which allowed the digital currency to be 

disseminated without a central authority or single point of failure. As a result, users may 

conduct transactions directly with one other rather than relying on a third party. Those 

who successfully released new blocks and maintained copies of the ledger, known as 

miners in Bitcoin, might likewise benefit from the regulated release of new money. 

There was no need for the miners to organise because payments were made 

automatically. In order to ensure that only genuine transactions and blocks were added 

to the network, a self-policing approach based on a blockchain and consensus-based 

maintenance was developed. 

The use of a blockchain as a distributed ledger is a cutting-edge innovation. 

However, previous to the introduction of Bitcoin, all attempts to build a fully distributed 

money failed because of one key unsolvable issue. Double-spending coins are a problem 

for decentralised currencies. It is possible to transfer the same coin to several recipients 

at the same time since digital copies are so easy to generate. One of the most difficult 

problems distributed currencies face is the so-called "double-spending dilemma" 

(Usman, 2017). In 2008, Satoshi Nakamoto came up with a solution to this dilemma by 

releasing Bitcoin (Satoshi, 2008). The word "blockchain" captures the essence of this 
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solution's methodology. Because all transactions are recorded sequentially, the double-

spending problem is eliminated. 

When two or more transactions are found to be in conflict, just the first one is 

approved and the others are deleted. Thus, a distributed timestamp server is what the 

blockchain is all about (Satoshi, 2008). One ledger can serve as the only source of truth 

in this model. Everyone has to agree on the current status of the ledger in a decentralised 

P2P ecosystem. 

With the help of the Bitcoin blockchain, it is possible for users to remain 

completely anonymous. Although users' identities are hidden, the public may see all of 

their transactions. Pseudo-anonymity is provided by Bitcoin since no identification or 

authorisation procedure is necessary (as is often required by Know-Your-Customer 

(KYC) standards). 

As a result of the anonymity provided by Bitcoin, mechanisms for establishing 

trust have to be implemented. For many years, both parties relied on trusted 

intermediates to provide this assurance before using blockchain technology. 

With these features, parties with no prior knowledge of one another (known as 

"permissionless blockchain networks") can trust each other in blockchain networks that 

allow anybody to establish an account and participate anonymously. Individuals and 

organisations may interact more directly with one another when they have this level of 

confidence, which can speed up and reduce the cost of transactions. 

 

2.2 Concept of Blockchain Technology  

The "blockch.a.in" can be considered as a novel t.echn.ology t.h.at trancends a 

virtu.al mo.ney and can provi.de a diffe.rent pe.rspec.tive t.h.an wh.at h.as previ.o.usly be.en 

ava.ilable in t.e.rms of openne.ss and privacy (Na.kamoto, 2008). Co.ns.i.de.ring diffe.rent 

implem.entati.o.ns of blockch.a.in can define seve.ral levels of privacy and an.o.nym.ity as 

well as transparency and immutability of records (Gordo.n & M.an.oj 2018), his 

nece.ss.itat.e.s t.he developm.ent and implem.entati.o.n of privacy and an.o.nym.izati.o.n 

t.echn.olog.i.e.s t.h.at ensure t.he inclus.i.o.n of t.he.se fe.ature.s in blockch.a.in. For blockch.a.in 

3.0 (Efan.ov, 2018), t.his t.echn.ology re.ache.s all are.as of appli.cati.o.n, n.ot just 
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cryptocurrenci.e.s, ta.king o.n strengt.h in t.he dig.ital soci.ety in whi.ch we are imm.e.rsed. 

As a re.sult, it's criti.cal to lo.ok at t.he proce.sse.s t.h.at enable worldwi.de privacy, 

trace.ability, an.o.nym.ity, and, above all, security, whi.ch are all n.otable co.ntributi.o.ns of 

blockch.a.in t.echn.ology. 

A blockch.a.in co.uld be a ch.a.in of hinde.rs t.h.at co.nta.in expli.cit inform.ati.o.n 

(database), anyw.ay in an extrem.ely secure and genu.ine impli.e.s t.h.at is arranged alo.ng in 

a ve.ry syst.em (sh.ared) (BBP, 2017). In ot.he.r words, blockch.a.in m.ight be a collec.ti.o.n 

of PCs linked to o.ne an.ot.he.r rat.he.r t.h.an a s.ingle se.rve.r, implying t.h.at t.he entire syst.em 

is decentralized. 

 

Figure 1: Centralized, Decentralized, and Distribut.ed Ledge.r 

Blockch.a.in t.echn.ology allows for t.he co.nstruc.ti.o.n of a decentralized eco.syst.em 

in whi.ch cryptographi.cally ce.rtifi.ed transac.ti.o.ns and data are n.ot co.ntrolled by a t.hird 

party. Any transac.ti.o.n t.h.at h.as eve.r be.en pe.rform.ed is stored in an immutable ledge.r 

wit.h a tim.e.stamp and ot.he.r deta.ils in a ve.rifi.able, secure, vis.ible, and pe.rm.anent 

m.anne.r. 

T.he t.e.rm blockch.a.in, initi.ally block ch.a.in, w.as invent.ed in 2009 in t.he orig.inal 

so.urce code for t.he virtu.al currency Bitco.in by (t.he still unkn.own) Sato.shi Na.kamoto: 

"When t.hey sol.ve t.he pro.of-of-work, t.hey bro.adcast t.he block to eve.ryo.ne and it is 

added to t.he block ch.a.in" (Na.kamoto, 2009).  

Blockch.a.in t.echn.ology co.ns.ists of tampe.r-pro.of and tampe.r-evi.dent dig.ital 

ledge.rs t.h.at are implem.ent.ed as a distribut.ed syst.em wit.ho.ut a central repo.s.itory and 
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frequ.ently wit.ho.ut a central a.ut.hority, such as a gove.rnm.ent, bank, or corporati.o.n. It 

allows m.embe.rs of a community to ke.ep track of transac.ti.o.ns in a sh.ared ledge.r. T.he 

transac.ti.o.ns cann.ot be ch.anged when t.hey are published in t.he blockch.a.in network‘s 

n.orm.al ope.rati.o.n. In 2008, BT w.as combined wit.h ot.he.r computing co.ncepts and 

t.echn.ology to develop a new cryptocurrency based o.n blockch.a.in. Following t.he la.unch 

of t.he BTC cryptocurrency in 2009, whi.ch allowed dig.ital paym.ents to be transac.t.ed 

wit.hin a distribut.ed ledge.r, BT ro.se to prom.inence. T.he dig.ital rights of Bitco.in use.rs 

can be dig.itally s.igned and transfe.rred to an.ot.he.r BTC use.r. T.he BTC blockch.a.in 

ann.o.unce.s t.his transfe.r publi.cly to all t.he network use.rs to independently ve.rify t.he 

transac.ti.o.n‘s vali.dity; more.ove.r, a distribut.ed gro.up of use.rs independently m.anage.s 

and m.a.inta.ins t.he BTC blockch.a.in, and t.his, toget.he.r wit.h cryptographi.c m.ech.anisms, 

cre.at.e.s BT‘s re.s.ili.ence tow.ard subsequ.ent att.empts to modify t.he ledge.r by 

co.unt.e.rfe.iting t.he transac.ti.o.n or alt.e.ring t.he blocks. Blockch.a.in t.echn.ology h.as 

enabled t.he developm.ent of num.e.ro.us cryptocurrency syst.ems, such as Et.he.re.um and 

Bitco.in, and t.h.at is why som.e pe.ople t.end to re.stri.c.t BT to cryptocurrency soluti.o.ns 

o.nly; howeve.r, a vari.ety of industry sec.tors are co.ns.i.de.ring incorporating BT into t.he.ir 

appli.cati.o.ns (Tikhom.irov, 2018). 

S.ince 2008, Sato.shi Na.kamoto (Na.kamoto, 2008) published an arti.cle 

ann.o.uncing a new dig.ital currency wit.h fe.ature.s t.h.at we.re a t.echn.olog.i.cal revoluti.o.n, 

n.ot just in t.he world of finance. G.iven t.he co.ncept behind t.he Bitco.in paradigm, t.his 

w.as a n.ovel m.et.hod of do.ing t.hings. T.his new mo.ney g.ive.s birt.h to som.et.hing far more 

s.ignifi.cant, bring.ing inn.ovati.o.n to existing m.et.hods of inform.ati.o.n organizati.o.n and 

storage; blockch.a.in t.echn.ology is introduced. To beg.in wit.h, it impli.e.s t.he removal of 

int.e.rm.edi.ari.e.s, re.sulting in t.he democratizati.o.n of all parti.cipating n.ode.s, cre.ating a 

network of equ.als (pe.e.r to pe.e.r (P2P)) t.h.at vali.dat.e.s inform.ati.o.n ent.e.red into t.he 

blockch.a.in us.ing a co.nsensus proce.ss. By avo.i.ding a centralized trust enviro.nm.ent and 

provi.ding highe.r security aga.inst a s.ingle po.int fa.ilure, t.he pot.enti.al of all network 

m.embe.rs h.aving a copy of t.he database (distribut.ed database) is re.alized, and it beg.ins 

to cre.at.e a much more re.s.istant struc.ture to probable attacks. From se.rvi.ce ava.ilability 

to t.he pe.rs.ist.ence of ce.rtifi.ed inform.ati.o.n in t.he syst.em, blockch.a.in t.echn.ology 

delive.rs m.any vari.o.us fe.ature.s to eve.ry sec.tor whe.re it is so.ught to apply. S.ince t.he 
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introduc.ti.o.n of t.his uniqu.e n.oti.o.n co.nce.rning cryptocurrenci.e.s, additi.o.nal vari.ati.o.ns of 

Bitco.in h.ave em.e.rged, introducing cryptocurrenci.e.s such as Lit.eco.in, Ripple, Mo.ne.ro, 

Et.he.re.um, and m.any ot.he.rs. Projec.ts such as ALASTRI.A (Alastri.a, 2020) we.re born, 

whi.ch repre.sents a comm.itm.ent to re.se.arch and developm.ent of blockch.a.in t.echn.ology 

in diffe.rent sec.tors of t.he produc.tive fabri.c. Sm.art co.ntrac.ts gave blockch.a.in a new 

fe.ature: t.hey introduced softw.are co.ntrac.ts into t.he ch.a.in of blocks t.h.at, by satisfying 

specifi.c requ.irem.ents, vali.dat.ed t.he.ir executi.o.n wit.ho.ut t.he ne.ed for t.hird parti.e.s to 

int.e.rfe.re (Blockch.a.in 2.0), as Et.he.re.um do.e.s. T.he next stage w.as to use t.his 

t.echn.ology to ot.he.r industri.e.s, such as t.he developm.ent of decentralized softw.are 

appli.cati.o.ns (DApps) us.ing t.he decentralisati.o.n ch.arac.t.e.risti.c, whi.ch is kn.own as 

Blockch.a.in 3.0. (France.sco M.a.e.sa, 2020). According to t.he works in (Gordo.n, 2018, 

M.an.oj Kum.ar 2018, Reyna, 2018, Lin, 2018 and Yang, 2018), blockch.a.in h.as be.en 

employed in a vari.ety of fi.elds, including he.alt.h, log.isti.cs and transportati.o.n, I.oT, and 

even industry (Industry 4.0), wit.h new use.s be.ing discove.red all t.he tim.e. T.his is an 

industry whe.re ope.rati.o.ns are m.eti.culo.usly dig.itized and whe.re vari.o.us sorts of 

industri.al elem.ents, sensors, ac.tu.ators, and ot.he.r elec.tro.ni.c and t.hus comput.e.r 

compo.nents are used. At t.he mom.ent, t.he industry is unde.rgo.ing s.ignifi.cant 

mode.rnizati.o.n and dram.ati.c ch.ange.s in t.he de.s.ign of its produc.ti.o.n proce.sse.s, whi.ch 

include I.oT, Big Data, A.ugm.ent.ed Re.ality, Clo.ud Computing, 3D Printing, and even 

Artifi.ci.al Int.elligence, int.elligent citi.e.s, and ot.he.r t.echn.ology fi.elds, whi.ch impli.e.s t.his 

opening of t.he blockch.a.in t.echn.ology to a multitude of diffe.rent devi.ce.s t.h.at int.e.rac.t 

wit.h e.ach ot.he.r sh.aring inform.ati.o.n, is wh.at we call Industry 4.0 (Lin, 2018). 

T.he trut.h is t.h.at blockch.a.in t.echn.ology h.as impac.t.ed much more t.h.an dig.ital 

currency cre.ati.o.n. It h.as m.ade po.ss.ible a new form of inform.ati.o.n proce.ss.ing, wit.h all 

t.h.at it impli.e.s, by de.s.igning a blockch.a.in wit.h ve.ry specifi.c elem.ents (La.i, 2018): 

i. Ledger: It is t.he inform.ati.o.n storage struc.ture: a distribut.ed ledge.r. T.his m.e.ans 

t.h.at e.ach of t.he blockch.a.in's parti.cipants h.as an i.denti.cal copy of t.he distribut.ed 

database. 

ii. Consensus Protocols: E.ach tim.e a new block is introduced in t.he network, it 

ne.eds to be vali.dat.ed by a m.ajority of m.embe.rs belo.ng.ing to t.he blockch.a.in 

network and t.his is achi.eved t.hro.ugh t.he co.nsensus protocols. Pro.of of Work 
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(PoW), Pro.of of Sta.ke (Po.s), Delegat.e Pro.of of Sta.ke (DPo.s), Prac.ti.cal 

Byzantine Fa.ult Tole.rance (PBFT), Le.ased Pro.of-of-Sta.ke (LPo.s), Pro.of-of-

Ac.tivity (Po.a), Pro.of-of-Importance (Po.i), Pro.of-of-Capacity (PoC), Pro.of-of-

Burn (PoB), and Pro.of-of-We.ight (PoW) are amo.ng t.he popularly recognized. 

iii. Miners: T.he.se are t.he network n.ode.s t.h.at cre.at.e t.he new blocks. To do so, t.hey 

must sol.ve a compli.cat.ed cryptographi.c problem t.h.at nece.ss.itat.e.s a large 

amo.unt of comput.e.r powe.r; t.he n.ode t.h.at sol.ve.s t.he ch.allenge first is in ch.arge 

of producing t.he new block and so rece.ive.s a rew.ard. 

iv. Public Key Infrastructure (PKI): T.his type of cryptography m.a.ke.s it po.ss.ible 

n.ot o.nly to uniqu.ely i.dentify t.he parti.cipating n.ode.s of t.he blockch.a.in network, 

n.ot just to pe.rm.it communi.cati.o.n betwe.en t.hem vi.a publi.c–privat.e keys, but 

also to i.dentify blocks and transac.ti.o.ns in t.he syst.em in a secure and 

unrepe.atable m.anne.r. T.he co.nt.ent of e.ach block in t.he ch.a.in is vali.dat.ed us.ing 

h.ash func.ti.o.ns (e.g., SH.A-256). 

v. Nodes: Network of n.ode.s t.h.at m.a.ke up t.he entire blockch.a.in network and 

betwe.en whi.ch t.he.re is communi.cati.o.n, exch.ang.ing data, transac.ti.o.ns, adding 

new blocks or vali.dating transac.ti.o.ns. 

In t.e.rms of security, blockch.a.in t.echn.ology h.as ce.rta.in uniqu.e ch.arac.t.e.risti.cs: 

i. Immutability: O.nce a transac.ti.o.n is vali.dat.ed, it becom.e.s pe.rm.anent and 

cann.ot be ch.anged. 

ii. Availability: Be.ing based o.n a distribut.ed database m.e.ans high ava.ilability. 

iii. Integrity: T.he appli.cati.o.n of cryptographi.c func.ti.o.ns to vali.dat.e a transac.ti.o.n 

incre.ase.s t.he level of int.egrity of t.he inform.ati.o.n and prevents t.he inclus.i.o.n of 

corrupt.ed inform.ati.o.n, in t.his s.itu.ati.o.n, t.he block wo.uld be rejec.t.ed beca.use t.he 

co.nt.ent co.uld n.ot be co.nfirm.ed us.ing t.he h.ash algorit.hms t.h.at we.re previ.o.usly 

recorded. 

Furt.he.rmore, beca.use e.ach block ke.eps a refe.rence to its predece.ssor, including 

t.he re.sult of t.he h.ash func.ti.o.n, we can vali.dat.e t.he entire ch.a.in. 

iv. Transparency: T.he fac.t t.h.at all transac.ti.o.ns are stored in t.he ledge.r and t.h.at 

any transac.ti.o.n can be traced is parti.cularly attrac.tive for m.any fi.elds of 

appli.cati.o.n. 
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v. Auditability: T.he.re is a record of suffi.ci.ent inform.ati.o.n abo.ut t.he transac.ti.o.ns 

to le.ads to any ve.rifi.cati.o.n of t.he transac.ti.o.ns and t.he.ir ve.racity. 

vi. Fault tolerance: Ch.arac.t.e.risti.c relat.ed to t.he co.ncept of decentralizati.o.n added 

to t.he co.nsensus m.ech.anisms t.h.at vali.dat.e transac.ti.o.ns. 

vii. Consistency: T.he decentralized de.s.ign of t.he Ledge.r and t.he appli.cati.o.n of 

cryptographi.c func.ti.o.ns m.a.ke.s it po.ss.ible for t.he inform.ati.o.n stored in t.he 

ch.a.in to be pre.se.rved pe.rm.anently and wit.ho.ut t.he ability to ch.ange it wit.ho.ut 

be.ing discove.red. 

viii. Privacy: T.he i.dentity of t.ho.se invol.ved in a transac.ti.o.n is prot.ec.t.ed by 

cryptographi.c func.ti.o.ns, a co.ncept relat.ed to t.he capacity of an.o.nym.ity in 

blockch.a.in. 

ix. Anonymity: Pse.udom.isati.o.n or an.o.nym.isati.o.n, as appropri.at.e, is provi.ded by 

cryptographi.c func.ti.o.ns so t.h.at t.he tru.e i.dentity of t.he parti.cipants in t.he 

blockch.a.in is n.ot kn.own. T.he use of publi.c–privat.e key cryptography m.a.ke.s 

t.his po.ss.ible. 

T.he Na.kamoto.s whit.e pape.r (Dannen, 2017) introduced t.he co.ncept of 

elec.tro.ni.c cash, and wit.h t.he la.unch of t.he BTC cryptocurrency in 2009, BT becam.e 

o.ne of t.he wi.dely talked-abo.ut t.echn.olog.i.e.s. Blockch.a.in is a database of blocks t.h.at are 

linked toget.he.r wit.h a cryptography h.ash func.ti.o.n, wit.h repli.cat.ed inform.ati.o.n stored 

in all parti.cipants‘ se.rve.r. T.he data in t.he BT database is immutable. It can grow o.nly 

by appending new block (data) at t.he end of t.he ch.a.in by a.ut.henti.cat.ed use.rs (m.ine.rs) 

wit.h stro.ng cryptography capability, as t.hey can add t.he new block t.hro.ugh a 

competitive m.ining schem.e. Bitco.in is n.ot blockch.a.in. Bitco.in is just o.ne of t.he m.any 

appli.cati.o.ns utilizing BT to support t.he BTC cryptocurrency network, whi.ch allows 

dig.ital cash to be transfe.rred wit.hin a distribut.ed ledge.r. Ripple (XRP), Et.he.re.um 

(ET.H), Bitco.in Cash (BCH), Lit.eco.in (LTC), and Binance Co.in are amo.ng t.he m.any 

ot.he.r cryptocurrenci.e.s (BNB). BTC allows use.rs to dig.itally s.ign and transfe.r t.he.ir 

BTC owne.rship to an.ot.he.r BTC use.r. T.he BTC blockch.a.in ann.o.unce.s t.his transfe.r 

publi.cly to all t.he network use.rs to independently ve.rify t.he transac.ti.o.n‘s vali.dity; 

more.ove.r, t.he BTC blockch.a.in is m.anaged and m.a.inta.ined by a distribut.ed set of use.rs, 

and t.his, combined wit.h cryptographi.c t.echniqu.e.s, g.ive.s BT its n.o.n-repudi.ati.o.n 
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capability aga.inst att.empts to alt.e.r t.he ledge.r by forg.ing transac.ti.o.ns or ch.ang.ing 

blocks. 

T.he.re are t.hre.e m.a.in type.s of Blockch.a.in T.echn.ology: privat.e, publi.c or 

pe.rm.iss.i.o.nle.ss, and fede.rat.ed or co.nsorti.um blockch.a.in. Bot.h privat.e and co.nsorti.um 

blockch.a.ins are co.ns.i.de.red as pe.rm.iss.i.o.ned; a pe.rm.iss.i.o.n m.anagem.ent entity is 

requ.ired to grant acce.ss rights to trust.ed and kn.own parti.cipants. Multi.ch.a.in, Mo.nax, 

and Qu.orum are example.s of privat.e blockch.a.ins. More t.h.an o.ne organizati.o.n co.ntrols 

a co.nsorti.um blockch.a.in. T.he gro.up of organizati.o.ns t.h.at co.ntrol t.he co.nsensus m.ech.a-

nism h.ave predet.e.rm.ined n.ode.s in t.he network. Ripple, R3 (banking), and B3i 

(insurance) are ot.he.r example.s. In co.ntrast to t.he previ.o.us two type.s, publi.c blockch.a.in 

allows anyo.ne to writ.e or re.ad t.he data stored in t.he blockch.a.in network, wit.ho.ut any 

pe.rm.iss.i.o.n from any a.ut.hority, and t.he ope.rati.o.n is entirely decentralized and an.om.a-

lo.us. Som.e example.s are Mo.ne.ro, Et.he.rum, and Bitco.in. Publi.c blockch.a.in oft.en use.s 

a co.nsensus-based syst.em. 

 

2.2.1 Blockchain Technology Architecture  

Blockch.a.in is a t.echn.ology whe.re multiple parti.e.s invol.ved in communi.cati.o.n 

can pe.rform diffe.rent transac.ti.o.ns wit.ho.ut t.hird-party int.e.rventi.o.n. M.ine.rs are 

parti.cular type.s of n.ode.s t.h.at ve.rify and vali.dat.e t.he.se transac.ti.o.ns/communi.cati.o.ns. A 

block is a data struc.ture t.h.at co.nta.ins all of t.he vali.d transac.ti.o.ns. T.he current 

transac.ti.o.n's executi.o.n is dependent o.n previ.o.usly comm.itt.ed transac.ti.o.ns. T.his 

m.et.hod helps to avo.i.d/re.stri.c.t do.uble-spending in t.he bitco.in syst.em in t.his w.ay. 

Figure 2 dep.i.c.ts t.he Blockch.a.in archit.ec.ture. It shows t.he block struc.ture as well as t.he 

ch.a.in of blocks. T.he compo.nents of a block h.ave two divis.i.o.ns: 

i. Block he.ade.r 

ii. List of transac.ti.o.ns 

i. T.he block he.ade.r is compris.ing of t.hre.e compo.nents. T.he first compo.nent is 

t.he h.ash code of t.he previ.o.us block whi.ch ti.e.s t.he current block wit.h t.he 

pri.or o.ne. T.he seco.nd compo.nent is compo.sed of m.ining statisti.cs t.h.at are 

used to gene.rat.e t.he block. T.he M.arkle tre.e ro.ot (whi.ch is n.ot.hing more 

t.h.an t.he current block's h.ash code) is t.he final compo.nent, and it se.rve.s as 

t.he fo.undati.o.n for checking t.he int.egrity of all transac.ti.o.ns in t.he block. We 
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utilize t.he previ.o.us block's h.ash code to co.nstruc.t t.he next block's h.ash 

code. As a re.sult, if an attacke.r w.ants to ch.ange t.he co.nt.ents of a block, he 

or she must also ch.ange t.he h.ash code of t.he re.st of t.he ch.a.in, whi.ch is 

almo.st impo.ss.ible. T.hus, it m.a.ke.s t.he Blockch.a.in tampe.red pro.of. N.o.nce, 

tim.e.stamp (recorded tim.e), and m.ining diffi.culty are amo.ng t.he m.ining 

statisti.cs (Eco.n.om.ist, 2015). M.e.rkle tre.e include.s a h.ash ch.a.in of data 

blocks in whi.ch transac.ti.o.ns are h.ashed and attached to le.af n.ode.s, while 

n.o.n-le.af n.ode.s include t.he M.e.rkle tre.e's cryptographi.c h.ash of its child 

n.ode.s (Na.kamoto, 2008). T.he M.e.rkle tre.e is de.scribed in Figure 3. 

ii. T.he seco.nd compo.nent of t.he block is a list of vali.d transac.ti.o.ns. T.he block 

s.ize and transac.ti.o.n s.ize det.e.rm.ine t.he numbe.r of transac.ti.o.ns in a block. 

Asymm.etri.c cryptography is used for transac.ti.o.n a.ut.horizati.o.n and 

a.ut.henti.cati.o.n. A transac.ti.o.n cann.ot be delet.ed or ch.anged o.nce it h.as be.en 

added to t.he ch.a.in. Blocks are ch.a.ined toget.he.r, wit.h e.ach block co.nta.ining 

a h.ash of t.he previ.o.us block, re.sulting in a block ch.a.in (Blockch.a.in). If a 

block is genu.ine and h.as pro.of of work, whi.ch is a computati.o.nally to.ugh 

h.ash gene.rat.ed by t.he m.ining m.et.hod, it will be accept.ed into t.he ch.a.in. 

Beca.use it use.s a secure h.ashing t.echniqu.e (such as SH.A-256) wit.h safe 

h.ash po.int.e.rs po.inting to t.he preceding h.ash, it assure.s t.h.at if o.ne of t.he 

blocks is ch.anged, all subsequ.ent blocks must be recal.culat.ed. T.he following 

is a taxo.n.omy of block and Blockch.a.in t.e.rms. Fig. 4 shows how t.he lo.nge.st 

ch.a.in is accept.ed and added to t.he Blockch.a.in, while sm.alle.r ch.a.ins are 

rejec.t.ed. 

iii. Orph.an block: M.ine.rs try to m.ine blocks o.n t.he.ir own wit.h t.he list of 

transac.ti.o.ns t.h.at are yet to be added. A m.ine.r m.ine.s a block and t.hen 

bro.adcasts it to all ot.he.r n.ode.s in t.he network for ve.rifi.cati.o.n.  

T.he block wit.h t.he highe.st co.nsensus amo.ng t.he m.any blocks in t.he network 

will be accept.ed for inclus.i.o.n. Ot.he.r blocks are refe.rred to as orph.an blocks and 

are eventu.ally discarded by t.he network. Som.e transac.ti.o.ns in orph.an blocks 

h.ave alre.ady be.en incorporat.ed in t.he leg.itim.at.e block t.h.at w.as just added, but 
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ot.he.rs m.ay h.ave yet to be co.ns.i.de.red. Furt.he.r m.ining ope.rati.o.ns must acco.unt 

for such transac.ti.o.ns. 

 Fork: All ch.a.in ot.he.r t.h.an t.he vali.d o.ne is called a fork. A newly m.ined 

block m.ay be attached to t.he orph.an ch.a.in, preventing it from jo.ining t.he 

lo.nge.st ch.a.in. Such co.nnec.t.ed blocks cre.at.e a fork. 

 Genesis block: T.he gene.s.is block is t.he first block eve.r cre.at.ed in t.he 

syst.em. In t.he case of t.he Bitco.in network, t.he Gene.s.is Block is t.he first-

eve.r block m.ined by cre.ator Sato.shi Na.kamoto. Any Blockch.a.in 

syst.em's Gene.s.is Block is also kn.own as Block 0. It is t.he ance.stor of all 

subsequ.ent blocks in t.he ch.a.in (Hom.e Page, 2012). 

 

Figure 2: Blockch.a.in Archit.ec.ture 
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Figure 3: M.e.rkle tre.e 

 

 

Figure 4: Accepting/Rejec.ting a Ch.a.in. 

 

2.2.2 Categories of Blockchain 

T.he pe.rm.iss.i.o.n model, whi.ch det.e.rm.ine.s who can m.a.inta.in a blockch.a.in 

network, can be class.ifi.ed (e.g., publish blocks). It is pe.rm.iss.i.o.nle.ss if anyo.ne can 

publish a new block. It is pe.rm.iss.i.o.ned if o.nly ce.rta.in use.rs can po.st blocks. A 

pe.rm.iss.i.o.ned blockch.a.in network is s.im.ilar to a re.stri.c.t.ed bus.ine.ss intranet, but a 

pe.rm.iss.i.o.nle.ss blockch.a.in network is s.im.ilar to t.he publi.c int.e.rnet, whe.re anybody can 

parti.cipat.e. Pe.rm.iss.i.o.ned blockch.a.in networks are frequ.ently e.stablished for a 

co.nsorti.um, whi.ch is a gro.up of compani.e.s and indivi.du.als. 
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Permissionless 

Pe.rm.iss.i.o.nle.ss blockch.a.in networks are decentralized ledge.r platforms t.h.at 

allow anyo.ne to publish blocks wit.ho.ut t.he ne.ed for pe.rm.iss.i.o.n from anyo.ne. 

Pe.rm.iss.i.o.nle.ss blockch.a.in platforms are frequ.ently open so.urce softw.are t.h.at anybody 

can downlo.ad for fre.e. Beca.use eve.ryo.ne h.as t.he ability to publish blocks, anyo.ne can 

re.ad t.he blockch.a.in and co.nduc.t transac.ti.o.ns o.n it (t.hro.ugh including t.ho.se 

transac.ti.o.ns wit.hin published blocks). Wit.hin a pe.rm.iss.i.o.nle.ss blockch.a.in network, 

eve.ry blockch.a.in network use.r can re.ad and writ.e to t.he ledge.r. Beca.use 

pe.rm.iss.i.o.nle.ss blockch.a.in networks are open to eve.ryo.ne, m.alevolent indivi.du.als m.ay 

try to m.anipulat.e t.he syst.em by publishing blocks in an una.ut.horized m.anne.r. To avo.i.d 

t.his, pe.rm.iss.i.o.nle.ss blockch.a.in networks frequ.ently employ a multiparty agre.em.ent or 

'co.nsensus' appro.ach t.h.at compels use.rs to inve.st or m.a.inta.in re.so.urce.s while 

publishing blocks. T.his m.a.ke.s it diffi.cult for m.ali.ci.o.us use.rs to unde.rm.ine t.he syst.em. 

Example.s of such co.nsensus models include pro.of of work and pro.of of sta.ke m.et.hods. 

Pe.rm.iss.i.o.nle.ss blockch.a.in networks' co.nsensus m.et.hods n.orm.ally enco.urage n.o.n-

m.ali.ci.o.us ac.tivity by paying publishe.rs of protocol-co.nform.ing blocks wit.h native 

co.inage. 

 

Permissioned 

Pe.rm.iss.i.o.ned blockch.a.in networks are t.ho.se in whi.ch use.rs who publish blocks 

must be approved by a t.hird party (be it centralized or decentralized). It is fe.as.ible to 

co.ntrol re.ad acce.ss and who can issu.e transac.ti.o.ns beca.use t.he blockch.a.in is 

m.a.inta.ined by o.nly a.ut.horized use.rs. Pe.rm.iss.i.o.ned blockch.a.in networks can e.it.he.r 

enable anyo.ne to re.ad t.he blockch.a.in or o.nly allow a.ut.horized indivi.du.als to re.ad it. 

T.hey m.ay also allow eve.ryo.ne to subm.it transac.ti.o.ns for inclus.i.o.n in t.he blockch.a.in or 

re.stri.c.t t.his acce.ss to o.nly approved use.rs. Open so.urce or clo.sed so.urce softw.are can 

be used to cre.at.e and m.a.inta.in pe.rm.iss.i.o.ned blockch.a.in networks. 

Pe.rm.iss.i.o.ned blockch.a.in networks can h.ave t.he sam.e dig.ital asset trace.ability 

as pe.rm.iss.i.o.nle.ss blockch.a.in networks, as well as t.he sam.e distribut.ed, robust, and 

redundant data storage m.ech.anism. T.hey also employ co.nsensus models for publishing 

blocks, alt.ho.ugh t.he.se appro.ache.s do.n't alw.ays nece.ss.itat.e t.he expenditure of 
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re.so.urce.s or t.he.ir upke.ep (as is t.he case wit.h current pe.rm.iss.i.o.nle.ss blockch.a.in 

networks). T.his is beca.use e.stablishing o.ne's i.dentity is e.ssenti.al to parti.cipat.e as a 

m.embe.r of t.he pe.rm.iss.i.o.ned blockch.a.in network; indivi.du.als who m.a.inta.in t.he 

blockch.a.in h.ave a level of trust wit.h o.ne an.ot.he.r, s.ince t.hey we.re all a.ut.horized to 

publish blocks and s.ince t.he.ir a.ut.horizati.o.n can be revoked if t.hey m.isbeh.ave. In 

pe.rm.iss.i.o.ned blockch.a.in networks, co.nsensus models are usu.ally spe.edi.e.r and le.ss 

computati.o.nally expens.ive. 

Organizati.o.ns t.h.at requ.ire tight.e.r co.ntrol and prot.ec.ti.o.n of t.he.ir blockch.a.in 

m.ight use pe.rm.iss.i.o.ned blockch.a.in networks. Use.rs of t.he blockch.a.in, o.n t.he ot.he.r 

h.and, will ne.ed to h.ave fa.it.h in a s.ingle body t.h.at gove.rns who can publish blocks. 

Organizati.o.ns t.h.at w.ant to collaborat.e but do.n't fully trust e.ach ot.he.r can use 

pe.rm.iss.i.o.ned blockch.a.in networks. T.hey can cre.at.e a pe.rm.iss.i.o.ned blockch.a.in 

network and allow t.he.ir bus.ine.ss partne.rs to record transac.ti.o.ns o.n a sh.ared distribut.ed 

ledge.r. Based o.n how much t.hey trust o.ne an.ot.he.r, t.he.se organizati.o.ns can cho.o.se t.he 

co.nsensus model to utilize. Pe.rm.iss.i.o.ned blockch.a.in networks enable transparency and 

kn.owledge, whi.ch can help bus.ine.sse.s m.a.ke bett.e.r decis.i.o.ns and hold bad ac.tors 

acco.untable. T.his can specifi.cally incorporat.e a.uditing and supe.rvis.i.o.n entiti.e.s, m.a.king 

a.udits a regular occurrence rat.he.r t.h.an a o.ne-tim.e affa.ir. 

Som.e pe.rm.iss.i.o.ned blockch.a.in networks allow use.rs to selec.tively publish 

transac.ti.o.n inform.ati.o.n based o.n t.he.ir i.dentifi.cati.o.n or credenti.als o.n t.he blockch.a.in 

network. T.his fe.ature can provi.de som.e level of transac.ti.o.n privacy. For example, t.he 

blockch.a.in m.ay record t.h.at a transac.ti.o.n betwe.en two blockch.a.in network m.embe.rs 

occurred, but o.nly t.he pe.rso.ns invol.ved h.ave acce.ss to t.he ac.tu.al co.nt.ents of t.he 

transac.ti.o.n.  

To transm.it and rece.ive transac.ti.o.ns o.n som.e pe.rm.iss.i.o.ned blockch.a.in 

networks, all use.rs must be approved (t.hey are n.ot an.o.nymo.us, or even pse.udo-

an.o.nymo.us). In such syst.ems, parti.cipants collaborat.e to cre.at.e a sh.ared bus.ine.ss 

proce.ss wit.h bu.ilt-in dis.incentive.s for fra.ud or ot.he.r unde.s.irable beh.avi.or (s.ince t.hey 

can be i.dentifi.ed). It is cle.arly unde.rsto.od whe.re t.he organizati.o.ns are incorporat.ed, 
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wh.at legal rem.edi.e.s are ava.ilable, and how to se.ek t.ho.se rem.edi.e.s in t.he appli.cable 

judi.ci.al syst.em if bad ac.tivity occurs. 

 

2.2.3 Features of Blockchain Technology  

A blockch.a.in is distingu.ished by censorship re.s.istance, immutability, and 

worldwi.de usability, and it is m.a.inta.ined by a global network of vali.dators kn.own as 

m.ine.rs who e.arn block rew.ards kn.own as cryptotokens (Je.remy Gartne.r, in Shulm.an, 

2018).  

Decentralizati.o.n, according to Vitalik But.e.rin (2017), gu.arant.e.e.s fa.ult 

tole.rance, assa.ult re.s.istance, and collus.i.o.n re.s.istance. Furt.he.rmore, blockch.a.in is 

decentralized alo.ng two of t.he t.hre.e axe.s of softw.are decentralizati.o.n:  

 Politically decentralized - implying t.h.at n.o o.ne h.as a.ut.hority ove.r it;  

 Architecturally decentralized - T.he.re is n.o infrastruc.ture central po.int of 

fa.ilure;  

 Logically centralized - t.he syst.em h.as a s.ingle sh.ared stat.e and ac.ts like a 

s.ingle comput.e.r. 

Anyo.ne can vis.it a blockch.a.in, downlo.ad a copy, and parti.cipat.e in its 

m.a.int.enance, t.hus turning t.he.ir comput.e.r into a n.ode. Edits to t.he blockch.a.in can o.nly 

be pe.rform.ed wit.h unive.rsal co.nsensus amo.ng t.he pe.rso.ns running a n.ode, and t.he 

copy will be ac.tively updat.ed toget.he.r wit.h eve.ry copy o.n eve.ry ot.he.r n.ode 

(Co.nsenSys, 2018). 

M.ining is t.he proce.ss of us.ing h.ash ve.rifi.cati.o.n proce.sse.s to add a new block 

(co.nta.ining t.ho.usands of transac.ti.o.ns) to a blockch.a.in. In blockch.a.in, t.he new block is 

linked to t.he previ.o.us o.ne. T.he gene.s.is block co.nta.ins t.he settings for e.ach blockch.a.in 

(Dhillo.n et al., 2017). 

T.he purpo.sed are based o.n som.e ch.arac.t.e.risti.cs, whi.ch are pre.sent.ed as follows. 

i. Decentralization- Blockch.a.in t.echn.ology do.e.s n.ot rely o.n a centralized 

transac.ti.o.n syst.em to vali.dat.e transac.ti.o.ns. Co.st and pe.rform.ance diffi.culti.e.s 

arise when central trustwort.hy agenci.e.s are invol.ved. Blockch.a.ins rely o.n 

encrypti.o.n and algorit.hms to m.a.inta.in data co.ns.ist.ency in dispe.rsed networks 

beca.use a t.hird party is n.ot nece.ssary. 
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ii. Persistence- Vali.dating transac.ti.o.ns is qu.i.ck in blockch.a.in t.echn.ology. Invali.d 

transac.ti.o.ns m.ay be dropped off. Transac.ti.o.ns whi.ch are alre.ady a part of 

blockch.a.in m.ay ne.it.he.r be delet.ed n.or rolled back. Data tampe.ring co.uld be 

e.as.ily re.alized. 

iii. Anonymity- Use.rs int.e.rac.ting wit.h blockch.a.ins are ass.igned syst.em gene.rat.ed 

addre.sse.s. T.his hi.de.s t.he use.rs i.dentify. 

iv. Auditability- Transac.ti.o.ns in re.al tim.e rely o.n previ.o.us unspent transac.ti.o.ns. 

As current transac.ti.o.n gets incorporat.ed into t.he blockch.a.in, t.he status of 

unspent transac.ti.o.ns ch.ange.s to spent. T.his m.a.ke.s it s.imple to vali.dat.e and 

track transac.ti.o.ns. 

v. Public Verifiability- T.he correc.tne.ss of t.he stat.e of syst.em can be co.nfirm.ed by 

any use.r. In syst.ems t.h.at rely o.n central trust agenci.e.s, t.his is n.ot t.he vase. 

Use.rs ne.ed to engage wit .h t.he agenci.e.s to rece.ive inform.ati.o.n abo.ut t.he correc.t 

stat.e. 

vi. Transparency- Blockch.a.in data is updat.ed for publi.c ve.rifi.ability. Howeve.r, 

amo.unt of inform.ati.o.n m.ay be re.stri.c.t.ed to use.rs depending o.n t.he.ir privilege.s. 

vii. Privacy- Alt.ho.ugh privacy is e.as.i.e.r to achi.eve in centralized syst.ems, 

blockch.a.ins wit.h specifi.c protocols can allow ce.rta.in level of privacy so 

safegu.ard sens.itive inform.ati.o.n. 

viii. Integrity- Blockch.a.in t.echn.ology prot.ec.ts aga.inst una.ut.horized modifi.cati.o.ns 

le.ading to data int.egrity. S.ince t.he t.echn.ology provi.de.s publi.c ve.rifi.ability, data 

int.egrity m.ay be co.nfirm.ed by anybody. 

ix. Redundancy- Blockch.a.in t.echn.ology reli.e.s o.n decentralized archit.ec.ture. 

Unlike centralized syst.ems, whi.ch rely o.n backups and phys.i.cal se.rve.rs to 

achi.eve data redundancy, data is dupli.cat.ed acro.ss all writ.e.rs. 

x. Trust Anchor- Trust anchor is t.he entity re.spo.ns.ible for provi.ding re.ad and 

writ.e acce.ss to a syst.em. T.hey are t.he highe.st a.ut.horiti.e.s and t.hey po.sse.ss grant 

and revoke rights. 

 

2.2.4 Blockchain Storage Structure 

In a blockch.a.in, all vali.d records of transac.ti.o.ns are collec.t.ed toget.he.r and 

stored in gro.ups t.h.at are called blocks. A block co.nta.ins a numbe.r of transac.ti.o.ns alo.ng 
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wit.h pro.of of work and t.he h.ash of t.he previ.o.us block. Defining t.he completi.o.n of a 

block depends o.n its capacity. Moh.anta et al. (2019) cla.im t.h.at a block m.ay co.nta.in 

more t.h.an 500 transac.ti.o.ns and as propo.sed by Sato.shi Na.kamoto in 2010 t.h.at t.he 

ave.rage s.ize of a block is approxim.at.ely 1MB. E.ach n.ode in t.he network vali.dat.e a new 

transac.ti.o.n t.h.at is added to t.he block and o.nce a block is filled is ch.a.ined to t.he existing 

blockch.a.in. T.he figure below de.scribe.s a deta.iled block in blockch.a.in. 

 

Figure 5: Block in a blockch.a.in syst.em (Insp.ired by Moh.anta et al., 2019) 

A block is compo.sed of two m.a.in compo.nents, t.he he.ade.r of a block and t.he 

body t.h.at co.nta.ins a list of transac.ti.o.ns. T.he block's he.ad is separat.ed into five 

h.al.ve.s,1) A N.o.nce is a numbe.r t.h.at is added to a h.ashed block in a blockch.a.in to m.a.ke 

it diffi.cult to dump when it is reh.ashed. A n.o.nce is t.he numbe.r t.h.at t.he m.ine.rs are 

working h.ard to sol.ve (Co.nti et al., 2018). 2) Data co.nta.ins t.he deta.iled inform.ati.o.n of 

a transac.ti.o.n including t.he sende.r and t.he rece.ive.r inform.ati.o.n, t.he amo.unt of mo.ney 

to be sent. T.his part is also ve.ry important for t.he re.st of t.he n.ode.s to vali.dat.e t.he 

transac.ti.o.n. When a n.ode starts a transac.ti.o.n and bro.adcast it to ot.he.r n.ode.s in t.he 

network to vali.dat.e it, ot.he.r n.ode.s base o.n t.he old transac.ti.o.ns. For instance, a m.ine.r 

lo.oks in t.he past records to co.nfirm if t.he sende.r h.as t.he amo.unt of Bitco.ins t.h.at he 

w.ants to send.3) t.he ro.ot h.ash of t.he m.arkle tre.e, t.he transac.ti.o.ns in a block are 

organized in a m.arkle tre.e struc.ture and can be aggregat.ed in a h.ash and t.hus t.he h.ash 

of t.he current block (Co.nti et al., 2018). 4) H.ash of t.he previ.o.us block, blocks are linked 

cryptographi.cally wit.h a dig.ital finge.rprint gene.rat.ed by a h.ashing func.ti.o.n. Blocks are 
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linked toget.he.r; a block co.nta.ins a h.ash valu.e of t.he previ.o.us block. T.his is a cruci.al 

compo.nent t.h.at allows a co.nnec.ti.o.n betwe.en blocks. T.his is why reve.rs.ing t.he 

blockch.a.in is re.ally diffi.cult. 

T.his syst.em of ch.a.ining all t.he blocks toget.he.r and a block co.nta.ins t.he h.ash 

valu.e of a previ.o.us block whi.ch m.e.ans t.h.at to be able to edit o.ne block, it will requ.ire 

to co.nsult all t.he previ.o.us blocks whi.ch h.ave be.en growing to m.a.ke a ve.ry lo.ng ch.a.in. 

T.he.refore, it becom.e.s more compli.cat.ed and requ.ire a lot of computati.o.nal powe.r to 

dump any s.ingle block in t.he ch.a.in (Co.nti et al., 2018). 5) A tim.e.stamp in t.he block 

itself, in seco.nds. T.his tim.e allows to det.e.rm.ine t.he exac.t tim.e in whi.ch t.he block h.as 

be.en m.ined and vali.dat.ed by ot.he.r n.ode.s in t.he blockch.a.in syst.em (Co.nti et al., 

2018).6) Diffi.cult, eve.ry h.ash h.as a s.ize in bits and t.he sm.alle.r t.he go.al is in t.he bits, 

t.he h.arde.r it is to get a m.atching h.ash. A h.ash t.h.at h.as m.any ze.ro.s at t.he beg.inning is 

sm.alle.r t.h.an t.he h.ash wit.ho.ut ze.ro.s. 

 

2.2.5 Blockchain Technology Security 

Blockch.a.in t.echn.ology allows data to be sh.ared while m.a.inta.ining transparency. 

T.he parti.e.s co.nce.rned are assured t.h.at t.he inform.ati.o.n t.hey are working wit.h is e.rror-

fre.e and unch.ange.able. T.his fe.ature is n.ot o.nly benefi.ci.al in t.he t.echni.cal dom.a.in, but 

also finds its use beyo.nd t.h.at. T.he following are few re.aso.ns t.h.at m.a.ke blockch.a.in 

t.echn.ology a favorit.e in m.any dom.a.ins.  

i. It ensure.s transparency: Blockch.a.in t.echn.ology is an open so.urce t.echn.ology, 

such t.h.at ot.he.r use.rs cann.ot modify it. A blockch.a.in's logged data is impo.ss.ible 

to modify, m.a.king it a som.ewh.at secure t.echn.ology. It reduce.s transac.ti.o.n co.sts 

s.ignifi.cantly. A blockch.a.in do.e.s n.ot ne.ed t.hird party to complet.e pe.e.r-to-pe.e.r 

and bus.ine.ss transac.ti.o.ns. S.ince n.o m.i.ddlem.en are invol.ved in t.he transac.ti.o.n, 

t.he proce.ss is fast.e.r. 

ii. Transac.ti.o.n settlem.ents are qu.i.cke.r for blockch.a.in t.echn.ology as compared to 

traditi.o.nal banks whi.ch rely o.n working ho.urs and protocols. T.he fac.t t.h.at t.hey 

are in diffe.rent parts of t.he world adds to t.he delay. Howeve.r, blockch.a.in h.as n.o 

such lim.itati.o.ns, allowing for spe.edi.e.r transac.ti.o.n settlem.ents.  

iii. It promot.e.s decentralizati.o.n s.ince t.he.re is n.ot central data hub. T.his allows 

indivi.du.al transac.ti.o.ns to be a.ut.henti.cat.ed. When inform.ati.o.n is updat.ed to 
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diffe.rent se.rve.rs, even if t.he inform.ati.o.n com.e.s acro.ss adve.rsari.e.s, a trivi.al 

amo.unt if data will be comprom.ised. S.ince t.hird parti.e.s are n.o more invol.ved in 

t.he transac.ti.o.ns, use.rs and develope.rs ta.ke t.he initi.ative, t.hus introducing use.r-

co.ntrolled networks. Movem.ents of go.ods, hence le.ading to transparency. T.his 

s.implifi.e.s seve.ral ot.he.r m.anagem.ent proce.sse.s to.o. In case of irregulariti.e.s 

be.ing det.ec.t.ed, o.ne can alw.ays trace back to t.he po.int of orig.in, whi.ch m.a.ke.s 

inve.stigati.o.ns e.asy for executing requ.ired ac.ti.o.ns. T.his le.ads to qu.ality 

assurance 

iv. Blockch.a.in t.echn.ology elim.inat.e.s hum.an e.rror s.ince it records data and prot.ec.ts 

it from be.ing alt.e.red. Accuracy is ensured beca.use records are vali.dat.ed as t.hey 

trans.it from o.ne n.ode to t.he next. T.his ultim.at.ely le.ads to acco.untability. 

v. Sm.art and Sophisti.cat.ed co.ntrac.ts can be e.as.ily vali.dat.ed, s.inged and enforced 

us.ing blockch.a.in t.echn.ology.  

vi. Blockch.a.in T.echn.ology elim.inat.e.s elec.toral fra.ud, t.hus le.ading to clarity in 

voting. For Stock Exch.ange.s, t.he reli.ability of blockch.a.in t.echn.ology is be.ing 

co.ns.i.de.red. Ene.rgy supply can be accurat.ely tracked.  

vii. Blockch.a.in t.echn.ology enco.urage.s Pe.e.r to Pe.e.r Global Transac.ti.o.ns. 

Cryptocurrency transac.ti.o.ns are qu.i.ck, safe, and inexpens.ive. 

viii. Blockch.a.in t.echn.ology le.ads to data objec.tivity. It n.ot o.nly ensure.s data 

int.egrity, but it m.ay also n.otify use.rs if data is alt.e.red. Even if data is bre.ached 

for an organizati.o.n, it cann.ot be used, t.hus a balance is m.a.inta.ined betwe.en 

security and gove.rnance. 

ix. Blockch.a.in t.echn.ology is used to a.ut.henti.cat.e devi.ce.s. T.hey m.ay so.o.n replace 

passwords, t.hus elim.inating hum.an int.e.rventi.o.n. T.his is du.e to t.he fac.t t.h.at it 

do.e.s n.ot enco.urage centralized archit.ec.ture. Beca.use eve.ry transac.ti.o.n is 

dig.itally tim.e stamped and s.igned, it emph.as.ize.s n.o.n-repudi.ati.o.n. Even wit.h 

t.he syst.em‘s new it.e.rati.o.n, previ.o.us records will be stored in history log. T.his 

le.ads to trace.ability 

 

2.2.6 Challenges of Blockchain Technology 

De.sp.it.e t.he benefits of blockch.a.in t.echn.ology, t.he.re are still som.e issu.e.s t.h.at 

ne.ed to be addre.ssed. T.he diffi.culti.e.s are summ.arized as follows:  
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i. Blockch.a.in an.om.ali.e.s,  

ii. Ene.rgy co.nsumpti.o.n,  

iii. Scalability and spe.ed,  

iv. Int.e.rope.rability,  

v. Privacy,  

vi. Cryptology ch.allenge.s in t.he age of qu.antum computing.  

 

 

Blockchain Anomalies  

Som.e an.om.ali.e.s m.ay re.sult in t.he additi.o.n of co.nfli.c.ting blocks and t.he 

form.ati.o.n of new branche.s of t.he ch.a.in in PoW based blockch.a.ins. In Natoli and 

Gramoli's study, t.he co.nditi.o.ns t.h.at m.ay le.ad to t.he.se an.om.ali.e.s are discussed (Natoli 

& Gramoli, 2016). T.his can le.ad to issu.e.s wit.h usability, int.egrity, and pe.rform.ance 

(Moh.an, 2019). O.n t.he.se co.nditi.o.ns, blockch.a.in syst.ems sho.uld provi.de det.e.rm.inisti.c 

assurance.s. T.he.se type.s of an.om.ali.e.s can be sol.ved by adapting implem.entati.o.ns and 

writing sm.art co.ntrac.ts (Natoli & Gramoli, 2016).  

 

Energy Consumption  

Traditi.o.nal PoW-based blockch.a.in m.ining ac.tiviti.e.s nece.ss.itat.e expens.ive 

h.ardw.are and a s.ignifi.cant level of ene.rgy usage (Flipo & Be.rne, 2017; Tra.utm.an & 

Mole.sky, 2019). Ene.rgy-effi.ci.ent blockch.a.in soluti.o.ns are be.ing t.e.st.ed to replace or 

reduce t.he use of traditi.o.nal PoW-based blockch.a.in syst.ems. Vari.o.us n.ode selec.ti.o.n 

algorit.hms are offe.red, depending o.n random selec.ti.o.n or t.he amo.unt of cryptocurrency 

m.ined by t.he m.ine.rs (Ro.s.i.c, 2017).  

PO.S co.nsensus protocol h.as start.ed to be prefe.rred in cryptocurrency 

implem.entati.o.ns inst.e.ad of t.he PoW appro.ach. To becom.e a trust.ed vali.dator, n.ode.s 

must depo.s.it a predet.e.rm.ined amo.unt of cryptocurrency and demo.nstrat.e t.he.ir 

comm.itm.ent to t.he syst.em. T.he syst.em do.e.s n.ot requ.ire a cal.culati.o.n-based 

competiti.o.n; inst.e.ad, it selec.ts vali.dators at random. T.he likeliho.od of be.ing cho.sen is 

relat.ed to t.he qu.antity of cryptocurrency held. Wit.h PO.S, t.he syst.em will use 

s.ignifi.cantly le.ss elec.tri.city and be lot fast.e.r (Saye.ed & M.arco-G.isbe.rt, 2018; Opray, 

2017). 
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Current ent.e.rprise blockch.a.in fram.eworks, such as Hype.rledge.r and R3 Corda, 

are token-fre.e platforms t.h.at save ene.rgy by elim.inating t.his tim.e-co.nsum.ing proce.ss. 

H.ashgraph, Holoch.a.in, and Tangle, amo.ng ot.he.r blockch.a.in vari.ants, are also ene.rgy-

effi.ci.ent and re.so.urce-fri.endly DLT syst.ems.  

 

Scalability and speed  

T.he ability to h.andle m.ass.ive volum.e.s of transac.ti.o.ns at rap.i.d spe.eds is refe.rred 

to as scalability. T.his is largely det.e.rm.ined by t.he following vari.able.s:  

 Co.nsensus: T.he n.ode.s must agre.e o.n t.he transac.ti.o.n's leg.itim.acy. In traditi.o.nal 

cryptocurrency syst.ems, adding inform.ati.o.n to a block us.ing t.he POW 

co.nsensus protocol is a relatively slow proce.ss. In Bitco.in, cre.ating a block can 

ta.ke anywhe.re from 10 to 60 m.inut.e.s (Bitinfoch.arts, 2019); in Et.he.re.um, it 

ta.ke.s ro.ughly 15 seco.nds (Et.he.rscan, 2019). In a n.orm.al blockch.a.in network, all 

new blocks are bro.adcast.ed and vali.dat.ed by all n.ode.s.  

 Storage: Storage capacity is t.he mo.st important co.ns.i.de.rati.o.n when deploying 

blockch.a.in. T.he expo.nenti.al incre.ase in block s.ize ca.use.s a pe.rform.ance issu.e. 

M.any t.echniqu.e.s m.a.ke it impo.ss.ible or imprac.ti.cal to ke.ep all of t.he data in 

e.ach n.ode.  

T.his brings o.ut t.he scalability problem s.ince t.he bro.adcast traffi.c and t.he s.ize of 

t.he ledge.r data stored in t.he n.ode.s incre.ase.s expo.nenti.ally beca.use of t.he nature of t.he 

blockch.a.in archit.ec.ture. Furt.he.rmore, lightwe.ight devi.ce.s such as t.he Int.e.rnet of 

T.hings (loT) lack t.he nece.ssary re.so.urce.s. M.any soluti.o.ns h.ave start.ed to use all n.ode.s 

for transac.ti.o.n vali.dati.o.n and o.nly a few (full n.ode.s) for data storage. O.nly storing t.he 

summ.ary or link of t.he data in t.he n.ode.s is also be.ing implem.ent.ed, as is ke.ep.ing t.he 

data in t.he DSN archit.ec.ture. T.he co-fo.unde.r of Et.he.re.um, Vitalik But.e.rin, o.nce stat.ed 

t.h.at a blockch.a.in soluti.o.n can o.nly co.nta.in two o.ut of t.he t.hre.e bas.i.c fe.ature.s 

(decentralizati.o.n, security and scalability). T.his is also called t.he scalability/blockch.a.in 

trilemm.a, whi.ch is shown in t.he Figure below. In orde.r to tackle t.he scalability 

ch.allenge, decentralizati.o.n and security will be sacrifi.ced (Gom.ez, M., 2017). 
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Figure 6: Scalability/Blockch.a.in Trilemm.a 

Interoperability  

In recent ye.ars, blockch.a.in infrastruc.ture int.e.rope.rability h.as em.e.rged as a new 

problem for t.he blockch.a.in community. Use.rs of diffe.rent blockch.a.in syst.ems cann.ot 

re.adily move dig.ital assets betwe.en e.ach ot.he.r wit.ho.ut requ.iring an int.e.rm.edi.ary, 

de.sp.it.e t.he fac.t t.h.at blockch.a.in t.echn.ology w.as cre.at.ed and e.stablished to elim.inat.e 

int.e.rm.edi.ari.e.s and trustwort.hy t.hird parti.e.s. For example, if a use.r wishe.s to transfe.r 

data or a dig.ital asset from a Hype.rledge.r Fabri.c network cli.ent to an R3 Corda network 

cli.ent, t.he use.r must first reg.ist.e.r wit.h t.he Hype.rledge.r Fabri.c network, t.hen decrypt 

t.he secured data, and t.hen reg.ist.e.r o.n R3 Corda to use t.his network‘s func.ti.o.nality and 

put t.he aforem.enti.o.ned data into R3 Corda network. T.his is a huge w.ast.e of tim.e and 

re.so.urce.s. Int.e.rope.rability of multiple blockch.a.in de.s.igns, even betwe.en diffe.rent firms 

or industri.e.s, becom.e.s a ne.ed.  

In t.he ne.ar future, diffe.rent blockch.a.in syst.ems will be able to communi.cat.e and 

transfe.r dig.ital assets. Cro.ss-transac.ti.o.ns sho.uld be enabled us.ing m.ech.anisms like 

Qu.i.ckX. S.i.dech.a.ins h.ave be.en pre.sent.ed as a prom.is.ing m.e.ans for transfe.rring data 

betwe.en blockch.a.ins. It is n.ot o.nly a DLT t.echn.ology, but also a po.ss.ible archit.ec.ture 

for enabling blockch.a.in t.echn.ology int.e.rope.rability (Ray, 2018). 

  

Privacy  

An.ot.he.r diffi.cult issu.e t.h.at arise.s from t.he nature of t.he blockch.a.in t.echniqu.e is 

privacy. All parti.cipants in a pe.rm.iss.i.o.nle.ss blockch.a.in archit.ec.ture h.ave t.he right to 
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downlo.ad t.he ledge.r, whi.ch m.e.ans t.hey can lo.ok t.hro.ugh t.he whole history of recorded 

transac.ti.o.ns. In t.he.se infrastruc.ture.s, implem.enting "t.he right to privacy" is diffi.cult. 

When working wit.h P.I.I, extra ca.uti.o.n is requ.ired (Pe.rso.nally I.dentifi.able Inform.ati.o.n). 

It is be.st n.ot to store pe.rso.nally i.dentifi.able inform.ati.o.n (P.I.I) o.n t.he blockch.a.in and 

inst.e.ad allow use.rs to m.anage t.he.ir own data.  

To ensure an.o.nym.ity, Ze.ro Kn.owledge Pro.of (ZKP) can be included into 

blockch.a.in syst.ems. T.he use.r can h.ave complet.e co.ntrol ove.r his or he.r data. Any 

proce.ss (such as an i.dentity check) can be vali.dat.ed wit.h ZKP wit.ho.ut provi.ding any 

inform.ati.o.n abo.ut it (Goldre.i.ch, 2019; Korkm.az et al., 2019). 

 

 

Cryptology challenges in the age of Quantum Computing  

T.he security of co.nventi.o.nal publi.c-key-based algorit.hms and blockch.a.in 

syst.ems is je.opardized by qu.antum computing and t.he parallel proce.ss.ing powe.r it 

prom.ise.s. Qu.antum computing is a revoluti.o.nary t.echniqu.e t.h.at can be used to decrypt 

ciphe.rs and reve.al secrets prot.ec.t.ed by co.nventi.o.nal cryptographi.c algorit.hms (P.iscini 

et al., 2018). By s.imply ra.is.ing t.he associ.at.ed key s.ize.s, symm.etri.c algorit.hms appe.ar 

to be secure aga.inst qu.antum comput.e.rs (and Grove.r's algorit.hms). RSA, DSA, Diffi.e-

Hellm.an Key Exch.ange, ECC, ECDSA, and ot.he.r wi.dely used publi.c-key 

cryptographi.c algorit.hms (based o.n int.ege.r fac.torizati.o.n and discret.e log problem) will 

be vulne.rable to t.he Shors m.et.hod and wo.n't be safe any lo.nge.r (Cromwell, 2015). 

Re.se.arche.rs are lo.oking tow.ards po.st-qu.antum blockch.a.in (PQB) syst.ems and 

safe cryptocurrency schem.e.s based o.n t.hem t.h.at can wit.hstand qu.antum comput.e.r 

attacks. T.his is currently a work in progre.ss (Ga.o et al., 2019). 

 

2.2.7 Privacy Challenges of Blockchain 

A. Identity privacy challenge 

T.he relati.o.nship betwe.en t.he use.r's re.al i.dentity and t.he blockch.a.in addre.ss is 

refe.rred to as i.dentity privacy. T.he data saved o.n t.he blockch.a.in is unch.ange.able. It is 

stored o.n t.he ch.a.in in t.he form of distribut.ed ledge.r. T.he ch.a.in can provi.de 

comprehens.ive inform.ati.o.n to any n.ode. Alt.ho.ugh transac.ti.o.ns o.n t.he blockch.a.in h.ave 

ce.rta.in an.o.nym.ity, wit.h t.he developm.ent of comput.e t.echn.ology, an.o.nym .ity cann.ot 
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fully prot.ec.t t.he privacy of use.r i.dentity. By mo.nitoring and asse.ss.ing t.he s.ignifi.cance 

of publi.c data in t.he global ledge.r, an attacke.r can discove.r sens.itive inform.ati.o.n. If 

t.he.re are stable co.nnec.t.ed transac.ti.o.ns betwe.en multiple addre.sse.s, for example, t.he 

attacke.r can study t.he transac.ti.o.n relati.o.nship graph betwe.en t.he addre.sse.s and infe.r 

som.e data abo.ut t.he use.r (Ro.n & Sch.ar, 2013). Furt.he.rmore, t.he attacke.r can infe.r t.he 

use.r's i.dentity and ge.ographi.cal inform.ati.o.n by se.arching all pot.enti.al transac.ti.o.ns wit.h 

an e.stim.at.ed balance for t.he associ.at.ed transac.ti.o.n addre.ss (Flede.r, 2015). 

 

B. Transaction privacy challenge 

T.he transac.ti.o.n records kept in t.he blockch.a.in and t.he pot.enti.al inform.ati.o.n 

unde.rlying t.he transac.ti.o.n are refe.rred to as transac.ti.o.n privacy. Encrypti.o.n is a 

commo.n inform.ati.o.n security soluti.o.n t.h.at prevents an adve.rsary from st.e.aling or 

int.e.rfe.ring wit.h t.he data. Howeve.r, it is vital to ve.rify t.h.at transac.ti.o.n inform.ati.o.n is 

n.ot ta.ken by una.ut.horized n.ode.s in t.he proce.ss of encrypting transac.ti.o.n inform.ati.o.n in 

blockch.a.in. O.n t.he ot.he.r h.and, ve.rifying t.he transac.ti.o.n's leg.itim.acy wit.ho.ut rele.as.ing 

sens.itive inform.ati.o.n is important, and t.he transac.ti.o.n co.nt.ent cann.ot be totally 

encrypt.ed. T.he.re are inco.ns.ist.enci.e.s betwe.en t.hem, as well as hurdle.s and diffi.culti.e.s 

in privacy prot.ec.ti.o.n t.echn.olog.i.e.s. 

To summ.arize, blockch.a.in t.echn.ology cann.ot gu.arant.e.e complet.e privacy 

prot.ec.ti.o.n for co.nsum.e.rs. To achi.eve blockch.a.in privacy prot.ec.ti.o.n, vari.o.us privacy 

prot.ec.ti.o.n algorit.hms, protocols, or ot.he.r m.e.asure.s must be implem.ent.ed (Li.u, 2019). 

As a re.sult, blockch.a.in privacy and security issu.e.s sho.uld rece.ive more att.enti.o.n. 

 

2.3 Blockchain Security Issues 

T.he archit.ec.ture of blockch.a.in co.ns.ists of s.ix laye.rs. Howeve.r, as we h.ave 

expla.ined in t.he previ.o.us sec.ti.o.n, t.his t.he.s.is will focus o.n fo.ur laye.rs. T.he.se laye.rs are 

appli.cati.o.n laye.r, laye.r, network laye.r and data laye.r. T.he data laye.r co.ns.ists of data 

blocks, ch.a.in struc.ture, tim.e.stamp, h.ash func.ti.o.ns, M.arkle tre.e, and dig.ital s.ignature 

(Ru.i Zh.ang et al., 2019). In compariso.n to ot.he.r laye.rs, t.he network and data laye.rs are 

more vulne.rable to security assa.ults. Tim.e H.acking attacks, selfish-m.ining, >50%‘ 

Attack and do.uble spending attacks h.appen o.n t.he data laye.r. Ot.he.r laye.rs, such as t.he 

appli.cati.o.n laye.r, m.ay be vulne.rable to ot.he.r attacks, such as attacks o.n t.he w.allet 



41 
 

softw.are. Chen et al. (2019) analyze financi.al lo.sse.s ca.used by Deni.al of Se.rvi.ce 

attacks, whi.ch target t.he network laye.r wit.h t.he go.al of disrupting t.he syst.em by 

injec.ting m.ali.ci.o.us attacks t.h.at co.nsum.e t.he m.ajority of t.he syst.em's computati.o.nal 

capacity. O.ne example is in 2016, approxim.at.ely US$60M w.as stolen du.e to DA.O 

(Decentralized A.uto.n.omo.us Organizati.o.n) attack in et.he.re.um. De.sp.it.e t.he vari.o.us 

benefits t.h.at t.his blockch.a.in is offe.ring t.he soci.ety and ch.ang.ing pe.ople‘s live.s in m.any 

diffe.rent w.ays, furt.he.r enh.ancem.ent is still ne.eded o.n its security are.a. T.his t.he.s.is a.ims 

to co.nduc.t a study o.n t.he impac.ts of blockch.a.in t.echn.olog.i.e.s in t.he fi.eld of 

inform.ati.o.n security and privacy. 

 

 

2.4 Information Security of Blockchain Technology 

All use.rs of inform.ati.o.n syst.ems sho.uld prac.ti.ce inform.ati.o.n security. 

Blockch.a.in syst.ems invol.ve sens.itive inform.ati.o.n such as use.rs‘ transac.ti.o.n 

inform.ati.o.n whi.ch requ.ire.s security m.e.asure.s to prot.ec.t such inform.ati.o.n aga.inst 

una.ut.horized acce.ss. Blockch.a.in is a t.echn.ology t.h.at works ove.r t.he int.e.rnet. It 

invol.ve.s t.he virtu.al communi.cati.o.n betwe.en t.he parti.cipants of t.he network. It is rare to 

find a t.echn.ology t.h.at invol.ve.s t.he use of t.he int.e.rnet wit.ho.ut security problems. Li et 

al. (2020) exam.ine popular blockch.a.in syst.ems and discuss re.al attacks obse.rved in 

t.ho.se syst.ems. I.A tri.ad is a kn.own security model t.h.at define.s security data objec.tive.s 

nam.ely co.nfi.denti.ality, int.egrity and ava.ilability. And t.he.se are t.he core fundam.entals 

in ensuring t.he security of inform.ati.o.n Samo.nas and Co.ss (2014). T.he inform.ati.o.n 

security objec.tive.s are expla.ined based o.n bitco.in as t.he first implem.ent.ed projec.t 

behind t.his t.echn.ology. Ru.i Zh.ang et al. (2019) exam.ined t.he security prope.rti.e.s and 

ne.eds t.h.at must be implem.ent.ed in blockch.a.in t.echn.ology to avo.i.d a vari.ety of syst.em 

t.hre.ats. 

i. Confidentiality of transactions: Data and de.rived repre.sent.ed inform.ati.o.n must be 

prot.ec.t.ed in a w.ay t.h.at o.nly a.ut.horized pe.ople can h.ave acce.ss to t.hem. Use.rs 

Transac.ti.o.n inform.ati.o.n cann.ot be acce.ssed by una.ut.horized use.rs. T.he syst.em 

must gu.arant.e.e t.he co.ns.ist.ency and security of t.he data. 
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ii. Integrity of transactions: Accuracy and complet.ene.ss of t.he data. Transac.ti.o.ns 

invol.ved in o.nline decentralized syst.ems include asset m.anagem.ent, vehi.cle 

reg.istrati.o.ns, w.areho.use rece.ipts and ot.he.r assets are m.anaged by diffe.rent 

int.e.rm.edi.ari.e.s. T.his le.ads to t.he risks of fa.king t.he ce.rtifi.cat.e.s, t.hus data must n.ot 

be m.anipulat.ed or m.isused by una.ut.horized pe.ople.  

iii. Availability of system and data: T.he parti.cipants of t.he network sho.uld be able to 

acce.ss t.he syst.em and t.he data of transac.ti.o.ns at any mom.ent, anywhe.re. T.he 

syst.em must gu.arant.e.e t.he ava.ilability of data to a.ut.horized pe.ople o.nly. 

iv. Consistency of the Ledger across participants: T.he proce.sse.s t.h.at are invol.ved in 

t.he syst.em betwe.en invol.ved financi.al instituti.o.ns, inco.ns.ist.enci.e.s betwe.en 

ledge.rs kept by diffe.rent financi.al instituti.o.ns in t.he network are ca.used by 

vari.ance.s in archit.ec.ture and bus.ine.ss procedure.s. 

v. Prevention of double spending: T.his a m.ajor issu.e in t.he blockch.a.in syst.em. For 

instance, a s.ingle co.in m.ay be sent more t.h.an o.nce. To ove.rcom.e t.his problem, 

security m.et.hods must be installed. 

vi. Anonymity of users’ identity: Sh.aring use.r data amo.ng diffe.rent financi.al 

instituti.o.ns in a secure m.anne.r is expens.ive du.e to t.he repe.at.ed use.r 

a.ut.henti.cati.o.n. T.his le.ads to t.he disclo.sure of use.r‘s inform.ati.o.n by som.e 

int.e.rm.edi.ari.e.s. T.he syst.em h.as to ensure t.h.at t.he use.rs‘ inform.ati.o.n is o.nly 

acce.ssed by a.ut.horized use.rs. 

vii. Unlinkability of transactions: Use.r‘s transac.ti.o.n inform.ati.o.n sho.uld n.ot be linked 

to e.ach ot.he.r beca.use o.nce all t.he transac.ti.o.ns relat.ed to a use.r are linked. T.hus, it 

is e.asy to figure o.ut ot.he.r inform.ati.o.n abo.ut t.he use.r. 

 

2.5 Privacy and Information Security Techniques used In Blockchain 

T.he following are t.echniqu.e.s t.h.at can be leve.raged to enh.ance t.he security and 

privacy of existing and future blockch.a.in syst.ems. 

1. Mixing  

Use.rs' an.o.nym.ity is n.ot gu.arant.e.ed by Bitco.in's blockch.a.in: transac.ti.o.ns are 

m.ade wit.h pse.udo.nymo.us addre.sse.s and m.ay be vali.dat.ed publi.cly, t.hus anybody 

can link a use.r's transac.ti.o.n to he.r pri.or transac.ti.o.ns by lo.oking at t.he addre.sse.s she 

used to m.a.ke bitco.in sw.aps. More s.ignifi.cantly, when a transac.ti.o.n's addre.ss is 
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co.nnec.t.ed to a use.r's re.al-world i.dentity, all of he.r transac.ti.o.ns m.ay be expo.sed. As 

a re.sult, m.ixing se.rvi.ce.s (or tumble.rs) we.re cre.at.ed to ke.ep use.rs' addre.sse.s 

separat.e. M.ixing, lit.e.rally, is a random exch.ange of a use.r's mo.ney wit.h t.he co.ins of 

ot.he.r use.rs, obscuring t.he obse.rve.r's owne.rship of co.ins. Howeve.r, t.he.se m.ixing 

se.rvi.ce.s do.e.s n.ot provi.de prot.ec.ti.o.n from co.in t.heft.  

a. Mixcoin: Bo.nne.a.u et al. propo.sed M.ixco.in (Dave, 1993) in 2014, whi.ch allows 

an.o.nymo.us paym.ent in Bitco.in and bitco.in-like co.ins. M.ixco.in enable.s 

an.o.nym.ity a.kin to existing communi.cati.o.n m.ixe.s to prot.ec.t aga.inst ac.tive 

adve.rsari.e.s. Furt.he.rmore, M.ixco.in employs an acco.untability m.ech.anism to 

i.dentify st.e.aling, demo.nstrating t.h.at by m.atching incentive.s, use.rs will use 

M.ixco.in rati.o.nally wit.ho.ut st.e.aling bitco.ins. 

b. CoinJoin: Co.inJo.in (Gregory, 2013) is propo.sed in 2013 as an alt.e.rnative 

an.o.nym.izati.o.n m.et.hod for bitco.in transac.ti.o.ns. It is insp.ired by t.he co.ncept of 

sh.ared paym.ent. If a use.r w.ants to m.a.ke a paym.ent, she will i.dentify an.ot.he.r 

use.r who also w.ants to m.a.ke a paym.ent, and t.he two of t.hem will negoti.at.e a 

jo.int paym.ent in o.ne transac.ti.o.n. T.he po.ss.ibility of correlating inputs and 

o.utputs in o.ne transac.ti.o.n and tracing t.he exac.t direc.ti.o.n of mo.ney movem.ent 

of a s.ingle use.r is co.ns.i.de.rably reduced by t.he jo.int paym.ent. Use.rs must 

discuss transac.ti.o.ns wit .h whom t.hey de.s.ire to m.a.ke jo.int paym.ents wit.h 

Co.inJo.in. T.he initi.al gene.rati.o.n of m.ixing se.rvi.ce.s (such as Sh.aredCo.in Mo.niz, 

2006) reli.ed o.n centralized se.rve.rs and requ.ired custom.e.rs to trust t.h.at t.he 

se.rvi.ce ope.rator wo.uld ne.it.he.r st.e.al n.or enable ot.he.rs to st.e.al t.he.ir bitco.ins. 

De.sp.it.e t.he s.ingle po.int of fa.ilure, centralized syst.ems m.ay expo.se use.rs' 

pe.rso.nal inform.ati.o.n beca.use t.hey wo.uld pre.se.rve transac.ti.o.n logs and track all 

jo.int paym.ent parti.cipants. Furt.he.rmore, po.or implem.entati.o.n of t.he Co.inJo.in 

protocol will reduce an.o.nym.ity. Kristov Atlas i.dentifi.ed such flaw in t.he 

Sh.aredCo.in m.ixing se.rvi.ce (Mo.niz, 2006) and provi.ded a deta.iled analys.is of 

t.he flaw in (Kristov, 2014), In (Kristov, 2014), Kristov Atlas cre.at.ed a to.ol 

called "Co.inJo.in Sudoku" (Kristov, 2014) t.h.at co.uld i.dentify Sh.aredCo.in 

transac.ti.o.ns and discove.r associ.ati.o.ns betwe.en specifi.c paym.ents and paye.e.s, 
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demo.nstrating t.h.at t.he Sh.aredCo.in m.ixing se.rvi.ce is unable to ensure stro.ng 

transac.ti.o.n privacy. 

Co.inShuffle (Tim, 2014) w.as propo.sed by Tim Ruffing et al. in 2014, whi.ch 

furt.he.r ext.ends t.he Co.inJo.in co.ncept and incre.ase.s privacy by avo.i.ding 

nece.ssary of trust.ed t.hird-party form.ixing transac.ti.o.ns. Co.inShuffe is de.scribed 

as a truly decentralized co.in-m.ixing t.echn.ology wit.h t.he capacity to prevent 

t.heft. To ensure an.o.nym .ity, Co.inShuffle use.s a n.ovel acco.untable an.o.nymo.us 

gro.up communi.cati.o.n protocol, whi.ch is called Dissent. 

2. Anonymous Signatures 

Dig.ital s.ignature t.echn.ology w.as developed seve.ral vari.ants. Som.e s.igning 

t.echniqu.e.s h.ave t.he ability to provi.de an.o.nym.ity to t.he s.igne.r. T.his kind of s.ignature 

schem.e.s are called an.o.nymo.us s.ignature. T.he two mo.st e.ssenti.al and typ.i.cal 

an.o.nymo.us s.ignature t.echniqu.e.s are gro.up s.ignature and ring s.ignature, bot.h of whi.ch 

we.re propo.sed previ.o.usly. 

a. Group Signature: Gro.up s.ignature is a cryptography schem.e propo.sed initi.ally 

in 1991 (Lin Chen, 2017). Any m.embe.r of a gro.up can use he.r pe.rso.nal secret 

key to s.ign a m.e.ssage for t.he entire gro.up an.o.nymo.usly, and any m.embe.r wit.h 

t.he gro.up's publi.c key can check and vali.dat.e t.he gene.rat.ed s.ignature and 

co.nfirm t.h.at t.he s.ignature of som.e gro.up m.embe.r w.as used to s.ign t.he m.e.ssage. 

T.he procedure of s.ignature ve.rifi.cati.o.n expo.se.s n.ot.hing abo.ut t.he s.igne.r's 

genu.ine i.dentity ot.he.r t.h.an t.he gro.up's m.embe.rship. 

A gro.up m.anage.r ove.rse.e.s t.he proce.ss of adding m.embe.rs to t.he gro.up, 

re.sol.ving disagre.em.ents, and reve.aling t.he orig.inal s.igne.r. It is also requ.ired 

t.h.at an a.ut.hority entity in a blockch.a.in syst.em h.as to form and cancel gro.ups, as 

well as dynam.i.cally add new m.embe.rs to t.he gro.up and delet.e/revoke 

m.embe.rship of specifi.c parti.cipants. S.ince t.he gro.up s.ignature requ.ire.s a gro.up 

m.anage.r to setup t.he gro.up, gro.up s.ignature is su.itable for co.nsorti.um 

blockch.a.in. Recently, JUZIX added gro.up s.ignature in its platform for provi.ding 

use.rs wit.h an.o.nym.ity support. 

b. Ring Signature: Ring s.ignature (Ro.nald, 2017) also can achi.eve an.o.nymo.us 

t.hro.ugh s.igning by any m.embe.r of a gro.up use.rs. T.he t.e.rm "ring s.ignature" 
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refe.rs to a s.ignature algorit.hm t.h.at employs a ring-like struc.ture. If det.e.rm.ining 

whi.ch m.embe.r of t.he gro.up use.s his or he.r key to s.ign t.he m.e.ssage is diffi.cult, 

t.he ring s.ignature is an.o.nymo.us. Ring s.ignature.s diffe.r from gro.up s.ignature.s in 

two principal w.ays: First, beca.use t.he.re is n.o gro.up m.anagem.ent in a ring 

s.ignature schem.e, t.he genu.ine i.dentity of t.he s.igne.r cann.ot be expo.sed in t.he 

event of a disagre.em.ent. Seco.nd, wit.ho.ut any furt.he.r preparati.o.n, any use.r can 

cre.at.e t.he.ir own "ring." As a re.sult, ring s.ignature can be used o.n a publi.c 

blockch.a.in. O.ne of typ.i.cal appli.cati.o.ns of ring s.ignature is Crypto.n.ot.e 

(Ni.colas, 2012). It use.s ring s.ignature to co.nce.al t.he co.nnec.ti.o.n betwe.en 

transac.ti.o.n sende.r addre.sse.s. More precisely, Crypto.n.ot.e co.nstruc.ts t.he 

sende.r‘s publi.c keywit.h seve.ral ot.he.r keys, so t.h.at it impo.ss.ible to i.dentifywho 

ac.tu.ally sent (s.igned) t.he transac.ti.o.n. Du.e to t.he use of ring s.ignature, t.he 

likeliho.od t.h.at an adve.rsary wo.uld succe.ssfully predi.c.t an ac.tu.al sende.r of a 

transac.ti.o.n is 1/n if t.he numbe.r of ring m.embe.rs is n. In 2015, Et.he.re.um 

adopt.ed ring s.ignature, whi.ch provi.de.s use.rs wit.h an.o.nym.ity s.im.ilar to 

Crypto.n.ot.e currenci.e.s like Mo.ne.ro. 

3. Homomorphic Encryption (HE) 

Homomorphi.c encrypti.o.n (HE) is a powe.rful cryptography. It m.ay co.nduc.t 

specifi.c sorts of computati.o.ns direc.tly o.n ciphe.rt.ext and gu.arant.e.e t.h.at ope.rati.o.ns do.ne 

o.n t.he encrypt.ed data, upo.n decrypting t.he comput.ed re.sults, produce t.he sam.e re.sults 

as ope.rati.o.ns pe.rform.ed o.n t.he pla.int.ext. T.he.re are seve.ral parti.ally homomorphi.c 

crypto-syst.ems (Pascal, 1999) as well as fully homomorphi.c syst.ems (Cra.ig, 2009). 

Homomorphi.c encrypti.o.n algorit.hms can be used to store data o.n t.he blockch.a.in 

wit.ho.ut affec.ting t.he network's fe.ature.s. T.his assure.s t.h.at t.he data o.n t.he blockch.a.in is 

encrypt.ed, whi.ch allevi.at.e.s t.he privacy problems t.h.at com.e wit.h publi.c blockch.a.ins. 

T.he use of homomorphi.c encrypti.o.n prot.ec.ts data privacy and enable.s for e.asy acce.ss 

to encrypt.ed data t.hro.ugh t.he blockch.a.in for a.uditing and ot.he.r use.s like co.ntrolling 

employe.e co.sts. For bett.e.r co.ntrol and privacy, Et.he.re.um sm.art co.ntrac.ts use 

homomorphi.c encrypti.o.n o.n data stored o.n t.he blockch.a.in. 

4. Attribute-Based Encryption (ABE) 
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Attribut.e-based encrypti.o.n (ABE) is a cryptographi.c appro.ach in whi.ch 

attribut.e.s are used to define and regulat.e t.he ciphe.rt.ext encrypt.ed wit.h a use.r's privat.e 

key. If t.he use.r's attribut.e.s m.atch t.he ciphe.rt.ext's attribut.e.s, t.he encrypt.ed data can be 

decrypt.ed us.ing t.he use.r's secret key. ABE's collus.i.o.n-re.s.istance is a criti.cal security 

fe.ature. It ensure.s t.h.at when a m.ali.ci.o.us use.r collude wit.h ot.he.r use.rs, he cann.ot 

acce.ss ot.he.r data except t.he data t.h.at t.he can decrypt wit.h his privat.e key. 

T.he co.ncept of attribut.e-based encrypti.o.n w.as propo.sed in 2005 (Am.it, 2005) 

wit.h s.ingle a.ut.hority. S.ince t.hen, a numbe.r of ext.ens.i.o.ns h.ave be.en propo.sed to t.he 

baseline ABE, including ABE wit.h multiple a.ut.horiti.e.s to gene.rat.e use.rs‘ privat.e keys 

jo.intly (Jung, 2015), ABE schem.e.s t.h.at support arbitrary predi.cat.e.s (Se.rgey, 2013). 

De.sp.it.e t.he fac.t t.h.at attribut.e-based encrypti.o.n is extrem.ely effec.tive, few apps 

h.ave used it to dat.e du.e to a lack of unde.rstanding of bot.h core co.ncepts and effi.ci.ent 

implem.entati.o.n. So far, ABE h.as n.ot be.en deployed in any form o.n a blockch.a.in for 

re.al-tim.e use. In 2011, a decentralized ABE schem.e w.as propo.sed (Alliso.n, 2011) to 

employ ABE o.n a blockch.a.in. Pe.rm.iss.i.o.ns, for example, m.ight be repre.sent.ed o.n a 

blockch.a.in by acce.ss token owne.rship. All n.ode.s in t.he network will h.ave acce.ss to t.he 

specifi.c rights and privilege.s associ.at.ed wit.h t.he token if t.hey h.ave be.en issu.ed o.ne. 

T.he token allows t.he a.ut.horitative body t.h.at distribut.e.s t.he token to track who 

po.sse.sse.s parti.cular tra.its, and t.his tracking sho.uld be do.ne in an algorit.hm.i.c and 

co.ns.ist.ent m.anne.r. Tokens sho.uld be utilized as n.o.n-transfe.rable qu.antifi.e.rs of 

reputati.o.n or attribut.e.s, s.im.ilar to badge.s t.h.at reflec.t attribut.e.s or ce.rtifi.cati.o.ns. 

In (Alliso.n, 2011), it is shown t.h.at t.he.re is n.o ne.ed of a fixed a.ut.hority to do 

attribut.e-based encrypti.o.n. Multiple a.ut.hority can work toget.he.r in a decentralized 

network to achi.eve t.he sam.e go.al. For instance, relying o.n witne.sse.s for t.he role of 

t.he.se a.ut.horiti.e.s m.ay be po.ss.ible in a blockch.a.in, wit.h t.echn.olog.i.e.s, recently m.ade 

po.ss.ible, such as St.e.em.it, Storj, IPFS, SAFE Network, t.ho.ugh implem.enting attribut.e-

based encrypti.o.n vi.a a blockch.a.in appro.ach is still a work in progre.ss. 

5. Secure Multi-Party Computation 

T.he multi-party computati.o.n (MPC) model provi.de.s a multi-party protocol t.h.at 

allows t.hem to do a cal.culati.o.n jo.intly ove.r t.he.ir privat.e data inputs while m.a.inta.ining 
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t.he.ir input privacy, so t.h.at an adve.rsary le.arns n.ot.hing abo.ut an a.ut.henti.c party's input 

but t.he jo.int computati.o.n's o.utcom.e. 

Andrew Ya.o form.ally defined secure two-party computati.o.n in 1982 (Ya.o, 

1982) and gene.ralized it in 1986 (Andrew, 1986) for t.he M.illi.o.na.ire.s‘ problem. 

Goldre.i.ch et al. propo.sed a gene.ralizati.o.n of t.he two-party computati.o.n to t.he multi-

party computati.o.n in 1987 (GoCh.a.in, 2018), assum.ing t.h.at all inputs of t.he 

computati.o.n and ze.ro-kn.owledge pro.ofs are parts of secret sh.aring. M.any lat.e.r and 

incre.as.ingly effi.ci.ent MPC m.et.hods h.ave be.en bu.ilt o.n t.his gene.ralizati.o.n. MPC h.as 

be.en a prefe.rred soluti.o.n to m.any re.al-world issu.e.s du.e to its succe.ss in distribut.ed 

voting, privat.e bi.dding, and privat.e inform.ati.o.n retri.eval. T.he first large-scale 

deploym.ent of MPC w.as in 2008 for an ac.tu.al a.uc.ti.o.n problem in Denm.ark (Pet.e.r, 

2019). 

MPC h.as be.en utilized in blockch.a.in syst.ems to secure use.rs' privacy in recent 

ye.ars. Andrychowi.cz et al. de.s.igned and implem.ent.ed secure multiparty computati.o.n 

protocols o.n Bitco.in syst.em in 2014 (M.arcin, 2014). Wit.ho.ut any trust.ed a.ut.hority, 

t.hey devised protocols for secure multiparty lott.e.ri.e.s. T.he.ir protocols ensure t.h.at 

ho.ne.st use.rs are tre.at.ed fa.irly, regardle.ss of how disho.ne.st ot.he.rs ac.t. If a use.r bre.a.ks 

t.he protocol or int.e.rfe.re.s wit.h it, she is co.ns.i.de.red a lo.se.r, and he.r bitco.ins are 

transfe.rred to t.he ho.ne.st use.rs. 

Zyskind et al. pre.sent.ed Enigm.a, a decentralized SMP computati.o.n platform, in 

2015. (Zyskind, 2015). Enigm.a ensure.s t.he secrecy of its computati.o.nal model by us.ing 

an enh.anced form of SMP computati.o.n and a ve.rifi.able secret sh.aring m.et.hod. Enigm.a 

also use.s a modifi.ed distribut.ed h.ash table to store sh.ared secret data effi.ci.ently. 

Furt.he.rmore, it m.a.ke.s use of an ext.e.rnal blockch.a.in as a n.o.n-corruptible record of 

events and as t.he network's regulator for i.dentity m.anagem.ent and acce.ss co.ntrol. 

Enigm.a, like t.he Bitco.in syst.em, allows use.rs to co.ntrol and safegu.ard t.he.ir pe.rso.nal 

data wit.ho.ut t.he ne.ed for or reli.ance o.n a trust.ed t.hird party. 

6. Non-Interactive Zero-Knowledge (NIZK) Proof 

An.ot.he.r cryptographi.c t.echn.ology t.h.at h.as powe.rful privacy-pre.se.rving 

prope.rti.e.s is ze.ro-kn.owledge pro.ofs, propo.sed in t.he e.arly 1980s (Goldw.asse.r, 1985). 

T.he core n.oti.o.n is t.h.at a form.al pro.of m.ay be developed to ve.rify t.h.at a program 
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execut.ed wit.h som.e privat.e input kn.own o.nly to t.he use.r can cre.at.e som.e publi.cly 

ava.ilable o.utput wit.h n.o ot.he.r inform.ati.o.n be.ing disclo.sed. In ot.he.r words, a ce.rtifi.e.r 

can show a ve.rifi.e.r t.h.at an asse.rti.o.n is correc.t wit.ho.ut supplying t.he ve.rifi.e.r wit.h any 

valu.able inform.ati.o.n. 

As a vari.ant of ze.ro-kn.owledge pro.ofs, it is shown in (M.anu.el, 1988) t.h.at, wit.h 

t.he n.o.n-int.e.rac.tive vari.ant of ze.ro-kn.owledge pro.ofs, co.ined as NIZK, if t.he ce.rtifi.e.r 

and ve.rifi.e.r sh.are a commo.n refe.rence string, computati.o.nal ze.ro-kn.owledge can be 

achi.eved wit.ho.ut h.aving t.he ce.rtifi.e.r and ve.rifi.e.r to int.e.rac.t at all. All acco.unt balance.s 

in a blockch.a.in appli.cati.o.n are encrypt.ed and saved in t.he ch.a.in. When a use.r sends 

mo.ney to an.ot.he.r use.r, he can e.as.ily demo.nstrat.e t.h.at he h.as adequ.at.e balance for t.he 

transfe.r us.ing ze.ro-kn.owledge pro.ofs while ke.ep.ing his acco.unt balance hi.dden. 

An.ot.he.r vari.ati.o.n is t.he ze.ro-kn.owledge Succinc.t N.o.n-int.e.rac.tive ARgum.ent 

of Kn.owledge (zk-SNARK) pro.of, introduced in 2012 by Bitansky and his co.a.ut.hors 

(Bitansky, 2012) and is se.rved as t.he backbo.ne of t.he Zcash protocol (Eli, 2014). zk-

SNARKs are used by Zcash to ve.rify transac.ti.o.ns while m.a.inta.ining use.r privacy. 

T.he Zcash gro.up recently improved t.he Et.he.re.um co.ntrac.t langu.age to m.a.ke 

zk-SNARK pro.ofs ve.rifi.cati.o.n more effi.ci.ent. T.hey added a snark-ve.rify precomp.ile 

(whi.ch works like an opcode) to a fork of "Parity" t.h.at use.s lib-snark to ve.rify gene.ri.c 

pro.ofs. T.hey also employed t.he new zk-SNARK ve.rifi.e.r to enforce a uniqu.e currency 

m.ixing co.ntrac.t t.h.at use.s a reduced ve.rs.i.o.n of Ze.rocash, an academ.i.c protocol who.se 

implem.entati.o.n is used to develop Zcash. As a re.sult, it's kn.own as "baby" Zo.e, whi.ch 

stands for Ze.rocash ove.r Et.he.re.um. By inse.rting a "se.ri.al numbe.r" as a comm.itm.ent 

into a M.e.rkle tre.e, whi.ch is m.a.inta.ined by t.he co.ntrac.t, a use.r can store discret.e 

amo.unts (ET.H units). 

7. The Trusted Execution Environment (TEE) Based Smart Contracts 

T.E.E.s provi.de a complet.ely isolat.ed enviro.nm.ent for appli.cati.o.n executi.o.n, 

t.he.reby preventing ot.he.r softw.are appli.cati.o.ns and ope.rating syst.ems from tampe.ring 

wit.h and le.arning t.he stat.e of t.he program running in t.hem. T.he Int.el Softw.are Gu.ard 

eXt.ens.i.o.ns (SGX) is an example of a T.E.E implem.entati.o.n t.echniqu.e. For example, 

Eki.den (Raymo.nd, 2018) is a SGX based soluti.o.n for co.nfi.denti.ality-pre.se.rving sm.art 

co.ntrac.ts. Eki.den separat.e.s computati.o.n from co.nsensus. It employs a remot.e 
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att.e.stati.o.n protocol to vali.dat.e t.he executi.o.n correc.tne.ss of comput.e n.ode.s o.n ch.a.in 

aft.e.r pe.rform.ing sm.art co.ntrac.t computati.o.n in T.E.E.s o.n comput.e n.ode.s off ch.a.in. T.he 

co.nsensus n.ode.s are used for m.a.inta.ining t.he blockch.a.in and do n.ot requ.ire to use 

trust.ed h.ardw.are. Enigm.a (Zyskind, 2015) utilize.s T.E.E in its current ve.rs.i.o.n to allow 

use.rs to cre.at.e privacy-pre.se.rving sm.art co.ntrac.ts us.ing a decentralized credit scoring 

algorit.hm. T.he numbe.r and type.s of acco.unts, paym.ent history, and credit utilizati.o.n 

are all we.ight.ed in credit rating. 

8. Game-Based Smart Contracts 

T.he gam.e-based soluti.o.ns for sm.art co.ntrac.ts ve.rifi.cati.o.n are ve.ry recent 

developm.ents, repre.sent.ed by Tru.eBit and Arbitrum. Tru.eBit use.s an int.e.rac.tive 

―ve.rifi.cati.o.n gam.e" to deci.de whet.he.r a computati.o.nal task w.as correc.tly pe.rform.ed or 

n.ot. Tru.eBit compensat.e.s playe.rs for checking computati.o.n jobs and finding e.rrors, 

allowing a sm.art co.ntrac.t to do a computati.o.n work securely and wit.h ve.rifi.able 

attribut.e.s. Furt.he.rmore, t.he ve.rifi.e.r it.e.ratively checks a sm.alle.r and sm.alle.r frac.ti.o.n of 

t.he cal.culati.o.n in e.ach ro.und of t.he "ve.rifi.cati.o.n gam.e," allowing Tru.eBit to drasti.cally 

m.inim.ize t.he computati.o.nal burden o.n its n.ode.s. 

Arbitrum h.as de.s.igned an incentive m.ech.anism for parti.e.s to agre.e off-ch.a.in o.n 

t.he beh.avi.or of virtu.al m.achine.s, so t.h.at it o.nly requ.ire.s t.he ve.rifi.e.rs to ve.rify dig.ital 

s.ignature.s of t.he co.ntrac.ts. Arbitrum h.as cre.at.ed an effi.ci.ent ch.allenge-based 

m.ech.anism to i.dentify and penalize disho.ne.st ac.tors t.h.at try to li.e abo.ut t.he beh.avi.or of 

virtu.al m.achine.s. Sm.art co.ntrac.ts' scalability and privacy h.ave co.ns.i.de.rably improved 

t.h.anks to t.he incentive m.ech.anism of off-ch.a.in ve.rifi.cati.o.n of virtu.al m.achine 

beh.avi.or. 

 

2.6 Benefits of Blockchain Technology 

T.he following are som.e of t.he benefits of blockch.a.in t.echn.ology (Grech and 

Cam.ille.ri, 2017): 

 Self-sovereignty - use.rs i.dentify t.hemsel.ve.s and reta.in co.ntrol ove.r t.he storage 

and m.anagem.ent of pe.rso.nal data; 

 Trust - t.he t.echni.cal archit.ec.ture allows for secure transac.ti.o.ns (paym.ents or 

ce.rtifi.cat.e issu.ance).  
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 Transparency and provenance - to co.nduc.t de.als wit.h t.he kn.owledge t.h.at 

e.ach s.i.de h.as t.he financi.al m.e.ans to do so; 

 Immutability - records are writt.en and stored indefinit.ely, wit.h n.o w.ay of 

ch.ang.ing t.hem;  

 Disintermediation - to m.anage transac.ti.o.ns and reta.in records, t.he.re is n.o ne.ed 

for a central regulating body; 

 Collaboration - t.he ability for parti.e.s to co.nduc.t bus.ine.ss direc.tly wit.h o.ne 

an.ot.he.r wit.ho.ut t.he invol.vem.ent of t.hird parti.e.s. 

T.he bigge.st disadvantage.s are t.he high h.ardw.are, ene.rgy, and tim.e requ.irem.ents 

of t.he m.ining ope.rati.o.n, as well as t.he complexity and diffi.culty of unde.rstanding t.he 

t.echn.ology. Furt.he.rmore, t.he multitude of developm.ent platforms in co.nstant rele.ase, as 

well as t.he n.ovelty of associ.at.ed langu.age.s, reta.in blockch.a.in implem.entati.o.ns as t.he 

dom.a.in of ge.eks, a.kin to sending e-m.a.ils us.ing line comm.ands at t.he dawn of t.he 

int.e.rnet. As a re.sult, more use.r-fri.endly GU.Is and to.ols are requ.ired for blockch.a.in to 

becom.e wi.de.spre.ad. As unde.rlined by Atchley (2018), blockch.a.in ne.eds to ove.rcom.e 

its usability problem in orde.r to impac.t o.n t.he eve.ryday live.s of pe.ople. According to 

t.he "Trust in T.echn.ology" report, blockch.a.in is t.he le.ast he.ard abo.ut du.e to usability 

and unde.rstanding co.nce.rns (HSBC, 2017).  

Gre.enspan (2015) o.utlined specifi.c requ.irem.ents for implem.enting a 

decentralized soluti.o.n and avo.i.ding "po.intle.ss blockch.a.in projec.ts," including t.he ne.ed 

for sh.ared database.s wit.h multiple writ.e.rs, transac.ti.o.n int.e.rac.ti.o.ns, ope.rating in t.he 

absence of trust, and t.he absence of a trust.ed int.e.rm.edi.ary; in all ot.he.r case.s, a regular 

database (Oracle, SQL Se.rve.r, MySQL, Po.stgre.s, or N.o.sQL) sho.uld be used.  

According to (Atchley, 2018; Ba.ke.r M.ills, 2017), som.e issu.e.s to co.ns.i.de.r when 

bu.ilding blockch.a.in go.ods are:  

 Int.e.rvi.ewing, surveying, and usability t.e.sting target pe.ople; de.s.igning for trust: 

a transparent produc.t's inform.ati.o.n archit.ec.ture is e.ssenti.al for acqu.is.iti.o.n, 

ret.enti.o.n, and develop.ing trust;  

 Visu.al co.ns.ist.ency: for t.he produc.t int.e.rface, a cle.ar visu.al style, fam.ili.ar 

vocabulary, flow, and func.ti.o.ns are requ.ired.  
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 Co.nstant and co.ns.ist.ent fe.edback, ac.tive gu.i.dance to use.rs beca.use of t.he lo.ng 

durati.o.n of vali.dati.o.n and co.nfirm.ati.o.n transac.ti.o.ns o.n a blockch.a.in network.  

Inst.e.ad of be.ing followed, t.he blockch.a.in t.echniqu.e allows elec.tro.ni.c data to be 

dissem.inat.ed. T.his circulat.ed record g.ive.s stra.ightforw.ardne.ss, trust, and inform.ati.o.n 

security.  

Ins.i.de t.he mo.ney exch.ange, t.he blockch.a.in co.nfigurati.o.n is be.ing used 

frightfully int.ens.ively. Howeve.r, t.his i.de.a is currently employed n.ot o.nly for 

cryptographi.c forms of mo.ney, but also for record ke.ep.ing, enh.anced func.ti.o.nality, and 

sens.ible co.ntrac.ts. 

 

2.7 Empirical Review 

T.he growing int.e.re.st in disruptive t.echn.olog.i.e.s, such as blockch.a.in, h.as 

prompt.ed re.se.arch to det.e.rm.ine t.he current stat.e of t.he art. Co.ns.i.de.r seve.ral w.ays t.h.at 

are comparable to t.he go.al be.ing pre.sent.ed, but h.ave s.ignifi.cant vari.ati.o.ns, e.it.he.r in 

t.e.rms of appli.cati.o.n are.as or t.he issu.e.s t.hey a.im to answe.r. T.he incorporati.o.n of sensor 

networks into blockch.a.in t.echn.ology h.as be.en discove.red, parti.cularly in recent 

re.se.arch, as a w.ay of ta.king use of t.he benefits it offe.rs in t.e.rms of security, 

trace.ability, transparency, and immutability. 

T.he study (Be.rnal Be.rnabe, 2019) is a syst.em.ati.c revi.ew of t.he privacy 

ch.allenge.s in blockch.a.in, wit.h t.he m.a.in co.ntributi.o.ns be.ing to i.dentify and cat.egorize 

t.he m.a.in privacy ch.allenge.s in blockch.a.in, as well as to develop a syst.em.ati.c revi.ew of 

t.he m.a.in t.echniqu.e.s in privacy pre.se.rvati.o.n and soluti.o.ns for blockch.a.in, including a 

taxo.n.omy t.h.at cat.egorize.s t.he m.a.in t.echniqu.e.s used. It also cove.rs vari.o.us study 

sugge.sti.o.ns and analyse.s of t.he m.ajor po.ss.ibiliti.e.s, such as cryptocurrenci.e.s, he.alt.h, 

sm.art citi.e.s, I.oT, and e-Adm.inistrati.o.n. T.his re.se.arch demo.nstrat.e.s som.e of t.he 

ch.allenge.s t.h.at blockch.a.in face.s in adapting to t.he GDPR. 

T.he study co.nduc.t.ed in (Cas.in.o, 2019) ta.ke.s t.he pe.rspec.tive of appli.cati.o.n 

blockch.a.in-based appli.cati.o.ns in multiple dom.a.ins such as supply ch.a.ins, bus.ine.ss, 

he.alt.h, I.oT, ene.rgy, educati.o.n or data m.anagem.ent. It's a revi.ew of t.he lit.e.rature t.h.at 

culm.inat.e.s in a de.scripti.o.n of blockch.a.in t.echn.ology. Its go.al is to cat.egorize t.he m.any 

blockch.a.in appli.cati.o.ns in vari.o.us industri.e.s and to discuss how blockch.a.in t.echn.ology 

m.ay be used to produce valu.e in t.he.se industri.e.s while co.ns.i.de.ring t.he.ir lim.its. In 
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t.e.rms of t.he.ir int.e.rac.ti.o.n wit.h blockch.a.in, bus.ine.ss and industri.al sec.tors we.re t.he 

mo.st inve.stigat.ed in 2018, followed by I.oT, gove.rnance, and data m.anagem.ent. T.he 

deploym.ent of blockch.a.in t.echn.ology in t.he educati.o.n and banking sec.tors, o.n t.he 

ot.he.r h.and, h.as rece.ived t.he le.ast att.enti.o.n. T.he study se.e.s an opportunity for 

improvem.ent in t.e.rms of privacy and security by us.ing blockch.a.in and t.he capabiliti.e.s 

it provi.de.s, such as safe transac.ti.o.ns and an.o.nym.ity. 

It also addre.sse.s t.he issu.e of t.he blockch.a.in protocol's ene.rgy susta.inability, as 

well as t.he high ene.rgy co.nsumpti.o.n requ.ired for its ope.rati.o.n and t.he nece.ss.ity to 

i.dentify alt.e.rnative protocols t.h.at are more ene.rgy effi.ci.ent. Regarding t.he issu.e of 

privacy and security o.n blockch.a.in for data m.anagem.ent, according to t.he a.ut.hor, 

privacy and co.nfi.denti.ality are still a co.nce.rn for blockch.a.in beca.use inform.ati.o.n is 

stored o.n a publi.c ledge.r and t.he soluti.o.ns used, such as pse.udo.nyms, do n.ot provi.de 

en.o.ugh assurance. In ac.tu.ality, pse.udo.nym.isati.o.n is a strat.egy for reducing t.he link 

betwe.en a data set and t.he orig.inal i.dentity to whi.ch it belo.ngs, rat.he.r t.h.an an 

an.o.nym.izati.o.n m.et.hod. According to t.he a.ut.hor, t.his t.echn.ology h.as yet to m.ature 

en.o.ugh to be employed in circumstance.s whe.re traditi.o.nal database.s are used, and t.h.at 

it do.e.s n.ot yet compensat.e t.hem for including blockch.a.in. 

According to (T.hom.as, 2019), blockch.a.in t.echn.ology can be used to improve 

I.oT devi.ce.s and apps. Beca.use of bandwi.dt.h co.nstra.ints, scalability issu.e.s, and 

expens.ive co.nsensus procedure.s, t.he orig.inal blockch.a.in topology is ch.alleng.ing to 

employ in I.oT. To addre.ss t.he.se lim.itati.o.ns, t.his pape.r pre.sents a lightwe.ight scalable 

blockch.a.in model (LSB) t.h.at incre.ase.s transac.ti.o.n trust while reducing transac.ti.o.n 

proce.ss.ing tim.e. 

It divi.de.s blockch.a.in appro.ache.s into pe.rm.iss.i.o.nle.ss and pe.rm.iss.i.o.ned, 

analyzing t.he.ir benefits and drawbacks. In t.he he.alt.h are.a, t.he a.ut.hors fo.und it 

financi.ally impo.ss.ible to use blockch.a.in to store m.edi.cal data for m.illi.o.ns of pati.ents, 

whi.ch is unde.rstandable g.iven t.h.at it w.as bu.ilt for mode.st transac.ti.o.ns in t.he first place. 

T.hey se.e it as a disadvantage t.h.at t.hey can't delet.e a pati.ent's records o.nce t.hey've be.en 

added to t.he blockch.a.in, as t.he GDPR requ.ire.s. Mo.st data, o.n t.he ot.he.r h.and, h.as its 

own life cycle, and it is n.o lo.nge.r requ.ired to store inform.ati.o.n t.h.at is n.o lo.nge.r useful. 

When co.ns.i.de.ring blockch.a.in as a soluti.o.n in t.he he.alt.h fi.eld, t.he soluti.o.n o.uts.i.de t.he 
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ch.a.in appe.ars to be t.he mo.st pla.us.ible, but it sho.uld be highlight.ed t.h.at beca.use 

blockch.a.in can o.nly exam.ine t.he security of data stored wit.hin it, t.he nece.ss.ity to 

secure data o.uts.i.de t.he ch.a.in arise.s. As a re.sult, it beli.eve.s t.h.at m.edi.cal data 

encrypti.o.n, as well as secure key storage, are e.ssenti.al. When implem.enting security 

and privacy prot.ec.ti.o.n, it exam.ine.s t.he nece.ss.ity of de.aling wit.h sens.itive inform.ati.o.n, 

such as m.edi.cal data, to ensure t.he data's co.nfi.denti.ality, int.egrity, and vali.dity. 

Alt.ho.ugh blockch.a.in is a new paradigm wit.h advantage.s ove.r existing t.echn.olog.i.e.s, 

t.he.re are still ch.allenge.s to be ove.rcom.e and more m.edi.cal data m.anagem.ent re.se.arch 

to be do.ne. 

Blockch.a.in archit.ec.ture, co.nsensus t.echniqu.e.s, appli.cati.o.ns, trade-offs, and 

problems are t.he top.i.c of t.his study (Mo.nrat, 2019). It inve.stigat.e.s it use in he.alt.h, t.he 

ene.rgy industry, t.he stock exch.ange, voting, insurance, i.dentity m.anagem.ent, and trade 

finance. T.he current regulatory issu.e.s, as well as t.he fac.t t.h.at t.he.re is n.o int.e.rnati.o.nal 

model for crypto-currency, are det.e.rrents to its adopti.o.n. We expo.se som.e of 

blockch.a.in's vulne.rabiliti.e.s in t.he face of a pot.enti.al attack in t.his pape.r, whi.ch expo.se.s 

use.rs to cybe.rcrim.e. T.he 51 pe.rcent attack occurs when o.ne or more m.alevolent entiti.e.s 

ga.in co.ntrol of t.he m.ajority of blockch.a.in n.ode.s, allowing t.hem to reve.rse transac.ti.o.ns 

by incurring do.uble co.sts and preventing ot.he.r m.ine.rs from ve.rifying t.he transac.ti.o.n. It 

le.ave.s issu.e.s like security, privacy, scalability, and ene.rgy co.nsumpti.o.n open to furt.he.r 

exam.inati.o.n, as well as fac.tors t.h.at ne.ed to be fixed or enh.anced. 

By paying att.enti.o.n to t.he use of t.he blockch.a.in for I.oT (Fe.rnandez-Caram.e.s, 

2018), we can se.e t.he growt.h in t.he numbe.r of I.oT devi.ce.s and t.he ch.allenge.s t.h.at arise 

in orde.r to ta.ke advantage of t.he t.echn.ology. T.he n.oti.o.n of Blockch.a.in-based I.oT 

(BI.oT) em.e.rge.s, wit.h its archit.ec.ture propo.sed and revised. Blockch.a.in is n.ot alw.ays 

t.he be.st soluti.o.n for eve.ry s.itu.ati.o.n; it is a m.att.e.r of det.e.rm.ining whi.ch of t.he 

following ch.arac.t.e.risti.cs are requ.ired for its appli.cati.o.n in I.oT: decentralisati.o.n, pe.e.r-

to-pe.e.r exch.ange, paym.ent syst.ems, sequ.enti.al publi.c transac.ti.o.ns, robust distribut.ed 

syst.em, and m.i.cro-transac.ti.o.n collec.ti.o.n. T.he t.e.rm "Int.e.rnet of T.hings" encompasse.s a 

dive.rse set of appli.cati.o.ns. It is fe.as.ible to improve t.he low security level of I.oT 

devi.ce.s us.ing blockch.a.in. T.he issu.e of privacy in t.he I.oT is co.nstra.ined by t.he devi.ce's 
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re.so.urce lim.itati.o.ns, whi.ch do n.ot alw.ays allow for t.he developm.ent of t.he computing 

burden requ.ired by blockch.a.in.  

Furt.he.rmore, du.e to t.he co.nsumpti.o.n requ.ired by t.he m.ining proce.ss, ene.rgy 

effi.ci.ency in I.oT devi.ce.s is an.ot.he.r we.a.k po.int when it com.e.s to blockch.a.in 

int.egrati.o.n. In t.e.rms of h.ashing algorit.hms, Script, also kn.own as X11, is fast.e.r and 

use.s le.ss ene.rgy t.hro.ugho.ut t.he m.ining proce.ss. Howeve.r, t.he Int.e.rnet of T.hings is still 

in its e.arly stage.s, and more study is ne.eded to improve seve.ral elem.ents. Beca.use 

powe.r and computing lim.itati.o.ns m.a.ke it diffi.cult for I.oT devi.ce.s to parti.cipat.e 

direc.tly in t.he blockch.a.in, t.he a.ut.hors of (Ya.o, 2020) propo.se a clo.ud computing 

se.rvi.ce to fre.e I.oT devi.ce.s from complex tasks t.h.at requ.ire computing powe.r, followed 

by a model in whi.ch t.he m.ine.rs and t.he clo.ud provi.de.r bot.h parti.cipat.e in t.he 

blockch.a.in. T.he a.ut.hors of (Fan, 2020) focus o.n t.he ch.allenge.s t.h.at t.he Industri.al 

Int.e.rnet of T.hings (I.I.oT) and clo.ud se.rvi.ce provi.de.rs face in pre.se.rving t.he security 

and privacy of data collec.t.ed by sensors.  

It implem.ents sm.art co.ntrac.ts wit.h Et.he.re.um to ensure t.he security of t.he 

inform.ati.o.n, ta.king advantage of t.he blockch.a.in's qu.aliti.e.s such as transparency and 

immutability. Based o.n a cryptographi.c soluti.o.n, (Jang.irala, 2020) combine.s 

blockch.a.in t.echn.ology wit.h I.oT to cre.at.e a privat.e blockch.a.in beca.use t.he data 

collec.t.ed t.hro.ugh co.nsum.e.rs' sm.art m.et.e.rs is privat.e and co.nfi.denti.al, as well as 

storing transac.ti.o.ns encrypt.ed wit.h t.he se.rvi.ce provi.de.r's publi.c key, so t.h.at t.hey can 

o.nly be decrypt.ed by t.he se.rvi.ce provi.de.r, t.he rece.ive.r of t.he inform.ati.o.n co.nta.ined in 

t.he transac.ti.o.n. T.he em.e.rgence of 5G t.echn.ology in co.njunc.ti.o.n wit.h t.he I.oT 

repre.sents a po.ss.ible soluti.o.n to t.he ne.ed for suffi.ci.ent bandwi.dt.h to ensure secure re.al-

tim.e data ope.rati.o.ns o.n go.ods in trans.it in supply ch.a.ins, whe.re (Be.ra, 2020) it 

propo.se.s an acce.ss co.ntrol protocol based o.n blockch.a.in, whi.ch supports seve.ral 

security and func.ti.o.nality fe.ature.s in additi.o.n to communi.cati.o.n and computing 

effi.ci.ency. 
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CHAPTER III 

Methodology 

 

3.1 Research Design 

T.his ch.apt.e.r focuse.s o.n t.he m.et.hodology appro.ached to co.nduc.t t.his t.he.s.is. It 

discusse.s e.ach and eve.ry st.ep ta.ken and work t.h.at led to get all t.he nece.ssary 

inform.ati.o.n t.h.at w.as requ.ired to achi.eve t.he objec.tive.s of t.his t.he.s.is. 

 

3.2 Research Process  

A literature review is a compilation of previously published material in a certain 

field, as well as information in that field from a specific time period. In order to do a 

thorough literature review, you'll need to locate relevant papers on the subject matter 

you're researching. Methods for accomplishing project goals must be clearly outlined to 

provide a well-structured and effective thesis. The same is true when performing a 

literature review. Okoli and Schabram (2010) provide a comprehensive overview of the 

literature review method in their work, "A Guide to Conducting a Systematic Literature 

Review of Information Systems Research." This argument is based on Okoli and 

Schabram's explanation of the process (2010). 

 

3.3  Research Approach 

Finding the right research approach is the most critical phase in any 

investigation. After considering the study questions and objectives, the next step will be 

taken. This thesis will be conducted using a qualitative research strategy based on a 

systematic review. It is a meta-analysis that is part of a systematic review. It aims to 

acquire all of the relevant information to address a certain research topic. The authors 

devised criteria for selecting whether evidence should be included or excluded before 

commencing the systematic review. There is less chance of bias and more reliable 

outcomes as a result of this method. 

 

3.4 Drafting Protocol  

A protocol is a plan t.h.at centre.s aro.und t.he entire st.eps to follow when 

co.nduc.ting a lit.e.rature revi.ew (Okoli and Sch.abram, 2010). It is wort.hwhile to h.ave 
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such a plan before comm.encing a re.se.arch as it ke.eps t.he re.se.arche.r organized and 

displays t.he entire workflow. As pe.r Okoli and Sch.abram (2010), drafting protocol stage 

invol.ve.s two st.eps including drafting t.he re.se.arch qu.e.sti.o.n and cre.ating a re.se.arch 

protocol. 

 

3.5 Creating a Research Protocol  

Aft.e.r h.aving a cle.ar and co.ncise re.se.arch qu.e.sti.o.n, t.he next st.ep whi.ch is ve.ry 

e.ssenti.al is to h.ave a cle.ar pat.h tow.ards answe.ring t.he re.se.arch qu.e.sti.o.n (Okoli and 

Sch.abram, 2010). T.he protocol provi.de.s a soluti.o.n to t.he qu.e.sti.o.n of "whe.re to lo.ok 

for lit.e.rature" i.e. invol.ve.s t.he locati.o.ns to be se.arched for t.he lit.e.rature and t.he 

crit.e.ri.as/standards a lit.e.rature must m.e.et in orde.r to be co.ns.i.de.red for t.he inclus.i.o.n 

whi.ch will be de.scribed in t.he prac.ti.cal scre.en and se.arch for lit.e.rature sec.ti.o.ns 

re.spec.tively. Okoli and Sch.abram (2010) discuss two important t.echniqu.e.s, n.ot.e-ta.king 

and revi.ewing t.echniqu.e.s are helpful for t.he revi.ewe.r to h.andle t.he workflow by 

drawing t.he co.nnec.ti.o.ns betwe.en lit.e.rature and to rem.embe.r t.he crit.e.ri.a for future 

inclus.i.o.n. 

Line.ar n.ot.e.s as o.ne t.h.at use he.adings and subhe.adings to distingu.ish betwe.en 

m.a.in i.de.as and subs.i.di.ary inform.ati.o.n m.et.hods we.re opt.ed in t.his re.se.arch. N.ot.e-

ta.king t.echniqu.e w.as used aft.e.r t.he lit.e.rature co.ns.i.de.rati.o.n for t.he inclus.i.o.n in orde.r to 

h.ave n.ot.e.s abo.ut t.he m.a.in co.ncepts stat.ed in t.he selec.t.ed lit.e.rature for e.asy track of 

work. 

 

3.6 Data Extraction 

Data extrac.ti.o.n is an important ph.ase t.h.at le.ad to get t.he data ne.eded to answe.r 

t.he re.se.arch qu.e.sti.o.n. Webst.e.r & W.atso.n (2002) discuss t.he co.ncept-centri.c appro.ach 

t.h.at helps to synt.he.s.ize t.he lit.e.rature when t.he re.ading is do.ne. Co.ncept m.atrix w.as 

opt.ed to help i.dentify t.he co.ncepts t.h.at are relevant to t.he top.i.c in e.ach of t.he selec.t.ed 

arti.cle.s. 

 

3.7 Appraise Quality 

T.he selec.t.ed lit.e.rature must m.e.et som.e qu.ality standards to be co.ns.i.de.red vital 

to t.he t.he.s.is or re.se.arch at som.e ext.ent more t.h.an ot.he.rs in a revi.ew. It is important to 
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rat.e t.he qu.ality of t.he arti.cle.s to be used as a bas.is fo.undati.o.n in t.he final re.sults. Okoli 

and Sch.abram (2010) recomm.end a standard form to be based o.n when exam.ining t.he 

qu.ality of a pape.r. Som.e standards co.ns.i.de.red are defined 1) T.he arti.cle.s t.h.at are more 

co.ns.i.de.red t.h.an t.he ot.he.rs must h.ave clo.se co.nt.ent relevance to t.he top.i.c.2) T.he used 

m.et.hodology to co.nduc.t t.he re.se.arch must be reli.able.3) T.he re.se.arch qu.e.sti.o.n must be 

cle.arly stat.ed in t.he arti.cle to be able to i.dentify t.he relevance to t.he top.i.c. 

 

3.8 Synthesis of the Literature 

Before starting reporting and writing t.he revi.ew, synt.he.s.izing t.he lit.e.rature is 

gre.atly important. O.nce all selec.t.ed arti.cle.s h.ave be.en re.ad and co.ncepts are duly 

i.dentifi.ed in e.ach of t.he selec.t.ed arti.cle.s. T.he next st.ep is to evalu.at.e t.he re.sulting 

co.ncepts, aggregating, discuss.ing, organizing and comparing t.he pape.rs whi.ch re.sults in 

a complet.e and wholly combinati.o.n of inform.ati.o.n from t.he selec.t.ed arti.cle.s (Okoli 

and Sch.abram, 2010). 

 

3.9 Writing the Review 

Writing t.he revi.ew is t.he final st.ep in pe.rform.ing a lit.e.rature revi.ew. T.his stage 

invol.ve.s reporting t.he findings and writing t.he revi.ew. T.he mo.st e.ssenti.al t.hing to do at 

t.his stage is to m.a.ke sure t.h.at all t.he proce.sse.s used from getting t.he lit.e.rature revi.ew 

to getting all inform.ati.o.n ne.ed to do t.he analys.is must be well docum.ent.ed. In t.his 

t.he.s.is, t.he selec.t.ed lit.e.rature.s we.re obta.ined from diffe.rent o.nline database.s such as 

I.E.EE Xplore, go.ogle scholar, Sci.ence Direc.t, ACM dig.ital library, o.nline unive.rs.ity 

library and springe.r link. All t.he lit.e.rature fo.und based o.n key words defined we.re 

exam.ined according to inclus.i.o.n crit.e.ri.a. T.he final selec.t.ed pape.rs we.re relevant to 

answe.r t.he re.se.arch qu.e.sti.o.n as t.he expec.t.ed m.a.in o.utcom.e of t.his study. Webst.e.r 

argu.e t.h.at a lit.e.rature revi.ew is a co.ncept centri.c whi.ch s.imply m.e.ans t.h.at co.ncepts 

i.dentifi.ed in e.ach arti.cle must also be discussed alo.ng wit.h t.he.ir re.spec.tive pape.rs in 

t.he re.sults sec.ti.o.ns. 

  



58 
 

CHAPTER IV 

Findings and Analysis 

 

4.1. Statistics of Selected Literature  

A syst.em.ati.c revi.ew wo.uld n.ot be complet.e wit.ho.ut a se.arch for relevant 

m.at.e.ri.al. As previ.o.usly n.ot.ed, defined keywords we.re used to se.arch t.he relevant 

database.s. T.he.re we.re 93 publi.cati.o.ns fo.und in total, howeve.r o.nly 20 we.re det.e.rm.ined 

to be relat.ed to t.he re.se.arch issu.e and we.re revi.ewed. T.he di.agram below shows how 

we arrived at t.he final total of 20 arti.cle.s for t.he revi.ew. 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

Figure 7: PRISM.A workflow di.agram of arti.cle se.arch o.n impac.ts of blockch.a.in 

t.echn.olog.i.e.s in t.he fi.eld of inform.ati.o.n security and privacy  

T.he numbe.r of selec.t.ed lit.e.rature.s pe.r docum.entati.o.n cat.egory is dep.i.c.t.ed in 

t.he graph below. Arti.cle.s o.n re.se.arch are based o.n t.he work of unive.rs.ity students. 

Jo.urnal pape.rs we.re se.arched s.ince t.hey include t.he mo.st up-to-dat.e inform.ati.o.n and 
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are based o.n t.he work of expe.ri.enced re.se.arche.rs in t.he subjec.t. And t.he arti.cle.s t.h.at 

co.nta.in t.he co.ntributi.o.ns m.ade by t.he co.nfe.rence's re.se.arche.rs. 

 
Figure 8: Selec.t.ed lit.e.rature pe.r docum.entati.o.n type  

 

It is also important to comp.ile all t.he jo.urnals/file.s whe.re t.he selec.t.ed pape.rs we.re 

published. 

T.he table below co.nta.ins t.he selec.t.ed 20 arti.cle.s and t.he.ir jo.urnals whe.re t.hey we.re 

published. 

 

S/N Article Journal/Field 

1. A survey o.n t.he security of blockch.a.in syst.ems by 

Xi.a.oqi  

Li et al, 2017 

Future Gene.rati.o.n 

Comput.e.r 

Syst.ems 

2. A survey of Blockch.a.in Security Issu.e.s and 

Ch.allenge.s by I.u.o.n-Ch.ang Lin et all, 2017 

Int.e.rnati.o.nal Jo.urnal of 

Network Security 

3. Bloch.a.in adopti.o.n is inevitable- Barri.e.rs and 

Risks rem.a.in by Kyle.en W. Prewett et al, 2019 

Corporat.e Acco.unting and 

Finance 

4. Security Co.nce.rns and Issu.e.s for Bitco.ins, by 

Chinm.ay A Vyas and Munindra Lunagari.a, 2014 

Int.e.rnati.o.nal Jo.urnal of 

Comput.e.r Appli.cati.o.ns 

5. A Survey o.n Et.he.re.um Syst.ems Security: 

Vulne.rabiliti.e.s, Attacks and Defense.s, Hu.ash.an 

Chen et al, 2019 

Cryptography and Security  

6. A Survey of Blockch.a.in from Security 

Pe.rspec.tive, Jo.urnal of Banking and Financi.al 

T.echn.ology, by Dipankar Dasgupta and Kishor 

Datta Gupta ,2019 

Banking and Financi.al 

T.echn.ology 

7. Security and Privacy o.n blockch.a.in by RU.I 

ZH.ANG and RU.I XU.E, 2019 

ACM Computing Surveys  

2 

12 

6 

0 2 4 6 8 10 12 14

Conference articles

Journal Articles

Research Articles
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8. A survey of security t.hre.ats and defense o.n 

blockch.a.in by Ji.e.ren Cheng et al, 2020 

Multim.edi.a To.ols and 

Appli.cati.o.ns 

9. Security Issu.e.s in Blockch.a.in (ed) World by 

E.sm.e.ralda Kadena and Pet.e.r Holi.ecza, 2018 

Int.e.rnati.o.nal Sympo.s.i.um 

o.n Computati.o.nal 

Int.elligence and 

Inform.ati.cs 

10. How can Blockch.a.in impac.t financi.al se.rvi.ce.s: 

T.he ove.rvi.ew, ch.allenge.s and recomm.endati.o.ns 

from expe.rt int.e.rvi.ewe.e.s by Vi.c.tor Ch.ang, 2020 

Publi.c He.alt.h  

11. Banking wit.h blockch.a.in (ed) big data by  

H.assani, H. et all, Unive.rs.ity of Arts Lo.ndo.n, 

2018 

M.anagem.ent Analyti.cs 

12. Exploring t.he attack Surface of blockch.a.in: A 

syst.em.ati.c ove.rvi.ew  by Muh.amm.ad Sa.ad et al, 

April 2019 

Cryptography and Security  

13. A survey o.n blockch.a.in cybe.rsecurity 

vulne.rabiliti.e.s and po.ss.ible co.unt.e.rm.e.asure.s  

,Huru H.asan.ova et al,2018 

Int.e.rnati.o.nal Jo.urnal of 

Network M.anagem.ent 

14. Asse.ss.ing Blockch.a.in Co.nsensus and Security 

M.ech.anisms aga.inst t.he 51% Attack  Saye.ed and 

M.arcoG.isbe.rt , 2019 

Appli.ed Sci.ence  

15 O.n t.he Security Risks of t.he Blockch.a.in Efpraxi.a 

Zam.ani, Ying He & M.att.hew Phillips , 2018 

Jo.urnal of Comput.e.r 

Inform.ati.o.n Syst.ems 

16 T.he Security Refe.rence Archit.ec.ture for 

Blockch.a.ins: Tow.ard a Standardized Model for 

Studying Vulne.rabiliti.e.s, T.hre.ats, and Defense.s 

by Ivan Homoli.a.k et al., 2021 

Cryptography and Security  

17 A Survey o.n Security and Privacy Issu.e.s of 

Blockch.a.in T.echn.ology by Tam T. Huynh et 

al.,2019 

M.at.hem.ati.cal Fo.undati.o.ns 

of Computing 

18 Blockch.a.in Security: A Survey of T.echniqu.e.s and 

Re.se.arch Direc.ti.o.ns by Ji.ewu Leng, et.al, 2020 

I.E.EE Transac.ti.o.ns o.n 

Se.rvi.ce.s Computing 

19 Blockch.a.in T.echn.ology: Ch.arac.t.e.risti.cs, Security 

and Privacy; Issu.e.s and Soluti.o.ns by Mune.e.r Bani 

Yasse.in et al.,2019 

ACS/I.E.EE Int.e.rnati.o.nal 

Co.nfe.rence o.n Comput.e.r 

Syst.ems and Appli.cati.o.ns 

20 A Survey o.n Security and Privacy Issu.e.s of 

Bitco.in by M.a.uro Co.nti et al., 2018 

I.E.EE Communi.cati.o.ns 

Surveys & Tutori.als 

Table 1: Jo.urnals/Fi.elds in whi.ch t.he pape.rs we.re published 
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4.2 Concepts Identification 

According to Webster and Watson (2002) in their study "Analyzing the Past to 

Prepare for the Future: Producing a Literature Review," the organising structure of a 

review is established by concepts discovered in the literature. Another benefit of using 

this concept-centric approach, according to the authors, is that it aids in the synthesis of 

relevant material. It was decided to use a concept matrix to identify the most important 

concepts in the papers that had been chosen for the evaluation. In order to answer the 

research topic, it is necessary to look at the potential security risks associated with the 

blockchain. As a result, hunting for security flaws in literature is a worthwhile 

investment. The table below offers a concept matrix outlining the many blockchain 

security hacks that have resulted in problems. Security assaults were the most prevalent 

theme in the articles chosen for this matrix. 

Security holes exist at every level of the blockchain's design (Yassein et al., 

2019; Chen et al., 2019). The assaults are divided into groups based on the difficulty 

level they aim to attack. 

 

4.2.1 Distribution of Security Attacks 

T.he co.ncept m.atrix helped to ke.ep t.his study organized, it displays t.he 

co.nnec.ti.o.ns betwe.en t.he selec.t.ed arti.cle.s. T.he m.atrix co.nta.ins all of t.he security 

attacks cove.red in e.ach arti.cle. 

More.ove.r, t.he co.ncept m.atrix visu.alize.s t.he int.e.rsec.ti.o.ns of co.ncepts betwe.en 

arti.cle.s whi.ch provi.de.s t.he frequ.ency of e.ach pre.sent.ed co.ncepts. T.he figure below 

pre.sents t.he distributi.o.n of attacks fo.und in t.he lit.e.rature. Based o.n t.he findings, t.he 

m.ajority of t.he a.ut.hors i.dentifi.ed 51 pe.rcent assa.ult, do.uble spending issu.e, selfish 

m.ining issu.e, and distribut.ed deni.al of se.rvi.ce issu.e as t.he mo.st commo.n security 

co.nce.rns. T.his impli.e.s t.h.at t.he.se are important top.i.cs to debat.e. 
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Figure 9: Distributi.o.n of security attack 

 

4.3 Blockchain security 

4.3.1 Blockchain Security Vulnerabilities 

Blockch.a.in t.echn.ology is a recent bre.a.kt.hro.ugh t.h.at h.as be.en prom.is.ing secure 

computing wit.ho.ut centralized a.ut.hority in a distribut.ed syst.em but its laye.red 

archit.ec.ture is susceptible to security risks. M.a.uro Co.nti et al. discuss t.he existing 

lo.ophole.s during t.he implem.entati.o.n of t.he bitco.in syst.em t.h.at le.ad to security risks. 

Chen et al. (2019) surveyed security vulne.rabiliti.e.s and attacks o.n et.he.re.um blockch.a.in 

syst.ems t.h.at can be appli.ed to blockch.a.in syst.ems in gene.ral. Li et al.(2020) co.nduc.t.ed 

a revi.ew of re.al assa.ults o.n popular blockch.a.in syst.ems from 2009 to M.ay of 2017 and 

exam.ined t.he vulne.rabiliti.e.s. T.he.re are vulne.rabiliti.e.s t.h.at are associ.at.ed by bot.h 

bitco.in and et.he.re.um t.h.at occurred during t.he blockch.a.in ope.rati.o.n m.ech.anism. 

More.ove.r, t.he.re are som.e sort of vulne.rabiliti.e.s t.h.at are relat.ed to et.he.re.um blockch.a.in 

and t.hey are re.sult.ed from t.he developm.ent, deploym.ent and executi.o.n of sm.art 

co.ntrac.ts (Li et al., 2020). E.ach laye.r o.n t.he blockch.a.in is affili.at.ed to som.e kinds of 

security vulne.rabiliti.e.s. T.he table below summ.arize.s kinds of vulne.rabiliti.e.s t.h.at are 

pre.sent to e.ach laye.r of t.he blockch.a.in archit.ec.ture. 
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S/N Laye.r Vulne.rability Explanati.o.n 

1. Appli.cati.o.n laye.r Vulne.rabiliti.e.s t.h.at are associ.at.ed wit.h t.he use.r 

int.e.rface, when a use.r is int.e.rac.ting wit.h t.he 

blockch.a.in syst.em ove.r appli.cati.o.ns like go.ogle 

chrom.e. 

T.his include.s risks such as when a func.ti.o.n‘s vis.ibility 

is incorrec.tly specifi.ed whi.ch allow pe.rm.iss.i.o.n to 

una.ut.horized acce.ss. T.hus, imprope.r vali.dati.o.n and 

ext.e.rnal dependence. 

2, Data laye.r Vulne.rabiliti.e.s t.h.at are associ.at.ed wit.h t.he database, 

Insuffi.ci.ent transac.ti.o.n inform.ati.o.n, co.nfigurati.o.n 

e.rror in t.he database. 

3. Co.nsensus laye.r 51% Vulne.rability is inevitable wheneve.r a gro.up of 

m.ine.rs jo.in t.he.ir computati.o.nal powe.r to m.a.ke it 

gre.at.e.r t.h.an 50%, t.hus t.hey can ta.ke ove.r t.he 

blockch.a.in. Reve.rs.ing transac.ti.o.ns by modifying 

blocks, pe.rform.ing do.uble spending. 

4. Network laye.r Insecure AP.I de.s.ign, and Imprope.r co.nfigurati.o.n, 

Insuffi.ci.ent a.ut.henti.cati.o.n and ot.he.r commo.n attacks 

t.h.at attack vi.a int.e.rnet infrastruc.ture. 

Table 2: Laye.rs vulne.rability explanati.o.n 

Vulne.rabiliti.e.s in blockch.a.in in gene.ral are initi.at.ed during t.he developm.ent 

proce.ss of appli.cati.o.n, co.nfigurati.o.n e.rror during t.he de.s.ign of t.he database 

implem.entati.o.n t.h.at left flaws t.h.at can le.ad to allow una.ut.horized to acce.ss t.he data, 

and inadequ.at.e hum.an usability of appli.cati.o.ns and int.e.rnal attacke.rs t.h.at attacks t.he 

co.nsensus algorit.hm m.ech.anism by putting toget.he.r t.he.ir computing powe.r to work 

aga.inst it.  

 

4.4 Blockchain Security Issues per layered architecture 

Blockch.a.in t.echn.ology prom.ise.s a m.ajor ch.ange e.speci.ally in t.he financi.al 

sec.tor to improve bus.ine.ss ope.rati.o.ns but also to addre.ss t.he issu.e i.dentifi.ed in t.he 

traditi.o.nal financi.al syst.em including security issu.e.s du.e to its cryptographi.c 

m.ech.anism behind it. Howeve.r, t.he.re are po.ss.ibiliti.e.s of vulne.rabiliti.e.s t.h.at ent.e.r t.he 

syst.em t.hro.ugh diffe.rent stage.s of blockch.a.in implem.entati.o.n, including developm.ent 

stage, vi.a use.r int.e.rface, co.nfigurati.o.n e.rror and so o.n. 

For a blockch.a.in appli.cati.o.n to func.ti.o.n, e.ach of t.he laye.rs pre.sent.ed in t.he 

previ.o.us sec.ti.o.n must pe.rform its re.spo.ns.ibility in t.he archit.ec.ture. More.ove.r, e.ach 



64 
 

laye.r is associ.at.ed wit.h som.e vulne.rabiliti.e.s t.h.at le.ad to security issu.e.s in t.he syst.em 

t.h.at ca.use financi.al lo.sse.s to indivi.du.als or instituti.o.ns us.ing t.he syst.em. T.his sec.ti.o.n 

discusse.s t.he commo.n security t.hre.ats o.n e.ach laye.r t.h.at are pre.sent in t.he blockch.a.in 

syst.em.   

 

4.4.1 Application Layer 

T.he appli.cati.o.n laye.r is t.he laye.r t.h.at allows t.he end use.r to int.e.rac.t wit.h t.he 

syst.em. It allows t.he int.e.rac.ti.o.n betwe.en t.he use.r and t.he blockch.a.in syst.em. 

Appli.cati.o.ns such as blockch.a.in dApps (distribut.ed appli.cati.o.ns) and sm.art co.ntrac.ts 

ope.rat.e o.n t.his laye.r. Blockch.a.in w.allets allow use.rs to store, transfe.r and m.anage t.he.ir 

bitco.in and et.he.r. And for a w.allet to func.ti.o.n, a use.r ne.eds an acco.unt in t.he w.allet. 

T.he AP.I is n.ot acce.ss.ible to cli.ents in t.he blockch.a.in syst.em. T.he.refore, an appli.cati.o.n 

laye.r plays a role like a web browse.r t.h.at g.ive.s t.he use.r int.e.rface for t.he use.r who is 

n.ot t.he develope.r. Distribut.ed appli.cati.o.n is provi.ded for t.he cli.ents to be able to use 

t.he syst.em. For instance, dApp is a syst.em t.e.rm.inal t.h.at is pe.rce.ived as a use.r int.e.rface 

t.h.at is nece.ssary for t.he cli.ents to communi.cat.e wit.h sm.art co.ntrac.ts (Zheyi Lu, 2018). 

During t.he use.r int.e.rac.ti.o.n wit.h t.he syst.em, t.his is whe.re t.he security issu.e.s em.e.rge in 

t.he syst.em. E.ach laye.r in t.he blockch.a.in archit.ec.ture is susceptible to specifi.c attacks. 

Howeve.r, t.he.re are security t.hre.ats t.h.at can attack more t.h.an o.ne laye.r. For instance, 

Distribut.ed Deni.al of Se.rvi.ce attacks (DDo.s). DDo.s assa.ults can occur at t.he network 

laye.r or at t.he appli.cati.o.n laye.r. 

 

S/N Attacks Causes Consequences 

1. Attacks o.n t.he w.allet‘s 

softw.are 

Vulne.rable 

s.ignature, lack of 

co.ntrol in addre.ss 

cre.ati.o.n, Bugs and 

m.alw.are, Flawed 

key gene.rati.o.n 

Una.ut.horized code 

executi.o.n 

Deni.al of se.rvi.ce 

Privat.e key le.a.kage 

2. Crim.inal Attack Crypto currency 

appli.cati.o.n 

Ransomw.are 

Mo.ney la.unde.ring 

Unde.rgro.und m.arket 

3. DA.O attack Re.entrancy Una.ut.horized code 

Executi.o.n 

Table 3: Appli.cati.o.n laye.r type.s of attacks 
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i. Attacks on the wallets software: W.allet is nece.ssary in blockch.a.in for t.he 

use.r to m.a.ke transac.ti.o.ns. Softw.are w.allets are softw.are appli.cati.o.ns t.h.at 

use.rs can downlo.ad o.nline so t.h.at t.hey can install t.hem o.n t.he.ir comput.e.r 

devi.ce.s including sm.art pho.ne.s, de.sktop, laptop. T.he.se w.allets, also kn.own 

as o.nline w.allets, are used to store privat.e keys locally (Mo.sa.khe.il, 2018). 

Inst.e.ad of be.ing saved o.n a local comput.e.r, privat.e keys are stored o.n t.he 

clo.ud. T.he mo.st commo.n re.aso.n for w.allet softw.are assa.ults is a susceptible 

s.ignature. T.he blockch.a.in's a.ut.henti.cati.o.n m.et.hod reli.e.s he.avily o.n t.he 

privat.e key. For instance, bitco.in use.s Ellipti.c Curve Dig.ital S.ignature 

Algorit.hm (ECDSA)  to s.ign and vali.dat.e transac.ti.o.ns (Goldfede.r, Gennaro, 

& Kalodne.r, 2015).T.he bo.ok(Christin & Safavi-Na.ini, 2014) discusse.s t.he 

po.or randomne.ss of key gene.rati.o.n in ECDSA algorit.hm t.h.at gene.rat.e 

insuffi.ci.ent s.ignature  whi.ch le.ad to comprom.ise of privat.e key.i.i) Lack of 

co.ntrol in addre.ss cre.ati.o.n, to send or rece.ive bitco.in, paye.rs h.ave t.he 

opti.o.n to specify t.he trust.ed party t.h.at att.e.sts to t.he i.dentity of t.he paye.e, 

t.hey requ.ire t.he paye.e to use ce.rtifi.ed bitco.in addre.ss. T.his can allow t.he 

attacke.r to ch.ange t.he addre.ss of t.he paye.e to t.he attacke.r‘s addre.ss 

(Mo.sa.khe.il, 2018).i.ii) Bugs and m.alw.are: T.he.re are still diffe.rent type.s of 

bugs in t.he cli.ent softw.are such as in co.nfigurati.o.n, GU.I de.s.ign, security 

and so o.n. T.he.se bugs are explo.it.ed to attack t.he blockch.a.in syst.em 

(Mo.sa.khe.il, 2018).iv) Flawed key gene.rati.o.n, co.nfigurati.o.n e.rrors in t.he 

implem.entati.o.n of ECDSA ca.use we.a.kne.ss in t.he w.allet whi.ch le.ad to 

expo.sure of privat.e keys (Mo.sa.khe.il, 2018). 

ii. Criminal activity: Bitco.in h.as be.en used in illegal ac.tivity beca.use bitco.in 

use.rs can h.ave more t.h.an o.ne bitco.in addre.ss g.iven t.h.at t.he proce.ss is 

an.o.nymo.us, it is h.ard to i.dentify who is do.ing wh.at. O.ne type of crim.inal 

co.nduc.t invol.ving bitco.in is ransomw.are. In M.ay 2017, ransomw.are entitled 

W.annaCry infec.t.ed aro.und 230,000 vi.c.tims acro.ss 150 co.untri.e.s in o.nly 

two days. It target.ed a vulne.rability in t.he Windows syst.em to encrypt.ed 

use.rs‘ file.s and t.hen to ask for Bitco.in ransom (Li et al., 2020). 
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iii. DAO attack: It is an attack t.h.at specifi.cally attacks et.he.re.um. DA.O is a 

sm.art co.ntrac.t t.h.at w.as rele.ased o.n Et.he.re.um o.n M.ay 28, 2016, t.h.at 

implem.ents a crowd-funding platform. i) Re.entrancy vulne.rability m.e.ans 

t.h.at t.he executi.o.n can be int.e.rrupt.ed in t.he m.i.ddle by inse.rting an.ot.he.r 

executi.o.n and bot.h can complet.e wit.ho.ut any e.rrors. T.he int.e.rm.edi.at.e stat.e 

can be used by an attacke.r to m.a.ke seve.ral calls to t.he sm.art co.ntrac.t. T.his 

attack explo.its re.entrancy vulne.rability by publishing a m.ali.ci.o.us sm.art 

co.ntrac.t t.h.at h.as a wit.hdraw () func.ti.o.n call to DA.O in its callback func.ti.o.n. 

T.his allows t.he attacke.r to st.e.al from DA.O (Li et al., 2020); (Chen et al., 

2019).  

 

4.4.2 Data Layer 

T.his laye.r invol.ve.s t.he co.nt.ent, data struc.ture and t.he ope.rati.o.n of t.he 

blockch.a.in data (Mo.sa.khe.il, 2018).Blockch.a.in is a distribut.ed based syst.em whe.re 

e.ach n.ode in t.he network is able to add transac.ti.o.ns in blocks. T.he data abo.ut t.he 

sende.r, t.he rece.ive.r, t.he amo.unt and t.he h.ash valu.e are nece.ssary valu.e.s stored in a 

block. T.his laye.r is expo.sed to security issu.e.s g.iven t.h.at it invol.ve.s transac.ti.o.ns in t.he 

network whi.ch are t.he m.ajor compo.nents in t.he blockch.a.in syst.em. 

Attacks Ca.use.s Co.nsequ.ence.s 

Transac.ti.o.n privacy 

le.a.kage 

Transac.ti.o.n de.s.ign flaw Deducing t.he ac.tu.al 

transac.ti.o.n input 

Privat.e key security Publi.c-key encrypti.o.n 

schem.e 

Privat.e key le.a.kage 

Table 4: Data laye.r type.s of attacks 

 

i. Transaction privacy leakage: N.orm.ally, transac.ti.o.ns are prot.ec.t.ed by privat.e 

keys so t.h.at t.he attacke.r cann.ot deduce whet.he.r t.he cryptocurrency in diffe.rent 

transac.ti.o.ns is rece.ived by a specifi.c use.r. Howeve.r, in mo.ne.ro (a dig.ital 

currency), use.r add ch.aff co.ins when initi.ating a transac.ti.o.n so t.h.at t.he attacke.r 

cann.ot infe.r t.he ac.tu.al co.ins be.ing transfe.rred. Howeve.r, privacy prot.ec.ti.o.n in 

blockch.a.in is still n.ot ve.ry robust. All t.he transac.ti.o.ns do n.ot co.nta.in t.he ch.aff 
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co.ins whi.ch le.ad to privacy le.a.kage s.ince t.he attacke.r will be able to infe.r t.he 

ac.tu.al co.ins in t.he transac.ti.o.n (Li et al., 2020). 

ii. Private Key Security: Privat.e key is used for t.he use.r i.dentifi.cati.o.n and it is 

co.ns.i.de.red as t.he security credenti.al in t.he blockch.a.in syst.em. ECDSA (Ellipti.c 

Curve Dig.ital S.ignature Algorit.hm) used in blockch.a.in, to gene.rat.e privat.e key 

for t.he use.r h.as a we.a.kne.ss of gene.rating  n.ot en.o.ugh randomne.ss so t.h.at is it is 

n.ot e.asy to gu.e.ss t.he s.ignature proce.ss whi.ch le.ad to privacy le.a.kage(Li et al., 

2020).  

 

4.4.3 Consensus Layer 

In t.he blockch.a.in archit.ec.ture, t.he co.nsensus laye.r is t.he mo.st important 

compo.nent. It's t.he laye.r in ch.arge of enforcing t.he rule.s t.h.at network m.embe.rs sho.uld 

follow in orde.r to re.ach a co.nsensus o.n t.he published transac.ti.o.ns. S.ince t.he.re is n.o 

central a.ut.hority to assure t.he reli.ability and co.ns.ist.ency in t.he syst.em, blockch.a.in 

syst.em adapt t.he co.nsensus m.ech.anism to do so. T.his laye.r is re.spo.ns.ible for ve.rifying 

and vali.dating t.he blocks and to ensure t.h.at t.he parti.cipants in t.he network agre.e.s o.n 

eve.ryt.hing h.appening in t.he network. More.ove.r, it de.als wit.h t.he orde.ring of t.he 

transac.ti.o.ns. T.his laye.r is more criti.cal in t.he syst.em and it is susceptible to diffe.rent 

attacks t.h.at le.ad to se.ri.o.us security issu.e.s (Li et al., 2020) and (Homoli.a.k et al., 2021). 

Attacks Causes Consequences 

51% attack Co.nsensus m.ech.anism Unfa.ir incom.e  

Do.uble spending problem 

Transac.ti.o.n deni.al of 

se.rvi.ce 

Po.ol hopp.ing attack Co.nsensus m.ech.anism Unfa.ir incom.e 

Fork problems Decentralized n.ode ve.rs.i.o.n Undu.e rew.ards to disho.ne.st 

m.ine.rs 

Selfish m.ining Co.nsensus m.ech.anism Undu.e rew.ards to disho.ne.st 

m.ine.rs 

Livene.ss attack Co.nsensus m.ech.anism Undu.e rew.ards to disho.ne.st 

m.ine.rs 

Table 5: Co.nsensus laye.r type.s of attacks 

i. 51% attack: A gro.up of m.ine.rs t.h.at jo.in toget.he.r t.he.ir computati.o.nal powe.r to 

atta.in more t.h.an 50%. By atta.ining t.his pe.rcentage, attacke.rs can co.ntrol t.he 

entire blockch.a.in by be.ing able to modify and reve.rse t.he transac.ti.o.ns t.hey m.ade 
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so t.h.at t.hey can pe.rform do.uble spending ac.tivity. It is also kn.own as t.he 

m.ajority attack; such an attack is able to prevent from be.ing vali.dat.ed. T.hus, it 

le.ads to transac.ti.o.n deni.al of se.rvi.ce.  

ii. Pool hopping attack: T.his attack use.s t.he inform.ati.o.n abo.ut t.he numbe.r of 

subm.itt.ed sh.are.s in t.he m.ining po.ol in orde.r to do a selfish m.ining (Co.nti et al., 

2018). A sh.are is ga.ined by t.he m.embe.r of t.he m.ining po.ol who ann.o.unce.s t.he 

vali.d pro.of of work. T.he attacke.r do.e.s a co.ntinu.o.us analys.is of t.he numbe.r of 

sh.are.s subm.itt.ed by ot.he.r m.ine.rs in orde.r to discove.r a new block. By do.ing t.his 

analys.is, t.he attacke.r can switch to an.ot.he.r po.ol to profit t.he sh.are.s (Co.nti et al., 

2018). 

iii. Fork problems: T.his problem h.appens when t.he.re is a ne.ed to upgrade to a new 

ve.rs.i.o.n of blockch.a.in softw.are. T.his em.e.rge.s in a new agre.em.ent in t.he 

co.nsensus rule. T.he n.ode.s wit.h t.he new rule.s from t.he new ve.rs.i.o.n co.uld n.ot 

agre.e wit.h t.he n.ode.s t.h.at are still us.ing t.he old softw.are ve.rs.i.o.n. T.hus, 

incompatibility in t.he syst.em s.ince t.he computing powe.r of new n.ode.s are 

stro.nge.r t.h.an old n.ode.s, t.he block whi.ch is m.ining by t.he old n.ode.s will neve.r 

be approved by t.he new n.ode.s whi.ch le.ad to unfa.ir incom.e (I.u.o.n-Ch.ang Lin & 

Tzu-Chun Li.a.o, 2017). 

iv. Selfish mining: T.his attack is t.he gro.up of m.ine.rs t.h.at work toget.he.r to w.ast.e 

t.he computing powe.r of ho.ne.st m.ine.rs. Disho.ne.st m.ine.rs att.empt to hold and 

m.a.inta.in a lo.ng privat.e ch.a.in while t.he ho.ne.st m.ine.rs co.ntinu.e m.ining o.n t.he 

publi.c ch.a.in whi.ch will n.ot be able to be bro.adcast.ed before new blocks m.ined 

by t.he disho.ne.st m.ine.rs are reve.aled. T.his g.ive.s t.he attacke.r first pri.ority while 

m.ining t.he following block (Li et al., 2020). 

v. Liveness attack: T.his assa.ult h.as t.hre.e ph.ase.s: attack preparati.o.n, transac.ti.o.n 

deni.al, and blockch.a.in retarde.r. Bas.i.cally, wh.at t.his attack do.e.s is to delay as 

much as po.ss.ible t.he co.nfirm.ati.o.n tim.e of t.he target transac.ti.o.ns from be.ing 

bro.adcast.ed in t.he network (Li et al., 2020).  

 

4.4.4 Network Layer 

A pe.e.r-to-pe.e.r network de.s.ign unde.rp.ins blockch.a.in. T.he n.ode.s t.h.at compo.se 

t.he network sh.are t.he data betwe.en e.ach ot.he.r. Data repre.sentati.o.n and network 
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se.rvi.ce.s plane.s are two compo.nents of t.he network laye.r discussed by Homoli.a.k. Data 

repre.sentati.o.n is abo.ut storage, encoding and t.he prot.ec.ti.o.n of data while t.he network 

se.rvi.ce plane is abo.ut communi.cati.o.n, ro.uting, addre.ss.ing and nam.ing se.rvi.ce.s. T.his 

laye.r h.as also a high expo.sure to diffe.rent security t.hre.ats g.iven t.h.at t.he.re are vari.o.us 

unde.rlying t.echn.olog.i.e.s h.appening to t.his laye.r. Mo.st of t.he t.hre.ats o.n t.his laye.r arise 

from m.an in t.he m.i.ddle attack s.ince t.he network laye.r allows t.he communi.cati.o.n 

betwe.en n.ode.s in a pe.e.r to pe.e.r archit.ec.ture. 

Attack Cause Consequences 

Eclipse attack T.hre.ats o.n DNS and 

ro.uting 

Selfish m.ining, do.uble 

spending 

Tim.e jacking Disho.ne.st m.ine.rs Do.uble spending 

Sybil attack Imprope.r co.nfigurati.o.n 

Insuffi.ci.ent a.ut.henti.cati.o.n 

Do.uble spending 

DDo.s 

Balance attack Imprope.r co.nfigurati.o.n 

Insuffi.ci.ent co.nfigurati.o.n 

Do.uble spending 

 

DNS attack Cache po.iso.ning Selfish m.ining 

Ro.uting attack Disho.ne.st ISPs Deni.al of se.rvi.ce 

Distribut.ed Deni.al of 

se.rvi.ce 

M.ali.ci.o.us attack Deni.al of se.rvi.ce 

Table 6: Network laye.r type.s of attacks 

i. Eclipse attack: T.he attacke.r m.ali.ci.o.usly se.ize.s t.he co.nnec.ti.o.ns from a n.ode to its 

pe.e.rs so t.h.at he.attacke.r can ta.ke co.ntrol of all t.he traffi.c sent and rece.ived by t.h.at 

n.ode (Homoli.a.k et al., 2021). T.hus, t.he attacke.r can ca.use se.ri.o.us security issu.e.s 

in t.he syst.em such as selfish m.ining and do.uble spending issu.e.s. 

ii. Timejacking attack: T.he attacke.r publishe.s t.he tim.e whi.ch is n.ot correc.t when 

co.nnec.ting to a n.ode. When t.he n.ode's tim.e co.unt.e.r is modifi.ed, t.he susceptible 

n.ode m.ay accept a diffe.rent blockch.a.in. T.his co.uld exace.rbat.e t.he problem of 

do.uble spending (Mo.sa.khe.il, 2018). 

iii. Sybil attack: T.his attack use.s fa.ke i.dentiti.e.s and ass.igns t.hem to t.he vi.c.tim 

n.ode‘s pe.e.rs. T.he attacke.r will t.hen force t.he use.r to selec.t blocks t.h.at are o.nly 

unde.r t.he attacke.r's co.ntrol (Mo.sa.khe.il, 2018). 
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iv. Balance attack: T.he attacke.r delays t.he communi.cati.o.ns betwe.en t.he n.ode.s t.h.at 

are ope.rating o.n t.he sam.e rat.e of m.ining powe.r. T.he m.a.in go.al of t.his attacke.r to 

disrupt t.he communi.cati.o.n betwe.en t.he.se n.ode.s is to pe.rform do.uble spending 

issu.e.s (Natoli & Gramoli, 2017); (Li et al., 2020). 

v. DNS attack: T.he attacke.r po.iso.ns t.he DNS cache and alt.e.r t.he data in t.he DNS. 

When a use.r sends a requ.e.st to t.he se.rve.r to obta.in t.he IP addre.sse.s of t.he pe.e.r‘s 

n.ode, t.he use.r is direc.t.ed to t.he network of t.he attacke.r. T.hus, t.he attacke.r can 

co.ntrol t.he vi.c.tim n.ode (Homoli.a.k et al., 2021).  

vi. Routing attack: T.his attack is do.ne o.n t.he ISP level whe.re t.he int.e.rnet se.rvi.ce 

provi.de.r can ch.ange t.he int.e.rnet ro.uting syst.em to isolat.e som.e n.ode.s from t.he 

network (Co.nti et al., 2018). 

vii. Distributed Denial of service: As blockch.a.in ope.rat.e.s ove.r P2P, t.his attack a.ims 

to deny t.he se.rvi.ce betwe.en t.he n.ode.s of t.he networks by injec.ting t.he m.ali.ci.o.us 

traffi.c so t.h.at it co.nsum.e.s t.he bandwi.dt.h and disrupts t.he co.nnec.tivity whi.ch 

le.ads to t.he deni.al of t.he se.rvi.ce (W.ani et al., 2021).  

 

4.5 Mapping security Attacks to common Security Impact 

T.he figure below summ.arize.s t.he pot.enti.al attacks t.h.at we.re fo.und in t.he 

selec.t.ed lit.e.rature and t.he.ir re.spec.tive co.nsequ.enti.al security impac.t. 

Attack 

Double 

Spending 

Unauthorized 

Code execution 

Denial of 

Service 

Unfair 

income 

Private 

key 

leakages 

Selfish 

mining 

DA.O attack  X     

Attack o.n w.allet 

softw.are 
 X X  X  

Crim.inal Ac .tivity   X X   

Do.uble Spending    X   

51% Attack X   X   

Po.ol hopp.ing attack     X X 

Fork Problems     X  

Selfish M.ining attack       

Livene.ss attack       

Privat.e key security       

Transac.ti.o.n Privacy 

le.a.kage.s 
     X 

BGP Hijacking attack       
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Table 7: M.app.ing security attacks to commo.n security problems 

 

4.5.1 Double Spending  

Do.uble spending is a w.ay t.h.at a use.r use.s a cryptocurrency more t.h.an o.nce for a 

transac.ti.o.n.  Xi.a.oqi Li et al, (2017); Chinm.ay A. Vyas and Munindra Lunagari.a (2014) 

argu.e t.h.at do.uble spending is e.asy to h.appen in blockch.a.in t.h.at are based o.n pro.of of 

work algorit.hm. By varying t.he tim.e stamp, t.he attacke.r use.s t.he sam.e co.in for two 

diffe.rent transac.ti.o.ns. T.he attacke.r m.a.ke.s two transac.ti.o.ns s.imultane.o.usly, t.he first 

transac.ti.o.n is m.ade and by us.ing t.he sam.e co.in t.he seco.nd transac.ti.o.n is m.ade to 

an.ot.he.r addre.ss t.h.at t.he attacke.r h.as co.ntrol of for an.ot.he.r transac.ti.o.n. As illustrat.ed in 

t.he di.agram, num.e.ro.us attacks gene.rat.e do.uble spending. O.ne of t.he mo.st commo.n 

attacks is 51% attack, t.his attack is du.e to t.he m.ining proce.ss and t.he co.nsensus 

algorit.hm t.h.at t.he blockch.a.in use and it is diffi.cult to prevent it s.ince t.he m.ajority of 

t.he use.rs ne.ed to agre.e o.n ch.ang.ing t.he protocol fram.ework (Chinm.ay A. Vyas and 

Munindra Lunagari.a, 2014), (Xi.a.oqi Li et al, 2017). T.he collaborating m.ine.rs as a 

re.sult of t.he 51 pe.rcent assa.ult forced t.he bogus do.uble spend transac.ti.o.n to be 

accept.ed in a block (Dipankar Dasgupta and Kishor Datta Gupta, 2019).  

Chinm.ay A. Vyas and Munindra Lunagari.a (2014) sugge.sts o.ne po.ss.ible 

soluti.o.n to m.itigat.e t.he effec.t of 51% attack as to introduce checkpo.ints so t.h.at blocks 

before checkpo.ints cann.ot be modifi.ed.  Eclipse attack prevents t.he vi.c.tim‘s n.ode.s to 

communi.cat.e to t.he re.st of t.he n.ode.s in t.he P2P network. When t.he vi.c.tim‘s n.ode.s 

becom.e inacce.ss.ible to ot.he.r n.ode.s in t.he network, t.he attack co.ntrols t.he vi.c.tim‘s 

n.ode.s by po.iso.ning t.he.ir ro.uting table (Hu.ash.an Chen et al, 2019), (Huru H.asan.ova et 

al, 2018). S.ince t.he disho.ne.st n.ode.s or attacke.rs are able to co.ntrol t.he vi.c.tim‘s 

co.nnec.ti.o.ns hence it is po.ss.ible to modify t.he transac.ti.o.ns and execut.e do.uble spending 

(Tam T. Huynh et al., 2019). Et.h.an He.ilm.an et. al., (2015) propo.se.s som.e soluti.o.ns 

Eclipse attack X      

Tim.e jacking X      

Sybil attack X  X    

Balance Attack X      

DNS attack      X 

Ro.uting/Propagati.o.n/

partiti.o.n 
X  X   X 

Distribut.ed Deni.al of 

Se.rvi.ce.s (DDo.s) 
  X    
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including det.e.rm.inisti.c random evi.c.ti.o.n, random selec.ti.o.n, t.e.sts before evi.c.ts, fe.ele.r 

co.nnec.ti.o.ns, anchor co.nnec.ti.o.ns, more buckets, more o.utgo.ing co.nnec.ti.o.ns and ban 

unsoli.cit.ed ADDR m.e.ssage.s.  

T.he collec.tive go.al of t.he.se soluti.o.ns is to ensure t.h.at eclipse is more diffi.cult to 

h.appen. Sybil and balance attacks also can be execut.ed to do.uble spending issu.e. Sybil 

attack attacks a P2P network by inse.rting fa.ke i.dentiti.e.s in t.he network. T.he network is 

corrupt.ed by t.his fa.ke n.ode, hence t.he vali.dati.o.n of una.ut.horized transac.ti.o.ns and 

modifi.cati.o.n of transac.ti.o.ns whi.ch ca.use do.uble spending issu.e (Saye.ed and M.arco-

G.isbe.rt, 2019). Balance attack is an attack t.h.at target t.he n.ode.s in t.he network t.h.at h.ave 

t.he sam.e m.ining powe.r. T.he attacke.r use.s t.he.ir lim.it.ed h.ashing powe.r to delay 

communi.cati.o.n betwe.en n.ode.s, re.sulting in t.he form.ati.o.n of network subgro.ups t.h.at 

are n.ot o.n t.he sam.e page. Hence t.he attack explo.itati.o.n o.n t.he network (Saye.ed and 

M.arco-G.isbe.rt, 2019). Ro.uting attacks are s.im.ilar to balance attacks in t.h.at t.hey isolat.e 

a porti.o.n of t.he network or impede block transm.iss.i.o.n. T.his allows t.he attacke.r to 

ca.use a ce.rta.in amo.unt m.ine.r powe.r to be w.ast.ed hence t.he ch.ance for diffe.rent attacks 

to explo.it t.he network ca.us.ing diffe.rent issu.e.s such as do.uble spending (M.a.uro Co.nti et 

al., 2018). DNS and DDo.s assa.ults bot.h func.ti.o.n o.n a P2P network by po.iso.ning t.he 

network in orde.r to ga.in co.ntrol ove.r t.he vi.c.tims' n.ode.s, whi.ch are used by disho.ne.st 

m.ine.rs to carry o.ut security issu.e.s i.e. do.uble spending whi.ch is o.ne of t.he commo.n 

issu.e.s t.h.at are ca.used by t.he.se type.s of attacks t.h.at ope.rat.e o.n a P2P network (W.ani et 

al., 2021), (Homoli.a.k et al., 2021). Po.ss.ible co.unt.e.rm.e.asure.s of do.uble spending issu.e 

include to inse.rt obse.rve.rs in t.he network t.h.at mo.nitor to ale.rt do.uble spending issu.e in 

t.he blockch.a.in network so t.h.at t.he m.e.rch.ants can det.ec.t t.he direc.t incom.ing 

co.nnec.ti.o.ns (M.a.uro Co.nti et al., 2018). Ot.he.r po.ss.ible co.unt.e.rm.e.asure.s are discussed 

by Dipankar Dasgupta and Kishor Datta Gupta (2019) t.h.at network encrypti.o.n 

random.ized is cruci.al to prot.ec.t t.he network, UDP he.artbe.ats are nece.ssary to 

det.e.rm.ine if t.he m.e.ssage.s are be.ing prevent.ed to re.ach t.he.ir pe.e.rs n.ode.s and ro.und-

trip tim.e mo.nitoring to avo.i.d t.he modifi.cati.o.n in t.he tim.e.stamp.  

 

4.5.2 Unauthorized Code Execution 
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O.ne of t.he mo.st commo.n security vulne.rabiliti.e.s in t.he blockch.a.in is 

una.ut.horized code executi.o.n. Hu.ash.an C. et al (2019) de.scribed ca.use.s t.h.at achi.eve 

t.his co.nsequ.ence i.e. DO.A attack explo.it re.entrancy vulne.rability, e.rro.ne.o.us 

vulne.rability also pave.s t.he w.ay to una.ut.horized code executi.o.n. Furt.he.rmore, beca.use 

t.he privat.e keys stored in t.he w.allet are comprom.ised, an attack o.n w.allet softw.are 

re.sults in una.ut.horized code executi.o.n (Chinm.ay A. V. & Munindra L., 2014; Hu.ash.an 

C. et al, 2019; Dipankar D. & Kishor D. G., 2019; Muh.amm.ad S. et al.,2019). 

T.he.re are typ.i.cal security w.ays to avo.i.d t.his type of security vulne.rability. 

Mune.e.r Bani Yasse.in et al. (2019) advise.s security soluti.o.ns including adapting 

encrypti.o.n principle t.h.at helps to m.a.inta.in t.he co.nfi.denti.ality of t.he data, us.ing specifi.c 

keys wit.h encrypti.o.n m.et.hods to enh.ance t.he security of t.he data, us.ing Sm.artPo.ol 

whi.ch is a new data struc.ture to prot.ec.t data aga.inst attacke.rs.  

 

4.5.3 Denial of Service 

Deni.al of se.rvi.ce is o.ne t.he security issu.e.s t.h.at ca.use tro.uble for se.rvi.ce.s aft.e.r 

co.nsum.ing a huge amo.unt o.n network bandwi.dt.h. It is h.arde.r to disrupt a decentralized 

syst.em and a pe.e.r to pe.e.r-based archit.ec.ture t.h.an t.he co.nventi.o.nal cli.ent to se.rve.r-

based appli.cati.o.ns. Howeve.r, blockch.a.in based platforms are also susceptible to deni.al 

of se.rvi.ce attack and it is more compli.cat.ed and co.stli.e.r to ove.rcom.e in a blockch.a.in 

based platform du.e to its P2P archit.ec.ture (Huru H.asan.ova et al, 2018); (Mo.sa.khe.il, 

2018). A soluti.o.n for t.his problem t.h.at w.as discussed by Mo.sa.khe.il (2018) is 

blockch.a.in-based DNS m.et.hod t.h.at advance.s security by removing t.he s.ingle target 

t.h.at attacke.rs can attack to tampe.r wit.h t.he entire syst.em. T.hey discuss Nebulis, a 

projec.t t.h.at explore a co.ncept of adopting distribut.ed DNS syst.ems whi.ch elim.inat.e.s a 

s.ingle po.int of fa.ilure in traditi.o.nal DNS syst.em.   

 

4.5.4 Unfair income/selfish mining 

Unfa.ir incom.e refe.rs to disho.ne.st m.ine.rs t.h.at work to invali.dat.e t.he 

transac.ti.o.ns of ho.ne.st m.ine.rs and t.his is also kn.own as selfish m.ining whi.ch re.sults in 

unfa.ir incom.e issu.e. 51% attack is o.ne of t.he mo.st commo.n attack t.h.at le.ad to unfa.ir 

incom.e. As it w.as expla.ined in t.he e.arli.e.r sec.ti.o.ns, how t.his attack works wit.h t.he 

specifi.c go.al of putting t.he computing powe.r toget.he.r whi.ch g.ive.s t.he.se disho.ne.st 
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m.ine.rs to m.a.ke ch.ange to transac.ti.o.ns or reve.rse transac.ti.o.ns t.h.at definit.ely le.ad to 

unfa.ir incom.e amo.ng t.he m.ine.rs in t.he network. T.his relat.e.s to selfish m.ining attack in 

whi.ch disho.ne.st m.ine.rs work to co.nfuse ho.ne.st m.ine.rs by rele.as.ing a big numbe.r of 

blocks s.imultane.o.usly inst.e.ad of publishing blocks to t.he network as t.hey find t.hem. As 

a re.sult, ho.ne.st m.ine.rs are forced to rejec.t t.he.ir blocks, re.sulting in a lo.ss of mo.ney. 

Po.ss.ible propo.sed soluti.o.ns to t.his problem include ass.igning m.ine.rs to diffe.rent 

branche.s of po.ol randomly, fre.shne.ss prefe.rred soluti.o.n whi.ch m.e.ans t.h.at t.he recent 

tim.e.stamp will be co.ns.i.de.red whi.ch prove.s a block t.h.at is recently m.ined. An.ot.he.r 

important soluti.o.n propo.sed is Ze.roBlock algorit.hm, t.he i.de.a behind t.his is t.h.at e.ach 

block must be published and rece.ived by t.he network wit.hin a m.aximum acceptable 

tim.e (Mo.sa.khe.il, 2018).  

 

4.5.5 Privacy Key Leakage 

Privat.e and publi.c keys are suppo.sed to gu.arant.e.e a ce.rta.in ext.end of privacy to 

blockch.a.in syst.em. During t.he transac.ti.o.n proce.ss, use.rs are pse.udo.nymo.us privacy. 

Howeve.r, it is ch.alleng.ing to gu.arant.e.e t.he transac.ti.o.nal privacy s.ince t.he transac.ti.o.n 

relat.ed inform.ati.o.n i.e. balance.s for e.ach publi.c key are vis.ible to eve.ryo.ne. By 

associ.ating separat.e bitco.in transac.ti.o.ns, disho.ne.st use.rs or attacke.rs m.ight reve.al use.r 

inform.ati.o.n (Zheng et al, 2017). Key le.a.kage is a se.ri.o.us issu.e in blockch.a.in. Ivan 

Homoli.a.k et al., (2021) also argu.e.s t.h.at t.he privacy issu.e refe.rs to reve.aling addre.sse.s 

of bi.dde.rs and t.he.ir bi.ds to t.he publi.c. Traditi.o.nal publi.c key infrastruc.ture is 

vulne.rable tow.ards privacy le.a.kage attack (Ji.e.ren Cheng et al, 2020). H.awk is a new 

fram.ework for privacy-pre.se.rving sm.art co.ntac.ts, as deta.iled by Xi.a.oqi Li et al., (2017) 

and Mune.e.r Bani Yasse.in et al., (2019). T.he model is de.s.igned in a w.ay t.h.at t.he 

co.ntrac.t can be divi.ded into two parts whi.ch are privat.e and publi.c parts. Privat.e parts 

hold t.he privat.e data and financi.al relat.ed func.ti.o.n code.s and t.he data t.h.at do n.ot h.ave 

privat.e inform.ati.o.n can be in publi.c part. Furt.he.rmore, Zheng et al. (2017) explore 

m.ixing and an.o.nymo.us as two strat.eg.i.e.s for enh.ancing blockch.a.in an.o.nym.ity. M.ixing, 

even if t.he use.r ‗addre.sse.s are pse.udo.nymo.us but it is still po.ss.ible to expo.se t.he re.al 

use.r‘s i.dentity as t.he use.rs frequ.ently use t.he sam.e addre.ss when m.a.king transac.ti.o.ns. 

M.ixing introduce.s a fe.ature of transfe.rring a transac.ti.o.n t.hro.ugh multiple input 

addre.sse.s and o.utput addre.sse.s. For instance, when a sende.r X w.ant to send funds to 
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recip.i.ent sende.r X transfe.r funds to trust.ed x1, x2, x3 and so o.n use.rs to y1, y2, y3, and 

so o.n so t.h.at t.hey can finally transfe.r t.he funds to t.he int.ended recip.i.ent Y inst.e.ad of 

m.a.king a direc.t transac.ti.o.n from X to Y whi.ch co.uld allow t.he attacke.rs to reve.al t.he 

relati.o.nship betwe.en use.rs. To enh.ance an.o.nym.ity in bitco.in network, t.he orig.in of t.he 

paym.ent is unlinked from its transac.ti.o.ns to prevent t.he analys.is of transac.ti.o.n graphs 

t.h.at provi.de ins.ight le.ading to i.dentify t.he re.al use.r i.dentity. 
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CHAPTER V 

Discussion, Theoretical and Practical Implications 

 

5.1 Discussion  

T.he m.app.ing of security assa.ults to t.he o.utcom.e.s of commo.n security issu.e.s in 

blockch.a.in demo.nstrat.e.s som.e ove.rlaps betwe.en attacks and frequ.ent problems. For 

instance, a 51% attack re.sults in do.uble spending and unequ.al incom.e distributi.o.n. 

Una.ut.horized code executi.o.n, deni.al of se.rvi.ce, and privat.e key le.a.kage occurs as a 

re.sult of an attack aga.inst w.allet softw.are. Additi.o.nally, t.he Sybil attack re.sult.ed in 

dupli.cat.e spending and a deni.al of se.rvi.ce issu.e. An.ot.he.r type of security attack t.h.at 

cre.at.e.s multiple issu.e.s is t.he ro.uting attack, whi.ch re.sults in do.uble spending, deni.al of 

se.rvi.ce attacks, and e.rro.ne.o.us incom.e. Ot.he.r attacks, as illustrat.ed in t.he m.app.ing 

table, cre.at.e o.ne of t.he.se issu.e.s. T.his is accomplished t.hro.ugh t.he use of a co.ncept-

centri.c m.atrix t.echniqu.e, whi.ch enable.s us to extrac.t and class.ify t.he security attacks 

addre.ssed in vari.o.us publi.cati.o.ns by vari.o.us selec.t.ed scholars. T.his ch.apt.e.r discusse.s 

t.he study's t.he.oreti.cal and prac.ti.cal ram.ifi.cati.o.ns. 

5.2 Theoretical implications  

Blockch.a.in t.echn.ology h.as t.he pot.enti.al to transform pe.ople's live.s beca.use of 

its ope.rating m.ech.anism and archit.ec.ture, whi.ch ensure network openne.ss, trust, 

security, and int.egrity. Howeve.r, its security and privacy levels rem.a.in defi.ci.ent. 

Num.e.ro.us assa.ults fo.und and analyzed in t.he blockch.a.in's fo.ur ti.e.rs can be gro.uped 

into two distinc.t gro.ups. T.he first gro.up co.nta.ins attacks t.h.at explo.it flaws in t.he P2P 

network de.s.ign, while t.he seco.nd cat.egory include.s attacks t.h.at target t.he co.nsensus 

m.ech.anism. O.ne of t.he prim.ary re.aso.ns t.h.at t.he co.nsensus laye.r and network laye.r 

sho.uld be pri.oritized as key laye.rs in t.he blockch.a.in syst.em is t.h.at t.he network laye.r 

(pe.e.r-to-pe.e.r) is re.spo.ns.ible for delive.ring data provi.ded by appli.cati.o.ns o.n t.he bitco.in 

network. O.n t.he ot.he.r h.and, t.he co.nsensus role is to re.ach agre.em.ent o.n t.he data and to 

enable decis.i.o.n-m.a.king. T.hre.e laye.rs are invol.ved in t.his proce.ss: t.he network laye.r, 

t.he appli.cati.o.n laye.r, and t.he co.nsensus laye.r. T.he fac.t t.h.at blockch.a.in syst.ems ope.rat.e 

o.n a decentralized fo.undati.o.n wit.h a pe.e.r-to-pe.e.r network archit.ec.ture demo.nstrat.e.s 

t.he.ir utility. T.his m.e.ans t.h.at t.he network's n.ode.s se.rve as bot.h cli.ents and se.rve.rs.  
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Typ.i.cally, when security m.e.asure.s are implem.ent.ed to safegu.ard t.he network in 

a cli.ent-se.rve.r archit.ec.ture, t.he se.rve.r is he.avily prot.ec.t.ed by advanced security 

softw.are du.e to t.he fac.t t.h.at it se.rve.s m.any m.achine.s (cli.ents) o.n t.he network.  

As a re.sult, securing e.ach n.ode in a pe.e.r-to-pe.e.r network whe.re e.ach n.ode 

works as bot.h a cli.ent and a se.rve.r is ch.alleng.ing. It rem.a.ins ch.alleng.ing to ensure 

prope.r security in a syst.em whe.re e.ach n.ode is a.uto.n.omo.us and store.s its own data. As 

a re.sult, assa.ults o.n t.he network laye.r are ch.arac.t.e.rized as attacks ca.used by t.he 

vulne.rability in t.he P2P network archit.ec.ture. T.he data laye.r se.rve.s as t.he blockch.a.in's 

database, as it is compo.sed of data blocks t.h.at repre.sent t.he data struc.ture of 

transac.ti.o.ns. Additi.o.nally, it co.nce.rns itself wit.h key m.anagem.ent and cryptographi.c 

t.echniqu.e.s.  

As a re.sult, t.his laye.r is vulne.rable to attacks t.h.at explo.it flaws in key 

m.anagem.ent and cryptographi.c m.et.hods. Privat.e and publi.c keys are cruci.al 

compo.nents of blockch.a.in t.echn.ology s.ince t.hey must be included in e.ach transac.ti.o.n 

initi.at.ed. At t.his tim.e, hum.an e.rror h.as be.en i.dentifi.ed as a substanti.al co.ntributor to 

t.he key le.a.kage problem. A cryptographi.c algorit.hm m.ight m.itigat.e t.his issu.e 

suffi.ci.ently if hum.an e.rrors co.uld be reduced or elim.inat.ed, whi.ch is typ.i.cally n.ot 

prac.ti.cable. T.he h.acke.rs stole t.he.se keys from t.he use.rs' mobile PCs, whe.re t.hey we.re 

stored, in orde.r to tampe.r wit.h t.he blockch.a.in syst.em. An.ot.he.r fac.tor is relat.ed to t.he 

blockch.a.in's vulne.rability, whi.ch allows a hum.an to exe.rt complet.e co.ntrol ove.r t.he 

transac.ti.o.n he initi.at.e.s. T.his enable.s a use.r to provi.de incorrec.t inform.ati.o.n o.n 

purpo.se, whi.ch re.sults in transac.ti.o.nal e.rrors. Mo.e so, pe.ople ne.ed to be prot.ec.t.ed 

from m.a.king m.ista.ke.s, and t.he blockch.a.in still ne.eds to be improved to m.a.ke it le.ss 

likely t.h.at som.e.o.ne will subm.it false inform.ati.o.n, e.it.he.r by acci.dent or o.n purpo.se. 

  O.ne of t.he recomm.ended soluti.o.ns is to deploy an advanced encrypti.o.n 

appro.ach to incre.ase security, whi.ch co.uld also be appli.ed to ot.he.r type.s of assa.ults. 

T.he seco.nd kind of assa.ult is t.ho.se t.h.at occur as a re.sult of t.he blockch.a.in's m.ech.anism 

archit.ec.ture and co.nsensus algorit.hm, whi.ch enable.s disho.ne.st indivi.du.als to agre.e to 

collaborat.e in orde.r to rece.ive unfa.ir mo.ney. As a re.sult, blockch.a.in t.echn.ology 

requ.ire.s t.he additi.o.n of additi.o.nal fe.ature.s t.h.at can strengt.hen its co.nsensus algorit.hm's 

defense.s aga.inst disho.ne.st use.rs. Num.e.ro.us re.se.arche.rs h.ave propo.sed vari.o.us 
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strat.eg.i.e.s for enh.ancing t.he security of blockch.a.in t.echn.ology. Howeve.r, som.e issu.e.s 

are unavo.i.dable du.e to t.he vulne.rability of t.he blockch.a.in's archit.ec.ture and proce.ss to 

t.he.se attacks. For example, t.he 51 pe.rcent attack co.ntinu.e.s to ca.use issu.e.s o.n t.he 

blockch.a.in, nam.ely do.uble spending. To re.sol.ve t.his issu.e, a m.ajority of use.rs must 

agre.e to alt.e.r t.he protocol fo.undati.o.n. 

 

5.3 Practical implications 

In t.he world of inform.ati.o.n t.echn.ology, t.he.re will alw.ays be go.od ac.tors who 

work to advance t.he blockch.a.in for t.he gre.at.e.r go.od of soci.ety, but t.he.re will also be 

bad ac.tors who are self-int.e.re.st.ed and explo.it its vulne.rability for t.he.ir own nefari.o.us 

ga.in. In inform.ati.o.n t.echn.ology, t.he race betwe.en go.od and bad ac.tors is neve.r-ending. 

S.ince its incepti.o.n in 2009, blockch.a.in t.echn.ology h.as co.ntinu.ed to bro.aden its use.s 

beyo.nd t.he financi.al sec.tor. T.he m.arket valu.e of crypto assets, parti.cularly bitco.in, 

co.ntinu.e.s to rise. Globally, large financi.al instituti.o.ns co.ntinu.e to inve.st in t.his 

t.echn.ology and upgrade t.he.ir hum.an re.so.urce.s in orde.r to m.axim.ize its benefits while 

also develop.ing defens.ive m.e.asure.s to combat t.he aforem.enti.o.ned t.hre.ats and t.ho.se 

t.h.at are unkn.own. From a pragm.ati.c standpo.int, we argu.e t.h.at: Is a survey of t.he 

lit.e.rature ove.r t.he previ.o.us decade s.ince t.he debut of blockch.a.in t.echn.ology reve.als 

t.h.at use.rs are n.ot det.e.rred by security assa.ults. T.his is beca.use blockch.a.in t.echn.ology 

is ga.ining trac.ti.o.n acro.ss t.he globe and in a wi.de vari.ety of bus.ine.sse.s. Today, bitco.in 

h.as a m.arket cap.italizati.o.n of more t.h.an $300 billi.o.n, and t.he total valu.e of crypto 

assets is e.stim.at.ed to be more t.h.an a trilli.o.n dollars. T.his demo.nstrat.e.s t.h.at t.he 

advantage.s of blockch.a.in t.echn.ology, and specifi.cally bitco.in, exce.ed t.he security 

co.nce.rns. (i.i) It will be prac.ti.cally h.ard to prot.ec.t t.he blockch.a.in from security risks 

and cre.at.e a ze.ro-risk produc.t. As previ.o.usly stat.ed, security risks are inhe.rent in all 

t.echn.ology produc.ts, and as previ.o.usly stat.ed, inform.ati.o.n t.echn.ology will alw.ays 

h.ave bot.h go.od and bad ac.tors. T.he mo.st prac.ti.cal o.utcom.e of t.his blockch.a.in 

t.echn.ology is t.h.at, when t.he benefits of blockch.a.in are co.ns.i.de.red, defens.ive m.e.asure.s 

and security t.hre.ats re.sult in re.aso.nable net benefits t.h.at incentivize soci.ety and 

blockch.a.in use.rs to co.ntinu.e develop.ing it. (i.ii) T.he combinati.o.n of re.se.arch and 

expe.ri.ence ga.ined t.hro.ugh blockch.a.in use t.e.ache.s valu.able le.sso.ns abo.ut how to 

m.itigat.e t.he blockch.a.in's inhe.rent security risks. While t.his t.he.s.is focused o.n t.he 
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blockch.a.in's security, we also highlight.ed som.e defens.ive soluti.o.ns t.h.at h.ave be.en 

developed to t.hw.art attacks in t.he past. We also argu.e t.h.at ove.r tim.e, t.he t.echn.ology 

community will co.ntinu.e to le.arn from expe.ri.ence and plug vulne.rabiliti.e.s, e.speci.ally 

in t.he fo.ur laye.rs, reducing t.his security risk. Howeve.r, it is prac.ti.cally inco.nce.ivable to 

m.a.ke blockch.a.in complet.ely immune from security risks. Laws and regulati.o.ns, 

including o.ne.s t.h.at allow crim.inal inve.stigati.o.n and punishm.ent of bad ac.tors, as well 

as int.e.rnati.o.nal collaborati.o.n, are also expec.t.ed to be m.ade in t.he future. T.his will help 

det.e.r bad ac.tors, as well as le.ssen t.he numbe.r of security attacks o.n blockch.a.in. 
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CHAPTER VI 

Conclusion, Limitations and Future Research 

 

6.1 Limitations and Future Research 

Blockch.a.in t.echn.ology is a vast and compli.cat.ed subjec.t. Tim.e co.nstra.ints we.re 

a s.ignifi.cant fac.tor in comprehending and expla.ining t.he blockch.a.in syst.em. T.he 

lit.e.rature for t.his t.he.s.is w.as gat.he.red t.hro.ugh a se.arch of s.ix diffe.rent database.s. 

Howeve.r, t.he.re are ot.he.r database.s t.h.at m.ay h.ave be.en used to locat.e new pape.rs or to 

provi.de additi.o.nal int.e.rpretati.o.ns of t.his t.he.s.is. T.hus, it is prefe.rred t.h.at future studi.e.s 

incorporat.e a bro.ade.r range of database.s in orde.r to am.ass more robust data t.h.at 

co.ntribut.e.s more to t.his subjec.t. T.he co.ncept of blockch.a.in t.echn.ology is still ve.ry 

new. Gorkh.ali et al. (2020) co.nt.end t.h.at t.he numbe.r of jo.urnal arti.cle.s published 

regarding blockch.a.in in vari.o.us jo.urnals included in t.he SCI/SSCI database h.as 

incre.ased from o.ne in 2016 to 18 in 2017 to 68 in 2019. According to t.his study, t.he 

int.ended int.enti.o.n w.as to extrac.t all arti.cle.s published aft.e.r t.he la.unch of blockch.a.in in 

2009, but t.he first publi.cati.o.n included w.as in 2017, based o.n t.he ye.ar. Beca.use of t.he 

po.ss.ible valu.e to soci.ety, re.se.arche.rs sho.uld pursu.e t.his top.i.c. T.hus, future studi.e.s 

co.uld include re.ading bo.oks to ga.in a t.horo.ugh unde.rstanding of t.he blockch.a.in 

t.echn.ology co.ncept, whi.ch will co.ntribut.e to develop.ing suffi.ci.ent inform.ati.o.n to 

de.s.ign protocols t.h.at will strengt.hen t.he blockch.a.in's security. It wo.uld be int.e.re.sting 

to exam.ine how t.he protocol fram.ework m.ight be enh.anced in t.he future. T.his t.he.s.is is 

lim.it.ed to discuss.ing t.he security risks associ.at.ed wit.h blockch.a.in t.echn.ology in t.he 

co.nt.ext of t.he bitco.in network, whi.ch is wi.dely employed in t.he financi.al sec.tor. It 

co.uld be wort.hwhile to do a s.im.ilar exam.inati.o.n in ot.he.r sec.tors, such as he.alt.h and 

transportati.o.n, to exam.ine security vulne.rabiliti.e.s t.he.re as well. Additi.o.nally, 

additi.o.nal re.se.arch is nece.ssary to det.e.rm.ine t.he effi.cacy of t.he.se recomm.ended 

tre.atm.ents. Collaborative attacks t.h.at invol.ve m.ine.rs, like t.he 51 pe.rcent attack, are still 

h.ard to stop. 

It is noteworthy that future research should be made on the intergration of 

blockchain technologies in machine learning. Numerous studies have demonstrated the 

effectiveness of the combination of blockchain technology and machine learning, which 

is poised to revolutionize a wide range of technological fields, including networking and 
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communications systems. On the one hand, by integrating blockchain technology into 

machine learning systems, problems may be sorted out more swiftly than ever before 

using the data gathered and altered by blockchains. 

The key characteristics of blockchain (security and trustworthiness) enable 

Machine Learning solutions used in communications and networking systems to become 

more trustworthy. Blockchain applications, on the other hand, might have significant 

intelligence for data processing and the execution of computationally heavy applications 

by employing Machine Learning techniques. Furthermore, Machine Learning-based 

blockchain processes can handle many sorts of transactions and enable effective 

operation, particularly when implemented in smart contracts. 

Even though combining blockchain and machine learning has many benefits, 

there are still a number of significant research challenges that need to be thoroughly 

examined before this technology is widely adopted. These challenges include resource 

management, big data processing, scalability, security, and privacy. Future study should 

pay close attention to big data processing, which makes the design and analysis of the 

combination of blockchain and machine learning even more challenging. How to 

address the scalability issue, particularly for large-scale complex systems, is a basic 

difficulty of the combination of blockchain with machine learning, in contrast to 

traditional centralized solutions. 

One way that blockchain can help Machine Learning is in the areas of sharing 

data and models, security and privacy, decentralized intelligence, and trustworthy 

decision-making. By using cryptographic approaches, blockchain-based systems may 

assure data security and auditability of the collaborative training process and the learned 

Machine Learning model. They can also store vast amounts of data in a safe and tamper-

resistant way. Blockchain technologies also make it possible for a decentralized 

infrastructure to guarantee safe access control without relying on independent central 

bodies. Blockchain technology enables Machine Learning to train, learn, and make 

choices on local devices in distributed, decentralized networks. Particularly, DAPPs and 

smart contracts could open up new possibilities for modeling interactions between 

various entities in a decentralized machine learning application. Finally, blockchain 

technologies make it possible for authorized nodes with access to the system to check 
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and audit the transparent, immutable records of the training data and variables utilized 

by Machine Learning algorithms for their decision-making conclusions at any time. In 

this approach, the collaborative dynamics in decentralized Machine Learning 

applications are considerably enhanced and the processes of the Machine Learning 

algorithms are simple to audit. 

On the other side, blockchain may benefit from machine learning for scalability, 

energy and resource efficiency, privacy and security, and intelligent smart contracts. In 

particular, machine learning-based mining algorithms may manage jobs in a more 

intelligent manner rather of using the brute force technique by exploiting the training 

data. Machine Learning algorithms' ability to forecast data and quickly calculate it 

would also make it practical for miners to choose transactions that are more crucial to 

complete. Additionally, the combination of blockchain technology and machine learning 

may completely transform the conventional energy industry, making it far more 

intelligent and efficient. Blockchain applications may enable predictive analytics by 

utilizing machine learning techniques. This will guarantee that the needs for energy and 

resources are appropriately addressed and will increase the effectiveness of blockchain 

operation. The blockchain can benefit from machine learning approaches to optimize 

data maintenance and storage by providing more effective data sharding or pruning 

solutions to handle the scalability challenges. In order to increase the scalability of the 

blockchain-based system, machine learning techniques may also be used to allow more 

effective off-chain solutions or to dynamically change the block size. Additionally, the 

use of trained models and algorithms in blockchain-based communications and 

networking systems allows for the detection of harmful activity on the blockchain. In 

this approach, machine learning might help blockchain systems recognize and stop theft, 

fraud, and unauthorized transactions. 

 

6.2 Conclusion  

Du.e to t.he w.ay blockch.a.in t.echn.ology ope.rat.e.s, it is an intrigu.ing but also 

extrem.ely diffi.cult t.echn.ology. In short, t.he go.al of blockch.a.in t.echn.ology is to 

decentralize data storage in a pe.e.r-to-pe.e.r network in such a w.ay t.h.at n.o s.ingle central 

a.ut.hority can co.ntrol t.he entire network. Blockch.a.in t.echn.ology introduced a n.ovel 



83 
 

co.ncept to t.he financi.al industry, allowing use.rs to co.nduc.t transac.ti.o.ns wit.hin t.he 

network wit.ho.ut t.he int.e.rventi.o.n of central banks, whi.ch h.ad previ.o.usly co.ntrolled t.he 

transac.ti.o.n proce.ss. T.he go.al of t.his re.se.arch w.as to develop a more complet.e 

unde.rstanding of blockch.a.in t.echn.ology from a security pe.rspec.tive. To beg.in wit.h, t.he 

study addre.sse.s a criti.cal re.se.arch qu.e.sti.o.n: wh.at are t.he current security co.nce.rns 

surro.unding blockch.a.in t.echn.ology in t.he t.echn.olog.i.cal industry? A co.ncept-centri.c 

m.atrix t.echniqu.e w.as used to facilitat.e t.he class.ifi.cati.o.n and cat.egorizati.o.n of security 

assa.ults into t.he.ir relevant ti.e.rs. T.he initi.al ve.rs.i.o.n of t.he co.ncept m.atrix w.as adjust.ed 

to reflec.t t.he develop.ing unde.rstanding of t.he subjec.t, paving t.he w.ay for m.app.ing 

security assa.ults to typ.i.cal security problems. As de.scribed in t.he preceding sec.ti.o.n of 

t.his t.he.s.is, t.he re.se.arch of twenty arti.cle.s selec.t.ed for t.his study demo.nstrat.ed t.h.at 

som.e attacks co.ntinu.e to occur today. T.his study co.nnec.t.ed security attacks in 

blockch.a.in t.echn.ology to commo.n security issu.e.s and co.nce.rns, and it showed t.h.at 51 

pe.rcent of attacks re.sult in do.uble spending and unjust incom.e; deni.al of se.rvi.ce attacks 

we.re t.he mo.st prevalent security issu.e.s in blockch.a.in t.echn.ology. Alo.ng wit.h t.he 

security attacks and t.he.ir repe.rcuss.i.o.ns, t.he t.he.s.is also cove.rs t.he a.ut.hors' propo.sed 

security soluti.o.ns. 
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