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Abstract

A Systematic Analysis on the Impacts of Blockchain Technologies in the Field of
Information Security and Privacy

Samuel O. Obisesan
MA, (Software Engineering)
January, 2023, 92 pages

The present thesis analyses the impacts of blockchain technologies in the field of
information security and privacy. The Data was collected through a systematic analysis
of related literatures and Concept Matrix was opted to help identify the concepts that
are relevant to the topic in each of the selected articles. The objectives of the thesis are:
(1) to determine if blockchain is a proven technology and if it delivers what it promises;
(i) to determine the latest blockchain applications focused on security; (iii) to
determine how blockchain is used to improve information security; (iv) to determine
how blockchain is used to improve information privacy and (v) to determine the
methods available for blockchain solutions to manage security and privacy. In this
thesis, the selected literatures were obtained from different online databases such as
IEEE Xplore, google scholar, Science Direct, ACM digital library, online university
library and springer link. All the literature found based on key words defined were
examined according to inclusion criteria. The final selected papers were relevant to
answer the research question as the expected main outcome of this study. However,
there were 93 publications found in total, however only 20 were determined to be
related to the research issue and were reviewed. The outcomes from the concept matrix
revealed that Blockchain technology has the potential to transform people's lives
because of its operating mechanism and architecture, which ensure network openness,
trust, security, and integrity. This study connected security attacks in blockchain
technology to common security issues and concerns. Investigation from this study
recommends the deployment of an advanced encryption approach to increase security,
which could also be applied to other types of assaults.

Key Words: Blockchain, technology, information security, privacy
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Blockchain Teknolojilerinin Bilgi Giivenligi ve Gizlilik Alanindaki Etkilerine

Tliskin Sistematik Bir Analiz

Samuel O. Obisesan
MA, (Software Engineering)
January, 2023, 92 pages

Bu tez, blok zincir teknolojilerinin bilgi giivenligi ve mahremiyet alanindaki etkilerini
analiz etmektedir. Veriler, ilgili literatiirlerin sistematik bir analizi yoluyla topland1 ve
secilen makalelerin her birinde konuyla ilgili kavramlarin belirlenmesine yardimci
olmak i¢in Kavram Matrisi segildi. Tezin amaglari: (i) blok zincirinin kanitlanmis bir
teknoloji olup olmadigini ve vaat ettiklerini yerine getirip getirmedigini belirlemek; (ii)
giivenlik odakli en son blok zinciri uygulamalarint belirlemek; (iii) bilgi giivenligini
gelistirmek i¢in blok zincirinin nasil kullanildigimi belirlemek; (iv) bilgi gizliligini
gelistirmek icin blok zincirinin nasil kullanildigim1 belirlemek ve (v) giivenlik ve
gizliligi yonetmek icin blok zinciri ¢dziimlerinde mevcut yontemleri belirlemek. Bu
tezde secilen literatiirler IEEE Xplore, google alim, Science Direct, ACM dijital
kiitiiphane, online tniversite kiitiiphanesi ve springer link gibi farkli gevrimigi veri
tabanlarindan elde edilmistir. Tanimlanan anahtar kelimelere dayali olarak bulunan tiim
literatiir dahil etme kriterlerine gore incelenmistir. Nihai olarak segilen makaleler, bu
caligmanin beklenen ana sonucu olarak aragtirma sorusunu yanitlamakla ilgiliydi.
Ancak toplamda 93 yayma ulagilmig, ancak bunlardan yalnizca 20'Sinin arastirma
konusuyla ilgili oldugu belirlenerek gozden gegirilmistir. Konsept matrisinden elde
edilen sonuglar, Blockchain teknolojisinin ag agikligi, giiven, giivenlik ve biitiinlikk
saglayan igletim mekanizmasi ve mimarisi nedeniyle insanlarin hayatlarin1 dontistiirme
potansiyeline sahip oldugunu ortaya koydu. Bu ¢alisma, blok zinciri teknolojisindeki
giivenlik saldirilarmi ortak giivenlik sorunlari ve endiseleriyle iliskilendirdi. Bu
calismadan elde edilen arastirma, giivenligi artirmak icin diger saldir1 tiirlerine de
uygulanabilecek gelismis bir sifreleme yaklasimiin kullanilmasini 6nermektedir.
Anahtar.

Kelimeler: Blockchain, teknoloji, bilgi giivenligi, mahremiyet
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CHAPTERI
Introduction
1.1  Background of the Study

Digital currencies like bitcoin, ethereum, and hyperledger are built on top of
blockchain technology. It is one of the most advanced and well-known technologies to
emerge during the most recent wave of technological and industrial revolutions. Bitcoin:
A Peer-to-Peer Electronic Cash System In terms of privacy and security, the blockchain
has a very high tendency to achieve point-to-point and other features, as well as a
distributed ledger, asymmetric encryption, intelligent contracts, consensus mechanism,
and other vital technologies that can guarantee the privacy and security issues in the
transaction process. Digital banking (zZhu, 2019), loT (Fremantle, 2017), edge
computing (Xu, Wang, Bhargava, and Yang, 2019), artificial intelligence (Al) (Salah,
2018), supply chain management (SCM), and many other industries have all benefited
from the expansion of blockchain technology in recent years. Several governments
around the world are making it easier for block chain technology to spread.

Users' privacy is jeopardised since in order to establish agreement, all nodes in
the network must divulge the chain's transaction information (Liu, 2018). For this
reason, it is important to examine focused privacy protection techniques. In the last
several years, many methods and popular applications for blockchain privacy protection
have evolved, which may prevent assaults or tampering with privacy from various
viewpoints. The importance of privacy must be taken into account while preserving the
interests of users. A detailed study on how blockchain maintains privacy is needed so
that it may be used as a reference and support for current and future research projects.

Individuals and organisations alike face significant cybersecurity issues as a
result of data theft, which compromises not only a person's right to privacy but also one
of the basic features of cybersecurity, namely confidentiality. Many countermeasures
have been tried over the last few decades, but as cyber thieves improve their skills, many
of them have fallen short of expectations. Blockchain technology is the most recent
addition. Dispersed network data is subject to theft and copying, and tracking down the
cyber-thief might be challenging. Blockchain technology removes a slew of problems on
several levels. A distributed database or a book that records and distributes all the events
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and transactions that have transpired might be described as a blockchain. In such
transactions, the data submitted cannot be seen by anybody but the person making the
transaction. There was a record of each and every transaction. It is possible to use
blockchain technology in both financial and non-financial areas.

Blockchains are public registers such that all transactions are gathered in a list of
blocks (Rajput, 2015). When numerous blocks are added together, a chain-like shape
results. Blockchain Technology is built on the foundations of cryptography and
distributed systems. Encryption techniques have been known to obscure content so that
only the intended users are accessible to it. But certain information needs to be available
to a specific set of people, and this will increase the risk of the information getting
tampered with. Blockchains solve the issue. Any change made to the data is logged and
validated as it is accessed and updated. Thereafter, it is encrypted so that further changes
can not be made to the update after verification. The main records are then updated with
these adjustments. This process is repeated every time a change is made, and the
information is preserved in a new block. It is remarkable to see how closely the initial
and latest versions of the material are linked. Thus, the changes made can be seen by
everyone, but modification can only be done on the latest block. By combining
information copied across the network in real time, the blockchain imitates a distributed
database. This indicates that the database is spread across various places and that the
records are open to the public and easily verified. Since there is no centralised version,
data corruption is ineffective. Modifying records is so tedious, which makes it easier to
detect if someone is trying to tamper with the information.

As a result, the following characteristics of a blockchain may be considered:;

e It's continually being improved on. As a consequence, data may be seen and
edited at any time by users.

e A distributed system is one in which data is stored in several locations
throughout the network. In the event that one record is updated, all other records
are automatically updated as well.

e It's backed up by facts. Users must use cryptographic techniques to validate data

changes.
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e Distributed systems and cryptographic approaches ensure that data and security

procedures cannot be tampered with.

There are two sorts of blockchains: permissionless and permissioned. In a
permissionless blockchain, any peer can join and leave the network as a reader or writer.
Because the information is decentralised, it may be accessed by anybody. Forbidden
blockchains have a limited readership and authorship capacity. Individuals' ability to

read and write is controlled by a single, centralised authority (Zhu, 2019).

1.2 Statement of the Problem

Is the blockchain secure, despite its efficiency and the nature of the technology?
Is it feasible to produce private and tamper-proof records with blockchain-based
technology that provides both trust and privacy? Many in the development sector,
enterprises, and governments are wary of using blockchain technology for a variety of
purposes, including remittances, smart contracts, and the provision of health care. The
usage of Blockchain technology raises another issue, which is privacy.

Considering the fact that they are open and tamper-proof, blockchain networks
are ripe for attack. Despite the fact that the transactions are anonymous, the attacker can
still use the transaction graph to determine the link between the two parties involved.
The public openness of the blockchain will put users' personal information and financial
transactions at risk.

It can be said that any node in the command chain can access the full scope of
information available to it. Even though the blockchain provides some anonymity for
transactions, as computing power improves, this anonymity is no longer sufficient to
safeguard user identity. An attacker can get access to sensitive information by
monitoring and judging the relevance of public data in the global ledger.

Any party to a transaction has the opportunity to download a permissionless
ledger, so even those who aren't members may see the whole history of transactions.
Privacy might be severely compromised in a permissioned ledger by using authorised
agents' or smart contract capabilities, depending on the access privileges of the agent or
smart contract authors. Diverse security vulnerabilities continue to blight the larger

crypto network, which is isolated from the blockchain. Trade security and privacy are
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the first issues that need to be addressed. Digital currency hacks have a long history, and
some have resulted in huge sums of money being traded.

Despite the many benefits of blockchain technology, are these security and
privacy characteristics being fully utilised by organisations? Is there a link between
blockchain technology and the security and privacy of an organisation?

Therefore, the goal of this study is to carefully look at how blockchain

technology affects information security and privacy.

1.3  Research Aims and Objectives
It is the goal of this research to examine the effects of blockchain technology on

information security and privacy. To accomplish this goal, the following research
questions must be answered:

1. Do you think blockchain is a proven technology?

2. Are there any new uses of blockchain technology that focus on security?

3. What are the benefits of using a blockchain-based security system?

4. How might blockchain technology be utilised to enhance data security?

5

. What security and privacy controls may be included in blockchain solutions?

1.4 Significance of the Study

The use of blockchain technology is becoming increasingly popular. This
technology is used in a wide range of applications. Transactions on the blockchain are
quicker and cheaper than any other method. It will increase the security of sensitive data,
especially the immutability and transparency of blockchains are often cited as additional
advantages. Future scholars will be able to utilise these findings as a reference in their
own work because of the study's widespread use. In addition, the conclusions from this
research will serve as a guide for new and established firms on how to maximise the

advantages of digital transformation.
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Definition of Terms

Blockchain Technology: Blockchain is very complex system and comprises of
distributed digital ledgers of cryptographically signed transactions that are
grouped into blocks.

Information: Information is processed, organized and structured data. It
provides context for data and assists in decision-making.

Information Security: The practice of preventing unauthorized access, use,
disclosure, disruption, alteration, inspection, recording, or destruction of
information is known as information security.

Information Privacy: The relationship between data collection and
dissemination, technology, the public expectation of privacy, and the legal and

political challenges surrounding them is known as information privacy.
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CHAPTER I

Literature Review

2.1  History and Background of Blockchain Technology

The foundations of blockchain technology have been laid In the late '80s and
early '90s,. while working on Paxos in 1989, Leslie Lamport wrote the ACM
Transactions on Computer Systems paper The Part-Time Parliament (Lamport, 1998)
and submitted it for publication in 1990. There is a consensus model proposed in the
study for a network of computers with unreliable computer systems. Electronic ledgers
based on a signed chain of information were used to digitally sign papers in 1991, with
the capacity to prove immediately that no signed documents had been altered
(Narayanan, 2016). In 2008, Satoshi Nakamoto published a paper in which he merged
and applied these ideas to electronic currency. As of late 2009, the Bitcoin
cryptocurrency blockchain network was named after Nakamoto, a pseudonym that he
used to set up the network. Nakamoto's work serves as a roadmap for the majority of
existing cryptocurrency schemes (although with variations and modifications). Bitcoin
was the first of many uses of the blockchain.

In November 2008, the idea of a "blockchain” was initially proposed (Satoshi,
2008). The author of the pseudonym Satoshi Nakamoto wrote a whitepaper on the
Bitcoin electronic cash system (Satoshi, 2008). In 2009, the system went live and
became the first to offer a fully working distributed ledger. An open ledger of all
transactions is maintained by Satoshi (2008), a decentralised peer-to-peer (P2P)
network. As a result, the whole history of transactions is available to everyone on the
network. However, transactions can only be written or updated by parties who have been
authorised to do so. Many basic difficulties were handled in an innovative and viable
manner by Bitcoin at its core, which effectively incorporated contributions from decades
of study (Florian, 2016). Although blockchain technology is still a relatively new
approach to computer science, it is becoming more and more popular. Currently, it is

being investigated and tested for a wide range of applications and use cases.
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Since the early 1980s, there has been discussion on totally dispersed money
(Florian, 2016). A single organisation does not have control or management of
distributed money. A bank or any other middleman should be fully eliminated, allowing
ownership rights to only be transferred between the sender and the recipient of a
payment. A trust architecture that relies on a central authority, offering a clearinghouse
service for transaction verification and ownership record organisation has always failed
to provide dispersed currencies (Andreas, 2017). Because of this, the data held on
centralised ledgers is completely under the jurisdiction of these authorities. To address
this issue, the notion of a distributed ledger was proposed. There should not be a single
or exclusive set of authorities that control the saved data. The term "Distributed Ledger
Technology" refers to the notion of storing transaction data in redundant ledger copies

over a wide area (DLT).

In the years before Bitcoin, there were other e-cash systems (including ecash and
NetCash), but none of them were widely used. Bitcoin's widespread adoption was aided
by the widespread usage of a blockchain, which allowed the digital currency to be
disseminated without a central authority or single point of failure. As a result, users may
conduct transactions directly with one other rather than relying on a third party. Those
who successfully released new blocks and maintained copies of the ledger, known as
miners in Bitcoin, might likewise benefit from the regulated release of new money.
There was no need for the miners to organise because payments were made
automatically. In order to ensure that only genuine transactions and blocks were added
to the network, a self-policing approach based on a blockchain and consensus-based

maintenance was developed.

The use of a blockchain as a distributed ledger is a cutting-edge innovation.
However, previous to the introduction of Bitcoin, all attempts to build a fully distributed
money failed because of one key unsolvable issue. Double-spending coins are a problem
for decentralised currencies. It is possible to transfer the same coin to several recipients
at the same time since digital copies are so easy to generate. One of the most difficult
problems distributed currencies face is the so-called "double-spending dilemma”
(Usman, 2017). In 2008, Satoshi Nakamoto came up with a solution to this dilemma by

releasing Bitcoin (Satoshi, 2008). The word "blockchain™ captures the essence of this
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solution's methodology. Because all transactions are recorded sequentially, the double-

spending problem is eliminated.

When two or more transactions are found to be in conflict, just the first one is
approved and the others are deleted. Thus, a distributed timestamp server is what the
blockchain is all about (Satoshi, 2008). One ledger can serve as the only source of truth
in this model. Everyone has to agree on the current status of the ledger in a decentralised
P2P ecosystem.

With the help of the Bitcoin blockchain, it is possible for users to remain
completely anonymous. Although users' identities are hidden, the public may see all of
their transactions. Pseudo-anonymity is provided by Bitcoin since no identification or
authorisation procedure is necessary (as is often required by Know-Your-Customer
(KYC) standards).

As a result of the anonymity provided by Bitcoin, mechanisms for establishing
trust have to be implemented. For many vyears, both parties relied on trusted

intermediates to provide this assurance before using blockchain technology.

With these features, parties with no prior knowledge of one another (known as
"permissionless blockchain networks™) can trust each other in blockchain networks that
allow anybody to establish an account and participate anonymously. Individuals and
organisations may interact more directly with one another when they have this level of

confidence, which can speed up and reduce the cost of transactions.

2.2 Concept of Blockchain Technology

The "blockchain™ can be considered as a novel technology that trancends a
virtual money and can provide a different perspective than what has previously been
available in terms of openness and privacy (Nakamoto, 2008). Considering different
implementations of blockchain can define several levels of privacy and anonymity as
well as transparency and immutability of records (Gordon & Manoj 2018), his
necessitates the development and implementation of privacy and anonymization
technologies that ensure the inclusion of these features in blockchain. For blockchain

3.0 (Efanov, 2018), this technology reaches all areas of application, not just
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cryptocurrencies, taking on strength in the digital society in which we are immersed.
As a result, it's critical to look at the processes that enable worldwide privacy,
traceability, anonymity, and, above all, security, which are all notable contributions of
blockchain technology.

A blockchain could be a chain of hinders that contain explicit information
(database), anyway in an extremely secure and genuine implies that is arranged along in
a very system (shared) (BBP, 2017). In other words, blockchain might be a collection
of PCs linked to one another rather than a single server, implying that the entire system

is decentralized.
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Figure 1: Centralized, Decentralized, and Distributed Ledger

Blockchain technology allows for the construction of a decentralized ecosystem
in which cryptographically certified transactions and data are not controlled by a third
party. Any transaction that has ever been performed is stored in an immutable ledger
with a timestamp and other details in a verifiable, secure, visible, and permanent
manner.

The term blockchain, initially block chain, was invented in 2009 in the original
source code for the virtual currency Bitcoin by (the still unknown) Satoshi Nakamoto:
"When they solve the proof-of-work, they broadcast the block to everyone and it is
added to the block chain” (Nakamoto, 2009).

Blockchain technology consists of tamper-proof and tamper-evident digital
ledgers that are implemented as a distributed system without a central repository and
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frequently without a central authority, such as a government, bank, or corporation. It
allows members of a community to keep track of transactions in a shared ledger. The
transactions cannot be changed when they are published in the blockchain network’s
normal operation. In 2008, BT was combined with other computing concepts and
technology to develop a new cryptocurrency based on blockchain. Following the launch
of the BTC cryptocurrency in 2009, which allowed digital payments to be transacted
within a distributed ledger, BT rose to prominence. The digital rights of Bitcoin users
can be digitally signed and transferred to another BTC user. The BTC blockchain
announces this transfer publicly to all the network users to independently verify the
transaction’s validity; moreover, a distributed group of users independently manages
and maintains the BTC blockchain, and this, together with cryptographic mechanisms,
creates BT’s resilience toward subsequent attempts to modify the ledger by
counterfeiting the transaction or altering the blocks. Blockchain technology has
enabled the development of numerous cryptocurrency systems, such as Ethereum and
Bitcoin, and that is why some people tend to restrict BT to cryptocurrency solutions
only; however, a variety of industry sectors are considering incorporating BT into their
applications (Tikhomirov, 2018).

Since 2008, Satoshi Nakamoto (Nakamoto, 2008) published an article
announcing a new digital currency with features that were a technological revolution,
not just in the world of finance. Given the concept behind the Bitcoin paradigm, this
was a novel method of doing things. This new money gives birth to something far more
significant, bringing innovation to existing methods of information organization and
storage; blockchain technology is introduced. To begin with, it implies the removal of
intermediaries, resulting in the democratization of all participating nodes, creating a
network of equals (peer to peer (P2P)) that validates information entered into the
blockchain using a consensus process. By avoiding a centralized trust environment and
providing higher security against a single point failure, the potential of all network
members having a copy of the database (distributed database) is realized, and it begins
to create a much more resistant structure to probable attacks. From service availability
to the persistence of certified information in the system, blockchain technology
delivers many various features to every sector where it is sought to apply. Since the
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introduction of this unique notion concerning cryptocurrencies, additional variations of
Bitcoin have emerged, introducing cryptocurrencies such as Litecoin, Ripple, Monero,
Ethereum, and many others. Projects such as ALASTRIA (Alastria, 2020) were born,
which represents a commitment to research and development of blockchain technology
in different sectors of the productive fabric. Smart contracts gave blockchain a new
feature: they introduced software contracts into the chain of blocks that, by satisfying
specific requirements, validated their execution without the need for third parties to
interfere (Blockchain 2.0), as Ethereum does. The next stage was to use this
technology to other industries, such as the development of decentralized software
applications (DApps) using the decentralisation characteristic, which is known as
Blockchain 3.0. (Francesco Maesa, 2020). According to the works in (Gordon, 2018,
Manoj Kumar 2018, Reyna, 2018, Lin, 2018 and Yang, 2018), blockchain has been
employed in a variety of fields, including health, logistics and transportation, 10T, and
even industry (Industry 4.0), with new uses being discovered all the time. This is an
industry where operations are meticulously digitized and where various sorts of
industrial elements, sensors, actuators, and other electronic and thus computer
components are used. At the moment, the industry is undergoing significant
modernization and dramatic changes in the design of its production processes, which
include 10T, Big Data, Augmented Reality, Cloud Computing, 3D Printing, and even
Artificial Intelligence, intelligent cities, and other technology fields, which implies this
opening of the blockchain technology to a multitude of different devices that interact
with each other sharing information, is what we call Industry 4.0 (Lin, 2018).

The truth is that blockchain technology has impacted much more than digital
currency creation. It has made possible a new form of information processing, with all
that it implies, by designing a blockchain with very specific elements (Lai, 2018):

i.  Ledger: It is the information storage structure: a distributed ledger. This means
that each of the blockchain's participants has an identical copy of the distributed
database.

ii.  Consensus Protocols: Each time a new block is introduced in the network, it
needs to be validated by a majority of members belonging to the blockchain
network and this is achieved through the consensus protocols. Proof of Work
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(PoW), Proof of Stake (Pos), Delegate Proof of Stake (DPos), Practical
Byzantine Fault Tolerance (PBFT), Leased Proof-of-Stake (LPos), Proof-of-
Activity (Poa), Proof-of-Importance (Poi), Proof-of-Capacity (PoC), Proof-of-
Burn (PoB), and Proof-of-Weight (PoW) are among the popularly recognized.
Miners: These are the network nodes that create the new blocks. To do so, they
must solve a complicated cryptographic problem that necessitates a large
amount of computer power; the node that solves the challenge first is in charge
of producing the new block and so receives a reward.

Public Key Infrastructure (PKI): This type of cryptography makes it possible
not only to uniquely identify the participating nodes of the blockchain network,
not just to permit communication between them via public—private keys, but
also to identify blocks and transactions in the system in a secure and
unrepeatable manner. The content of each block in the chain is validated using
hash functions (e.g., SHA-256).

Nodes: Network of nodes that make up the entire blockchain network and
between which there is communication, exchanging data, transactions, adding

new blocks or validating transactions.

In terms of security, blockchain technology has certain unique characteristics:

Immutability: Once a transaction is validated, it becomes permanent and
cannot be changed.

Availability: Being based on a distributed database means high availability.
Integrity: The application of cryptographic functions to validate a transaction
increases the level of integrity of the information and prevents the inclusion of
corrupted information, in this situation, the block would be rejected because the
content could not be confirmed using the hash algorithms that were previously
recorded.

Furthermore, because each block keeps a reference to its predecessor, including
the result of the hash function, we can validate the entire chain.

Transparency: The fact that all transactions are stored in the ledger and that
any transaction can be traced is particularly attractive for many fields of

application.
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v. Auditability: There is a record of sufficient information about the transactions
to leads to any verification of the transactions and their veracity.

vi.  Fault tolerance: Characteristic related to the concept of decentralization added
to the consensus mechanisms that validate transactions.

vii.  Consistency: The decentralized design of the Ledger and the application of
cryptographic functions makes it possible for the information stored in the
chain to be preserved permanently and without the ability to change it without
being discovered.

viii.  Privacy: The identity of those involved in a transaction is protected by
cryptographic functions, a concept related to the capacity of anonymity in
blockchain.

iX.  Anonymity: Pseudomisation or anonymisation, as appropriate, is provided by
cryptographic functions so that the true identity of the participants in the
blockchain is not known. The use of public—private key cryptography makes
this possible.

The Nakamotos white paper (Dannen, 2017) introduced the concept of
electronic cash, and with the launch of the BTC cryptocurrency in 2009, BT became
one of the widely talked-about technologies. Blockchain is a database of blocks that are
linked together with a cryptography hash function, with replicated information stored
in all participants’ server. The data in the BT database is immutable. It can grow only
by appending new block (data) at the end of the chain by authenticated users (miners)
with strong cryptography capability, as they can add the new block through a
competitive mining scheme. Bitcoin is not blockchain. Bitcoin is just one of the many
applications utilizing BT to support the BTC cryptocurrency network, which allows
digital cash to be transferred within a distributed ledger. Ripple (XRP), Ethereum
(ETH), Bitcoin Cash (BCH), Litecoin (LTC), and Binance Coin are among the many
other cryptocurrencies (BNB). BTC allows users to digitally sign and transfer their
BTC ownership to another BTC user. The BTC blockchain announces this transfer
publicly to all the network users to independently verify the transaction’s validity;
moreover, the BTC blockchain is managed and maintained by a distributed set of users,

and this, combined with cryptographic techniques, gives BT its non-repudiation
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capability against attempts to alter the ledger by forging transactions or changing
blocks.

There are three main types of Blockchain Technology: private, public or
permissionless, and federated or consortium blockchain. Both private and consortium
blockchains are considered as permissioned; a permission management entity is
required to grant access rights to trusted and known participants. Multichain, Monax,
and Quorum are examples of private blockchains. More than one organization controls
a consortium blockchain. The group of organizations that control the consensus mecha-
nism have predetermined nodes in the network. Ripple, R3 (banking), and Ba3i
(insurance) are other examples. In contrast to the previous two types, public blockchain
allows anyone to write or read the data stored in the blockchain network, without any
permission from any authority, and the operation is entirely decentralized and anoma-
lous. Some examples are Monero, Etherum, and Bitcoin. Public blockchain often uses

a consensus-based system.

2.2.1 Blockchain Technology Architecture
Blockchain is a technology where multiple parties involved in communication
can perform different transactions without third-party intervention. Miners are
particular types of nodes that verify and validate these transactions/communications. A
block is a data structure that contains all of the valid transactions. The current
transaction's execution is dependent on previously committed transactions. This
method helps to avoid/restrict double-spending in the bitcoin system in this way.
Figure 2 depicts the Blockchain architecture. It shows the block structure as well as the
chain of blocks. The components of a block have two divisions:
i.  Block header
ii.  List of transactions
I. The block header is comprising of three components. The first component is
the hash code of the previous block which ties the current block with the
prior one. The second component is composed of mining statistics that are
used to generate the block. The Markle tree root (which is nothing more
than the current block's hash code) is the final component, and it serves as

the foundation for checking the integrity of all transactions in the block. We
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utilize the previous block's hash code to construct the next block's hash
code. As a result, if an attacker wants to change the contents of a block, he
or she must also change the hash code of the rest of the chain, which is
almost impossible. Thus, it makes the Blockchain tampered proof. Nonce,
timestamp (recorded time), and mining difficulty are among the mining
statistics (Economist, 2015). Merkle tree includes a hash chain of data
blocks in which transactions are hashed and attached to leaf nodes, while
non-leaf nodes include the Merkle tree's cryptographic hash of its child
nodes (Nakamoto, 2008). The Merkle tree is described in Figure 3.
The second component of the block is a list of valid transactions. The block
size and transaction size determine the number of transactions in a block.
Asymmetric cryptography is used for transaction authorization and
authentication. A transaction cannot be deleted or changed once it has been
added to the chain. Blocks are chained together, with each block containing
a hash of the previous block, resulting in a block chain (Blockchain). If a
block is genuine and has proof of work, which is a computationally tough
hash generated by the mining method, it will be accepted into the chain.
Because it uses a secure hashing technique (such as SHA-256) with safe
hash pointers pointing to the preceding hash, it assures that if one of the
blocks is changed, all subsequent blocks must be recalculated. The following
is a taxonomy of block and Blockchain terms. Fig. 4 shows how the longest
chain is accepted and added to the Blockchain, while smaller chains are
rejected.
Orphan block: Miners try to mine blocks on their own with the list of
transactions that are yet to be added. A miner mines a block and then
broadcasts it to all other nodes in the network for verification.

The block with the highest consensus among the many blocks in the network

will be accepted for inclusion. Other blocks are referred to as orphan blocks and

are eventually discarded by the network. Some transactions in orphan blocks

have already been incorporated in the legitimate block that was just added, but
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others may have yet to be considered. Further mining operations must account
for such transactions.

e Fork: All chain other than the valid one is called a fork. A newly mined
block may be attached to the orphan chain, preventing it from joining the
longest chain. Such connected blocks create a fork.

e Genesis block: The genesis block is the first block ever created in the
system. In the case of the Bitcoin network, the Genesis Block is the first-
ever block mined by creator Satoshi Nakamoto. Any Blockchain
system's Genesis Block is also known as Block 0. It is the ancestor of all

subsequent blocks in the chain (Home Page, 2012).

Block i-1 Block i Block i+1
Block Header Block Header | Block Header
Current Block Hash |- Current Block Hash Current Block Hash |4

Previous Block Hash Previous Block Hash | Previous Block Hash
Other Fields Other Fields Other Fields
List of Transaction List of Transaction List of Transaction

Figure 2: Blockchain Architecture
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Figure 4: Accepting/Rejecting a Chain.

2.2.2 Categories of Blockchain

The permission model, which determines who can maintain a blockchain
network, can be classified (e.g., publish blocks). It is permissionless if anyone can
publish a new block. It is permissioned if only certain users can post blocks. A
permissioned blockchain network is similar to a restricted business intranet, but a
permissionless blockchain network is similar to the public internet, where anybody can
participate. Permissioned blockchain networks are frequently established for a

consortium, which is a group of companies and individuals.
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Permissionless

Permissionless blockchain networks are decentralized ledger platforms that
allow anyone to publish blocks without the need for permission from anyone.
Permissionless blockchain platforms are frequently open source software that anybody
can download for free. Because everyone has the ability to publish blocks, anyone can
read the blockchain and conduct transactions on it (through including those
transactions within published blocks). Within a permissionless blockchain network,
every blockchain network user can read and write to the ledger. Because
permissionless blockchain networks are open to everyone, malevolent individuals may
try to manipulate the system by publishing blocks in an unauthorized manner. To avoid
this, permissionless blockchain networks frequently employ a multiparty agreement or
‘consensus’ approach that compels users to invest or maintain resources while
publishing blocks. This makes it difficult for malicious users to undermine the system.
Examples of such consensus models include proof of work and proof of stake methods.
Permissionless blockchain networks' consensus methods normally encourage non-
malicious activity by paying publishers of protocol-conforming blocks with native

coinage.

Permissioned

Permissioned blockchain networks are those in which users who publish blocks
must be approved by a third party (be it centralized or decentralized). It is feasible to
control read access and who can issue transactions because the blockchain is
maintained by only authorized users. Permissioned blockchain networks can either
enable anyone to read the blockchain or only allow authorized individuals to read it.
They may also allow everyone to submit transactions for inclusion in the blockchain or
restrict this access to only approved users. Open source or closed source software can
be used to create and maintain permissioned blockchain networks.

Permissioned blockchain networks can have the same digital asset traceability
as permissionless blockchain networks, as well as the same distributed, robust, and
redundant data storage mechanism. They also employ consensus models for publishing

blocks, although these approaches don't always necessitate the expenditure of



30

resources or their upkeep (as is the case with current permissionless blockchain
networks). This is because establishing one's identity is essential to participate as a
member of the permissioned blockchain network; individuals who maintain the
blockchain have a level of trust with one another, since they were all authorized to
publish blocks and since their authorization can be revoked if they misbehave. In
permissioned blockchain networks, consensus models are usually speedier and less

computationally expensive.

Organizations that require tighter control and protection of their blockchain
might use permissioned blockchain networks. Users of the blockchain, on the other
hand, will need to have faith in a single body that governs who can publish blocks.
Organizations that want to collaborate but don't fully trust each other can use
permissioned blockchain networks. They can create a permissioned blockchain
network and allow their business partners to record transactions on a shared distributed
ledger. Based on how much they trust one another, these organizations can choose the
consensus model to utilize. Permissioned blockchain networks enable transparency and
knowledge, which can help businesses make better decisions and hold bad actors
accountable. This can specifically incorporate auditing and supervision entities, making

audits a regular occurrence rather than a one-time affair.

Some permissioned blockchain networks allow users to selectively publish
transaction information based on their identification or credentials on the blockchain
network. This feature can provide some level of transaction privacy. For example, the
blockchain may record that a transaction between two blockchain network members
occurred, but only the persons involved have access to the actual contents of the

transaction.

To transmit and receive transactions on some permissioned blockchain
networks, all users must be approved (they are not anonymous, or even pseudo-
anonymous). In such systems, participants collaborate to create a shared business
process with built-in disincentives for fraud or other undesirable behavior (since they

can be identified). It is clearly understood where the organizations are incorporated,
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what legal remedies are available, and how to seek those remedies in the applicable

judicial system if bad activity occurs.

2.2.3 Features of Blockchain Technology

A blockchain is distinguished by censorship resistance, immutability, and
worldwide usability, and it is maintained by a global network of validators known as
miners who earn block rewards known as cryptotokens (Jeremy Gartner, in Shulman,
2018).

Decentralization, according to Vitalik Buterin (2017), guarantees fault
tolerance, assault resistance, and collusion resistance. Furthermore, blockchain is
decentralized along two of the three axes of software decentralization:

e Politically decentralized - implying that no one has authority over it;

e Architecturally decentralized - There is no infrastructure central point of
failure;

e Logically centralized - the system has a single shared state and acts like a
single computer.

Anyone can visit a blockchain, download a copy, and participate in its
maintenance, thus turning their computer into a node. Edits to the blockchain can only
be performed with universal consensus among the persons running a node, and the
copy will be actively updated together with every copy on every other node
(ConsenSys, 2018).

Mining is the process of using hash verification processes to add a new block
(containing thousands of transactions) to a blockchain. In blockchain, the new block is
linked to the previous one. The genesis block contains the settings for each blockchain
(Dhillon et al., 2017).

The purposed are based on some characteristics, which are presented as follows.

i.  Decentralization- Blockchain technology does not rely on a centralized
transaction system to validate transactions. Cost and performance difficulties
arise when central trustworthy agencies are involved. Blockchains rely on
encryption and algorithms to maintain data consistency in dispersed networks

because a third party is not necessary.
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Persistence- Validating transactions is quick in blockchain technology. Invalid
transactions may be dropped off. Transactions which are already a part of
blockchain may neither be deleted nor rolled back. Data tampering could be
easily realized.

Anonymity- Users interacting with blockchains are assigned system generated
addresses. This hides the users identify.

Auditability- Transactions in real time rely on previous unspent transactions.
As current transaction gets incorporated into the blockchain, the status of
unspent transactions changes to spent. This makes it simple to validate and
track transactions.

Public Verifiability- The correctness of the state of system can be confirmed by
any user. In systems that rely on central trust agencies, this is not the vase.
Users need to engage with the agencies to receive information about the correct
state.

Transparency- Blockchain data is updated for public verifiability. However,
amount of information may be restricted to users depending on their privileges.
Privacy- Although privacy is easier to achieve in centralized systems,
blockchains with specific protocols can allow certain level of privacy so
safeguard sensitive information.

Integrity- Blockchain technology protects against unauthorized modifications
leading to data integrity. Since the technology provides public verifiability, data
integrity may be confirmed by anybody.

Redundancy- Blockchain technology relies on decentralized architecture.
Unlike centralized systems, which rely on backups and physical servers to
achieve data redundancy, data is duplicated across all writers.

Trust Anchor- Trust anchor is the entity responsible for providing read and
write access to a system. They are the highest authorities and they possess grant
and revoke rights.

Blockchain Storage Structure

In a blockchain, all valid records of transactions are collected together and

stored in groups that are called blocks. A block contains a number of transactions along
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with proof of work and the hash of the previous block. Defining the completion of a
block depends on its capacity. Mohanta et al. (2019) claim that a block may contain
more than 500 transactions and as proposed by Satoshi Nakamoto in 2010 that the
average size of a block is approximately 1MB. Each node in the network validate a new
transaction that is added to the block and once a block is filled is chained to the existing

blockchain. The figure below describes a detailed block in blockchain.

Block'|#l 7 Block:[#l 8 l Block : ’#] 9
Nonce : | 43567 Nonce : [76590 ‘ Nonce : | 85401
Data Data: Data:

Prev: [ 012af0018d98a07ae83E. | | |PMV° [ 30fa7edsb732d676eib0a. | | |V [ 01a6e8obdsel be8Oase. |
Hash. | 30f7e4567300676e1b0a. | | | HaSB. | 0la6e80b45e180c80ase. | | | Hash: | 61478fc0171ba87e532a. |

Figure 5: Block in a blockchain system (Inspired by Mohanta et al., 2019)

A block is composed of two main components, the header of a block and the
body that contains a list of transactions. The block's head is separated into five
halves,1) A Nonce is a number that is added to a hashed block in a blockchain to make
it difficult to dump when it is rehashed. A nonce is the number that the miners are
working hard to solve (Conti et al., 2018). 2) Data contains the detailed information of
a transaction including the sender and the receiver information, the amount of money
to be sent. This part is also very important for the rest of the nodes to validate the
transaction. When a node starts a transaction and broadcast it to other nodes in the
network to validate it, other nodes base on the old transactions. For instance, a miner
looks in the past records to confirm if the sender has the amount of Bitcoins that he
wants to send.3) the root hash of the markle tree, the transactions in a block are
organized in a markle tree structure and can be aggregated in a hash and thus the hash
of the current block (Conti et al., 2018). 4) Hash of the previous block, blocks are linked
cryptographically with a digital fingerprint generated by a hashing function. Blocks are
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linked together; a block contains a hash value of the previous block. This is a crucial
component that allows a connection between blocks. This is why reversing the
blockchain is really difficult.

This system of chaining all the blocks together and a block contains the hash
value of a previous block which means that to be able to edit one block, it will require
to consult all the previous blocks which have been growing to make a very long chain.
Therefore, it becomes more complicated and require a lot of computational power to
dump any single block in the chain (Conti et al., 2018). 5) A timestamp in the block
itself, in seconds. This time allows to determine the exact time in which the block has
been mined and validated by other nodes in the blockchain system (Conti et al.,
2018).6) Difficult, every hash has a size in bits and the smaller the goal is in the bits,
the harder it is to get a matching hash. A hash that has many zeros at the beginning is

smaller than the hash without zeros.

2.2.5 Blockchain Technology Security

Blockchain technology allows data to be shared while maintaining transparency.
The parties concerned are assured that the information they are working with is error-
free and unchangeable. This feature is not only beneficial in the technical domain, but
also finds its use beyond that. The following are few reasons that make blockchain
technology a favorite in many domains.

i. It ensures transparency: Blockchain technology is an open source technology,
such that other users cannot modify it. A blockchain's logged data is impossible
to modify, making it a somewhat secure technology. It reduces transaction costs
significantly. A blockchain does not need third party to complete peer-to-peer
and business transactions. Since no middlemen are involved in the transaction,
the process is faster.

ii.  Transaction settlements are quicker for blockchain technology as compared to
traditional banks which rely on working hours and protocols. The fact that they
are in different parts of the world adds to the delay. However, blockchain has no
such limitations, allowing for speedier transaction settlements.

iii. It promotes decentralization since there is not central data hub. This allows

individual transactions to be authenticated. When information is updated to
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different servers, even if the information comes across adversaries, a trivial
amount if data will be compromised. Since third parties are no more involved in
the transactions, users and developers take the initiative, thus introducing user-
controlled networks. Movements of goods, hence leading to transparency. This
simplifies several other management processes too. In case of irregularities
being detected, one can always trace back to the point of origin, which makes
investigations easy for executing required actions. This leads to quality
assurance

Blockchain technology eliminates human error since it records data and protects
it from being altered. Accuracy is ensured because records are validated as they
transit from one node to the next. This ultimately leads to accountability.

Smart and Sophisticated contracts can be easily validated, singed and enforced
using blockchain technology.

Blockchain Technology eliminates electoral fraud, thus leading to clarity in
voting. For Stock Exchanges, the reliability of blockchain technology is being
considered. Energy supply can be accurately tracked.

Blockchain technology encourages Peer to Peer Global Transactions.
Cryptocurrency transactions are quick, safe, and inexpensive.

Blockchain technology leads to data objectivity. It not only ensures data
integrity, but it may also notify users if data is altered. Even if data is breached
for an organization, it cannot be used, thus a balance is maintained between
security and governance.

Blockchain technology is used to authenticate devices. They may soon replace
passwords, thus eliminating human intervention. This is due to the fact that it
does not encourage centralized architecture. Because every transaction is
digitally time stamped and signed, it emphasizes non-repudiation. Even with
the system’s new iteration, previous records will be stored in history log. This

leads to traceability

Challenges of Blockchain Technology

Despite the benefits of blockchain technology, there are still some issues that

need to be addressed. The difficulties are summarized as follows:
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i.  Blockchain anomalies,
ii.  Energy consumption,
iii.  Scalability and speed,
Iv.  Interoperability,

v.  Privacy,

vi.  Cryptology challenges in the age of quantum computing.

Blockchain Anomalies

Some anomalies may result in the addition of conflicting blocks and the
formation of new branches of the chain in PoW based blockchains. In Natoli and
Gramoli's study, the conditions that may lead to these anomalies are discussed (Natoli
& Gramoli, 2016). This can lead to issues with usability, integrity, and performance
(Mohan, 2019). On these conditions, blockchain systems should provide deterministic
assurances. These types of anomalies can be solved by adapting implementations and

writing smart contracts (Natoli & Gramoli, 2016).

Energy Consumption

Traditional PoW-based blockchain mining activities necessitate expensive
hardware and a significant level of energy usage (Flipo & Berne, 2017; Trautman &
Molesky, 2019). Energy-efficient blockchain solutions are being tested to replace or
reduce the use of traditional PoW-based blockchain systems. Various node selection
algorithms are offered, depending on random selection or the amount of cryptocurrency
mined by the miners (Rosic, 2017).

POS consensus protocol has started to be preferred in cryptocurrency
implementations instead of the POW approach. To become a trusted validator, nodes
must deposit a predetermined amount of cryptocurrency and demonstrate their
commitment to the system. The system does not require a calculation-based
competition; instead, it selects validators at random. The likelihood of being chosen is
related to the quantity of cryptocurrency held. With POS, the system will use
significantly less electricity and be lot faster (Sayeed & Marco-Gisbert, 2018; Opray,
2017).
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Current enterprise blockchain frameworks, such as Hyperledger and R3 Corda,
are token-free platforms that save energy by eliminating this time-consuming process.
Hashgraph, Holochain, and Tangle, among other blockchain variants, are also energy-
efficient and resource-friendly DLT systems.

Scalability and speed

The ability to handle massive volumes of transactions at rapid speeds is referred
to as scalability. This is largely determined by the following variables:

e Consensus: The nodes must agree on the transaction's legitimacy. In traditional
cryptocurrency systems, adding information to a block using the POW
consensus protocol is a relatively slow process. In Bitcoin, creating a block can
take anywhere from 10 to 60 minutes (Bitinfocharts, 2019); in Ethereum, it
takes roughly 15 seconds (Etherscan, 2019). In a normal blockchain network, all
new blocks are broadcasted and validated by all nodes.

e Storage: Storage capacity is the most important consideration when deploying
blockchain. The exponential increase in block size causes a performance issue.
Many techniques make it impossible or impractical to keep all of the data in
each node.

This brings out the scalability problem since the broadcast traffic and the size of
the ledger data stored in the nodes increases exponentially because of the nature of the
blockchain architecture. Furthermore, lightweight devices such as the Internet of
Things (loT) lack the necessary resources. Many solutions have started to use all nodes
for transaction validation and only a few (full nodes) for data storage. Only storing the
summary or link of the data in the nodes is also being implemented, as is keeping the
data in the DSN architecture. The co-founder of Ethereum, Vitalik Buterin, once stated
that a blockchain solution can only contain two out of the three basic features
(decentralization, security and scalability). This is also called the scalability/blockchain
trilemma, which is shown in the Figure below. In order to tackle the scalability

challenge, decentralization and security will be sacrificed (Gomez, M., 2017).
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Figure 6: Scalability/Blockchain Trilemma
Interoperability

In recent years, blockchain infrastructure interoperability has emerged as a new
problem for the blockchain community. Users of different blockchain systems cannot
readily move digital assets between each other without requiring an intermediary,
despite the fact that blockchain technology was created and established to eliminate
intermediaries and trustworthy third parties. For example, if a user wishes to transfer
data or a digital asset from a Hyperledger Fabric network client to an R3 Corda network
client, the user must first register with the Hyperledger Fabric network, then decrypt
the secured data, and then register on R3 Corda to use this network’s functionality and
put the aforementioned data into R3 Corda network. This is a huge waste of time and
resources. Interoperability of multiple blockchain designs, even between different firms
or industries, becomes a need.

In the near future, different blockchain systems will be able to communicate and
transfer digital assets. Cross-transactions should be enabled using mechanisms like
QuickX. Sidechains have been presented as a promising means for transferring data
between blockchains. It is not only a DLT technology, but also a possible architecture

for enabling blockchain technology interoperability (Ray, 2018).

Privacy
Another difficult issue that arises from the nature of the blockchain technique is

privacy. All participants in a permissionless blockchain architecture have the right to
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download the ledger, which means they can look through the whole history of recorded
transactions. In these infrastructures, implementing "the right to privacy” is difficult.
When working with P11, extra caution is required (Personally Identifiable Information).
It is best not to store personally identifiable information (PII) on the blockchain and
instead allow users to manage their own data.

To ensure anonymity, Zero Knowledge Proof (ZKP) can be included into
blockchain systems. The user can have complete control over his or her data. Any
process (such as an identity check) can be validated with ZKP without providing any
information about it (Goldreich, 2019; Korkmaz et al., 2019).

Cryptology challenges in the age of Quantum Computing

The security of conventional public-key-based algorithms and blockchain
systems is jeopardized by quantum computing and the parallel processing power it
promises. Quantum computing is a revolutionary technique that can be used to decrypt
ciphers and reveal secrets protected by conventional cryptographic algorithms (Piscini
et al., 2018). By simply raising the associated key sizes, symmetric algorithms appear
to be secure against quantum computers (and Grover's algorithms). RSA, DSA, Diffie-
Hellman Key Exchange, ECC, ECDSA, and other widely used public-key
cryptographic algorithms (based on integer factorization and discrete log problem) will
be vulnerable to the Shors method and won't be safe any longer (Cromwell, 2015).

Researchers are looking towards post-quantum blockchain (PQB) systems and
safe cryptocurrency schemes based on them that can withstand quantum computer

attacks. This is currently a work in progress (Gao et al., 2019).

2.2.7 Privacy Challenges of Blockchain
A. Identity privacy challenge

The relationship between the user's real identity and the blockchain address is
referred to as identity privacy. The data saved on the blockchain is unchangeable. It is
stored on the chain in the form of distributed ledger. The chain can provide
comprehensive information to any node. Although transactions on the blockchain have

certain anonymity, with the development of compute technology, anonymity cannot
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fully protect the privacy of user identity. By monitoring and assessing the significance
of public data in the global ledger, an attacker can discover sensitive information. If
there are stable connected transactions between multiple addresses, for example, the
attacker can study the transaction relationship graph between the addresses and infer
some data about the user (Ron & Schar, 2013). Furthermore, the attacker can infer the
user's identity and geographical information by searching all potential transactions with

an estimated balance for the associated transaction address (Fleder, 2015).

B. Transaction privacy challenge

The transaction records kept in the blockchain and the potential information
underlying the transaction are referred to as transaction privacy. Encryption is a
common information security solution that prevents an adversary from stealing or
interfering with the data. However, it is vital to verify that transaction information is
not taken by unauthorized nodes in the process of encrypting transaction information in
blockchain. On the other hand, verifying the transaction’s legitimacy without releasing
sensitive information is important, and the transaction content cannot be totally
encrypted. There are inconsistencies between them, as well as hurdles and difficulties
in privacy protection technologies.

To summarize, blockchain technology cannot guarantee complete privacy
protection for consumers. To achieve blockchain privacy protection, various privacy
protection algorithms, protocols, or other measures must be implemented (Liu, 2019).

As a result, blockchain privacy and security issues should receive more attention.

2.3 Blockchain Security Issues

The architecture of blockchain consists of six layers. However, as we have
explained in the previous section, this thesis will focus on four layers. These layers are
application layer, layer, network layer and data layer. The data layer consists of data
blocks, chain structure, timestamp, hash functions, Markle tree, and digital signature
(Rui Zhang et al., 2019). In comparison to other layers, the network and data layers are
more vulnerable to security assaults. Time Hacking attacks, selfish-mining, >50%’
Attack and double spending attacks happen on the data layer. Other layers, such as the
application layer, may be vulnerable to other attacks, such as attacks on the wallet
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software. Chen et al. (2019) analyze financial losses caused by Denial of Service
attacks, which target the network layer with the goal of disrupting the system by
injecting malicious attacks that consume the majority of the system's computational
capacity. One example is in 2016, approximately US$60M was stolen due to DAO
(Decentralized Autonomous Organization) attack in ethereum. Despite the various
benefits that this blockchain is offering the society and changing people’s lives in many
different ways, further enhancement is still needed on its security area. This thesis aims
to conduct a study on the impacts of blockchain technologies in the field of

information security and privacy.

2.4 Information Security of Blockchain Technology
All users of information systems should practice information security.
Blockchain systems involve sensitive information such as users’ transaction
information which requires security measures to protect such information against
unauthorized access. Blockchain is a technology that works over the internet. It
involves the virtual communication between the participants of the network. It is rare to
find a technology that involves the use of the internet without security problems. Li et
al. (2020) examine popular blockchain systems and discuss real attacks observed in
those systems. 1A triad is a known security model that defines security data objectives
namely confidentiality, integrity and availability. And these are the core fundamentals
in ensuring the security of information Samonas and Coss (2014). The information
security objectives are explained based on bitcoin as the first implemented project
behind this technology. Rui Zhang et al. (2019) examined the security properties and
needs that must be implemented in blockchain technology to avoid a variety of system
threats.
i.  Confidentiality of transactions: Data and derived represented information must be
protected in a way that only authorized people can have access to them. Users
Transaction information cannot be accessed by unauthorized users. The system

must guarantee the consistency and security of the data.
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Integrity of transactions: Accuracy and completeness of the data. Transactions
involved in online decentralized systems include asset management, vehicle
registrations, warehouse receipts and other assets are managed by different
intermediaries. This leads to the risks of faking the certificates, thus data must not
be manipulated or misused by unauthorized people.

Availability of system and data: The participants of the network should be able to
access the system and the data of transactions at any moment, anywhere. The
system must guarantee the availability of data to authorized people only.
Consistency of the Ledger across participants: The processes that are involved in
the system between involved financial institutions, inconsistencies between
ledgers kept by different financial institutions in the network are caused by
variances in architecture and business procedures.

Prevention of double spending: This a major issue in the blockchain system. For
instance, a single coin may be sent more than once. To overcome this problem,
security methods must be installed.

Anonymity of users’ identity: Sharing user data among different financial
institutions in a secure manner is expensive due to the repeated user
authentication. This leads to the disclosure of user’s information by some
intermediaries. The system has to ensure that the users’ information is only
accessed by authorized users.

Unlinkability of transactions: User’s transaction information should not be linked
to each other because once all the transactions related to a user are linked. Thus, it

is easy to figure out other information about the user.

Privacy and Information Security Techniques used In Blockchain

The following are techniques that can be leveraged to enhance the security and

privacy of existing and future blockchain systems.

1. Mixing

Users' anonymity is not guaranteed by Bitcoin's blockchain: transactions are
made with pseudonymous addresses and may be validated publicly, thus anybody
can link a user's transaction to her prior transactions by looking at the addresses she

used to make bitcoin swaps. More significantly, when a transaction's address is
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connected to a user's real-world identity, all of her transactions may be exposed. As

a result, mixing services (or tumblers) were created to keep users' addresses

separate. Mixing, literally, is a random exchange of a user's money with the coins of

other users, obscuring the observer's ownership of coins. However, these mixing
services does not provide protection from coin theft.

a. Mixcoin: Bonneau et al. proposed Mixcoin (Dave, 1993) in 2014, which allows
anonymous payment in Bitcoin and bitcoin-like coins. Mixcoin enables
anonymity akin to existing communication mixes to protect against active
adversaries. Furthermore, Mixcoin employs an accountability mechanism to
identify stealing, demonstrating that by matching incentives, users will use
Mixcoin rationally without stealing bitcoins.

b. CoinJdoin: CoinJoin (Gregory, 2013) is proposed in 2013 as an alternative
anonymization method for bitcoin transactions. It is inspired by the concept of
shared payment. If a user wants to make a payment, she will identify another
user who also wants to make a payment, and the two of them will negotiate a
joint payment in one transaction. The possibility of correlating inputs and
outputs in one transaction and tracing the exact direction of money movement
of a single user is considerably reduced by the joint payment. Users must
discuss transactions with whom they desire to make joint payments with
CoinJoin. The initial generation of mixing services (such as SharedCoin Moniz,
2006) relied on centralized servers and required customers to trust that the
service operator would neither steal nor enable others to steal their bitcoins.
Despite the single point of failure, centralized systems may expose users'
personal information because they would preserve transaction logs and track all
joint payment participants. Furthermore, poor implementation of the CoinJoin
protocol will reduce anonymity. Kristov Atlas identified such flaw in the
SharedCoin mixing service (Moniz, 2006) and provided a detailed analysis of
the flaw in (Kristov, 2014), In (Kristov, 2014), Kristov Atlas created a tool
called "CoinJoin Sudoku" (Kristov, 2014) that could identify SharedCoin

transactions and discover associations between specific payments and payees,
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demonstrating that the SharedCoin mixing service is unable to ensure strong
transaction privacy.

CoinShuffle (Tim, 2014) was proposed by Tim Ruffing et al. in 2014, which
further extends the CoinJoin concept and increases privacy by avoiding
necessary of trusted third-party formixing transactions. CoinShuffe is described
as a truly decentralized coin-mixing technology with the capacity to prevent
theft. To ensure anonymity, CoinShuffle uses a novel accountable anonymous
group communication protocol, which is called Dissent.

2. Anonymous Signatures
Digital signature technology was developed several variants. Some signing

techniques have the ability to provide anonymity to the signer. This kind of signature
schemes are called anonymous signature. The two most essential and typical
anonymous signature techniques are group signature and ring signature, both of which
were proposed previously.

a. Group Signature: Group signature is a cryptography scheme proposed initially

in 1991 (Lin Chen, 2017). Any member of a group can use her personal secret
key to sign a message for the entire group anonymously, and any member with
the group's public key can check and validate the generated signature and
confirm that the signature of some group member was used to sign the message.
The procedure of signature verification exposes nothing about the signer's
genuine identity other than the group's membership.
A group manager oversees the process of adding members to the group,
resolving disagreements, and revealing the original signer. It is also required
that an authority entity in a blockchain system has to form and cancel groups, as
well as dynamically add new members to the group and delete/revoke
membership of specific participants. Since the group signature requires a group
manager to setup the group, group signature is suitable for consortium
blockchain. Recently, JUZIX added group signature in its platform for providing
users with anonymity support.

b. Ring Signature: Ring signature (Ronald, 2017) also can achieve anonymous
through signing by any member of a group users. The term "ring signature"
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refers to a signature algorithm that employs a ring-like structure. If determining
which member of the group uses his or her key to sign the message is difficult,
the ring signature is anonymous. Ring signatures differ from group signatures in
two principal ways: First, because there is no group management in a ring
signature scheme, the genuine identity of the signer cannot be exposed in the
event of a disagreement. Second, without any further preparation, any user can
create their own "ring." As a result, ring signature can be used on a public
blockchain. One of typical applications of ring signature is Cryptonote

(Nicolas, 2012). It uses ring signature to conceal the connection between

transaction sender addresses. More precisely, Cryptonote constructs the

sender’s public keywith several other keys, so that it impossible to identifywho
actually sent (signed) the transaction. Due to the use of ring signature, the

likelihood that an adversary would successfully predict an actual sender of a

transaction is 1/n if the number of ring members is n. In 2015, Ethereum

adopted ring signature, which provides users with anonymity similar to

Cryptonote currencies like Monero.

3. Homomorphic Encryption (HE)

Homomorphic encryption (HE) is a powerful cryptography. It may conduct
specific sorts of computations directly on ciphertext and guarantee that operations done
on the encrypted data, upon decrypting the computed results, produce the same results
as operations performed on the plaintext. There are several partially homomorphic
crypto-systems (Pascal, 1999) as well as fully homomorphic systems (Craig, 2009).

Homomorphic encryption algorithms can be used to store data on the blockchain
without affecting the network's features. This assures that the data on the blockchain is
encrypted, which alleviates the privacy problems that come with public blockchains.
The use of homomorphic encryption protects data privacy and enables for easy access
to encrypted data through the blockchain for auditing and other uses like controlling
employee costs. For better control and privacy, Ethereum smart contracts use
homomorphic encryption on data stored on the blockchain.

4. Attribute-Based Encryption (ABE)



46

Attribute-based encryption (ABE) is a cryptographic approach in which
attributes are used to define and regulate the ciphertext encrypted with a user's private
key. If the user's attributes match the ciphertext's attributes, the encrypted data can be
decrypted using the user's secret key. ABE's collusion-resistance is a critical security
feature. It ensures that when a malicious user collude with other users, he cannot
access other data except the data that the can decrypt with his private key.

The concept of attribute-based encryption was proposed in 2005 (Amit, 2005)
with single authority. Since then, a number of extensions have been proposed to the
baseline ABE, including ABE with multiple authorities to generate users’ private keys
jointly (Jung, 2015), ABE schemes that support arbitrary predicates (Sergey, 2013).

Despite the fact that attribute-based encryption is extremely effective, few apps
have used it to date due to a lack of understanding of both core concepts and efficient
implementation. So far, ABE has not been deployed in any form on a blockchain for
real-time use. In 2011, a decentralized ABE scheme was proposed (Allison, 2011) to
employ ABE on a blockchain. Permissions, for example, might be represented on a
blockchain by access token ownership. All nodes in the network will have access to the
specific rights and privileges associated with the token if they have been issued one.
The token allows the authoritative body that distributes the token to track who
possesses particular traits, and this tracking should be done in an algorithmic and
consistent manner. Tokens should be utilized as non-transferable quantifiers of
reputation or attributes, similar to badges that reflect attributes or certifications.

In (Allison, 2011), it is shown that there is no need of a fixed authority to do
attribute-based encryption. Multiple authority can work together in a decentralized
network to achieve the same goal. For instance, relying on witnesses for the role of
these authorities may be possible in a blockchain, with technologies, recently made
possible, such as Steemit, Storj, IPFS, SAFE Network, though implementing attribute-
based encryption via a blockchain approach is still a work in progress.

5. Secure Multi-Party Computation
The multi-party computation (MPC) model provides a multi-party protocol that

allows them to do a calculation jointly over their private data inputs while maintaining
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their input privacy, so that an adversary learns nothing about an authentic party's input
but the joint computation’'s outcome.

Andrew Yao formally defined secure two-party computation in 1982 (Yao,
1982) and generalized it in 1986 (Andrew, 1986) for the Millionaires’ problem.
Goldreich et al. proposed a generalization of the two-party computation to the multi-
party computation in 1987 (GoChain, 2018), assuming that all inputs of the
computation and zero-knowledge proofs are parts of secret sharing. Many later and
increasingly efficient MPC methods have been built on this generalization. MPC has
been a preferred solution to many real-world issues due to its success in distributed
voting, private bidding, and private information retrieval. The first large-scale
deployment of MPC was in 2008 for an actual auction problem in Denmark (Peter,
2019).

MPC has been utilized in blockchain systems to secure users' privacy in recent
years. Andrychowicz et al. designed and implemented secure multiparty computation
protocols on Bitcoin system in 2014 (Marcin, 2014). Without any trusted authority,
they devised protocols for secure multiparty lotteries. Their protocols ensure that
honest users are treated fairly, regardless of how dishonest others act. If a user breaks
the protocol or interferes with it, she is considered a loser, and her bitcoins are
transferred to the honest users.

Zyskind et al. presented Enigma, a decentralized SMP computation platform, in
2015. (Zyskind, 2015). Enigma ensures the secrecy of its computational model by using
an enhanced form of SMP computation and a verifiable secret sharing method. Enigma
also uses a modified distributed hash table to store shared secret data efficiently.
Furthermore, it makes use of an external blockchain as a non-corruptible record of
events and as the network's regulator for identity management and access control.
Enigma, like the Bitcoin system, allows users to control and safeguard their personal
data without the need for or reliance on a trusted third party.

6. Non-Interactive Zero-Knowledge (N1ZK) Proof

Another cryptographic technology that has powerful privacy-preserving
properties is zero-knowledge proofs, proposed in the early 1980s (Goldwasser, 1985).
The core notion is that a formal proof may be developed to verify that a program
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executed with some private input known only to the user can create some publicly
available output with no other information being disclosed. In other words, a certifier
can show a verifier that an assertion is correct without supplying the verifier with any
valuable information.

As a variant of zero-knowledge proofs, it is shown in (Manuel, 1988) that, with
the non-interactive variant of zero-knowledge proofs, coined as NIZK, if the certifier
and verifier share a common reference string, computational zero-knowledge can be
achieved without having the certifier and verifier to interact at all. All account balances
in a blockchain application are encrypted and saved in the chain. When a user sends
money to another user, he can easily demonstrate that he has adequate balance for the
transfer using zero-knowledge proofs while keeping his account balance hidden.

Another variation is the zero-knowledge Succinct Non-interactive ARgument
of Knowledge (zk-SNARK) proof, introduced in 2012 by Bitansky and his coauthors
(Bitansky, 2012) and is served as the backbone of the Zcash protocol (Eli, 2014). zk-
SNARKS are used by Zcash to verify transactions while maintaining user privacy.

The Zcash group recently improved the Ethereum contract language to make
zk-SNARK proofs verification more efficient. They added a snark-verify precompile
(which works like an opcode) to a fork of "Parity" that uses lib-snark to verify generic
proofs. They also employed the new zk-SNARK verifier to enforce a unique currency
mixing contract that uses a reduced version of Zerocash, an academic protocol whose
implementation is used to develop Zcash. As a result, it's known as "baby" Zoe, which
stands for Zerocash over Ethereum. By inserting a "serial number" as a commitment
into a Merkle tree, which is maintained by the contract, a user can store discrete
amounts (ETH units).

7. The Trusted Execution Environment (TEE) Based Smart Contracts

TEEs provide a completely isolated environment for application execution,
thereby preventing other software applications and operating systems from tampering
with and learning the state of the program running in them. The Intel Software Guard
eXtensions (SGX) is an example of a TEE implementation technique. For example,
Ekiden (Raymond, 2018) is a SGX based solution for confidentiality-preserving smart
contracts. Ekiden separates computation from consensus. It employs a remote
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attestation protocol to validate the execution correctness of compute nodes on chain
after performing smart contract computation in TEES on compute nodes off chain. The
consensus nodes are used for maintaining the blockchain and do not require to use
trusted hardware. Enigma (Zyskind, 2015) utilizes TEE in its current version to allow
users to create privacy-preserving smart contracts using a decentralized credit scoring
algorithm. The number and types of accounts, payment history, and credit utilization
are all weighted in credit rating.
8. Game-Based Smart Contracts

The game-based solutions for smart contracts verification are very recent
developments, represented by TrueBit and Arbitrum. TrueBit uses an interactive
“verification game" to decide whether a computational task was correctly performed or
not. TrueBit compensates players for checking computation jobs and finding errors,
allowing a smart contract to do a computation work securely and with verifiable
attributes. Furthermore, the verifier iteratively checks a smaller and smaller fraction of
the calculation in each round of the "verification game," allowing TrueBit to drastically
minimize the computational burden on its nodes.

Arbitrum has designed an incentive mechanism for parties to agree off-chain on
the behavior of virtual machines, so that it only requires the verifiers to verify digital
signatures of the contracts. Arbitrum has created an efficient challenge-based
mechanism to identify and penalize dishonest actors that try to lie about the behavior of
virtual machines. Smart contracts' scalability and privacy have considerably improved
thanks to the incentive mechanism of off-chain verification of virtual machine

behavior.

2.6 Benefits of Blockchain Technology
The following are some of the benefits of blockchain technology (Grech and
Camilleri, 2017):
e Self-sovereignty - users identify themselves and retain control over the storage
and management of personal data;
e Trust - the technical architecture allows for secure transactions (payments or

certificate issuance).
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e Transparency and provenance - to conduct deals with the knowledge that
each side has the financial means to do so;

e Immutability - records are written and stored indefinitely, with no way of
changing them;

e Disintermediation - to manage transactions and retain records, there is no need
for a central regulating body;

e Collaboration - the ability for parties to conduct business directly with one
another without the involvement of third parties.

The biggest disadvantages are the high hardware, energy, and time requirements
of the mining operation, as well as the complexity and difficulty of understanding the
technology. Furthermore, the multitude of development platforms in constant release, as
well as the novelty of associated languages, retain blockchain implementations as the
domain of geeks, akin to sending e-mails using line commands at the dawn of the
internet. As a result, more user-friendly GUIs and tools are required for blockchain to
become widespread. As underlined by Atchley (2018), blockchain needs to overcome
its usability problem in order to impact on the everyday lives of people. According to
the "Trust in Technology" report, blockchain is the least heard about due to usability
and understanding concerns (HSBC, 2017).

Greenspan (2015) outlined specific requirements for implementing a
decentralized solution and avoiding "pointless blockchain projects,” including the need
for shared databases with multiple writers, transaction interactions, operating in the
absence of trust, and the absence of a trusted intermediary; in all other cases, a regular
database (Oracle, SQL Server, MySQL, Postgres, or NosQL) should be used.

According to (Atchley, 2018; Baker Mills, 2017), some issues to consider when
building blockchain goods are:

e Interviewing, surveying, and usability testing target people; designing for trust:

a transparent product's information architecture is essential for acquisition,

retention, and developing trust;

e Visual consistency: for the product interface, a clear visual style, familiar

vocabulary, flow, and functions are required.
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e Constant and consistent feedback, active guidance to users because of the long
duration of validation and confirmation transactions on a blockchain network.
Instead of being followed, the blockchain technique allows electronic data to be
disseminated. This circulated record gives straightforwardness, trust, and information
security.

Inside the money exchange, the blockchain configuration is being used
frightfully intensively. However, this idea is currently employed not only for
cryptographic forms of money, but also for record keeping, enhanced functionality, and

sensible contracts.

2.7  Empirical Review

The growing interest in disruptive technologies, such as blockchain, has
prompted research to determine the current state of the art. Consider several ways that
are comparable to the goal being presented, but have significant variations, either in
terms of application areas or the issues they aim to answer. The incorporation of sensor
networks into blockchain technology has been discovered, particularly in recent
research, as a way of taking use of the benefits it offers in terms of security,
traceability, transparency, and immutability.

The study (Bernal Bernabe, 2019) is a systematic review of the privacy
challenges in blockchain, with the main contributions being to identify and categorize
the main privacy challenges in blockchain, as well as to develop a systematic review of
the main techniques in privacy preservation and solutions for blockchain, including a
taxonomy that categorizes the main techniques used. It also covers various study
suggestions and analyses of the major possibilities, such as cryptocurrencies, health,
smart cities, 10T, and e-Administration. This research demonstrates some of the
challenges that blockchain faces in adapting to the GDPR.

The study conducted in (Casino, 2019) takes the perspective of application
blockchain-based applications in multiple domains such as supply chains, business,
health, 10T, energy, education or data management. It's a review of the literature that
culminates in a description of blockchain technology. Its goal is to categorize the many
blockchain applications in various industries and to discuss how blockchain technology

may be used to produce value in these industries while considering their limits. In
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terms of their interaction with blockchain, business and industrial sectors were the
most investigated in 2018, followed by loT, governance, and data management. The
deployment of blockchain technology in the education and banking sectors, on the
other hand, has received the least attention. The study sees an opportunity for
improvement in terms of privacy and security by using blockchain and the capabilities
it provides, such as safe transactions and anonymity.

It also addresses the issue of the blockchain protocol's energy sustainability, as
well as the high energy consumption required for its operation and the necessity to
identify alternative protocols that are more energy efficient. Regarding the issue of
privacy and security on blockchain for data management, according to the author,
privacy and confidentiality are still a concern for blockchain because information is
stored on a public ledger and the solutions used, such as pseudonyms, do not provide
enough assurance. In actuality, pseudonymisation is a strategy for reducing the link
between a data set and the original identity to which it belongs, rather than an
anonymization method. According to the author, this technology has yet to mature
enough to be employed in circumstances where traditional databases are used, and that
it does not yet compensate them for including blockchain.

According to (Thomas, 2019), blockchain technology can be used to improve
IoT devices and apps. Because of bandwidth constraints, scalability issues, and
expensive consensus procedures, the original blockchain topology is challenging to
employ in 10T. To address these limitations, this paper presents a lightweight scalable
blockchain model (LSB) that increases transaction trust while reducing transaction
processing time.

It divides blockchain approaches into permissionless and permissioned,
analyzing their benefits and drawbacks. In the health area, the authors found it
financially impossible to use blockchain to store medical data for millions of patients,
which is understandable given that it was built for modest transactions in the first place.
They see it as a disadvantage that they can't delete a patient's records once they've been
added to the blockchain, as the GDPR requires. Most data, on the other hand, has its
own life cycle, and it is no longer required to store information that is no longer useful.

When considering blockchain as a solution in the health field, the solution outside the
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chain appears to be the most plausible, but it should be highlighted that because
blockchain can only examine the security of data stored within it, the necessity to
secure data outside the chain arises. As a result, it believes that medical data
encryption, as well as secure key storage, are essential. When implementing security
and privacy protection, it examines the necessity of dealing with sensitive information,
such as medical data, to ensure the data's confidentiality, integrity, and validity.
Although blockchain is a new paradigm with advantages over existing technologies,
there are still challenges to be overcome and more medical data management research
to be done.

Blockchain architecture, consensus techniques, applications, trade-offs, and
problems are the topic of this study (Monrat, 2019). It investigates it use in health, the
energy industry, the stock exchange, voting, insurance, identity management, and trade
finance. The current regulatory issues, as well as the fact that there is no international
model for crypto-currency, are deterrents to its adoption. We expose some of
blockchain's vulnerabilities in the face of a potential attack in this paper, which exposes
users to cybercrime. The 51 percent attack occurs when one or more malevolent entities
gain control of the majority of blockchain nodes, allowing them to reverse transactions
by incurring double costs and preventing other miners from verifying the transaction. It
leaves issues like security, privacy, scalability, and energy consumption open to further
examination, as well as factors that need to be fixed or enhanced.

By paying attention to the use of the blockchain for 10T (Fernandez-Carames,
2018), we can see the growth in the number of 10T devices and the challenges that arise
in order to take advantage of the technology. The notion of Blockchain-based IoT
(BloT) emerges, with its architecture proposed and revised. Blockchain is not always
the best solution for every situation; it is a matter of determining which of the
following characteristics are required for its application in 10T: decentralisation, peer-
to-peer exchange, payment systems, sequential public transactions, robust distributed
system, and micro-transaction collection. The term "Internet of Things" encompasses a
diverse set of applications. It is feasible to improve the low security level of 10T

devices using blockchain. The issue of privacy in the 10T is constrained by the device's
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resource limitations, which do not always allow for the development of the computing
burden required by blockchain.

Furthermore, due to the consumption required by the mining process, energy
efficiency in 10T devices is another weak point when it comes to blockchain
integration. In terms of hashing algorithms, Script, also known as X11, is faster and
uses less energy throughout the mining process. However, the Internet of Things is still
in its early stages, and more study is needed to improve several elements. Because
power and computing limitations make it difficult for 10T devices to participate
directly in the blockchain, the authors of (Yao, 2020) propose a cloud computing
service to free 10T devices from complex tasks that require computing power, followed
by a model in which the miners and the cloud provider both participate in the
blockchain. The authors of (Fan, 2020) focus on the challenges that the Industrial
Internet of Things (I1oT) and cloud service providers face in preserving the security
and privacy of data collected by sensors.

It implements smart contracts with Ethereum to ensure the security of the
information, taking advantage of the blockchain's qualities such as transparency and
immutability. Based on a cryptographic solution, (Jangirala, 2020) combines
blockchain technology with 10T to create a private blockchain because the data
collected through consumers' smart meters is private and confidential, as well as
storing transactions encrypted with the service provider's public key, so that they can
only be decrypted by the service provider, the receiver of the information contained in
the transaction. The emergence of 5G technology in conjunction with the loT
represents a possible solution to the need for sufficient bandwidth to ensure secure real-
time data operations on goods in transit in supply chains, where (Bera, 2020) it
proposes an access control protocol based on blockchain, which supports several
security and functionality features in addition to communication and computing

efficiency.
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CHAPTER Il
Methodology

3.1  Research Design
This chapter focuses on the methodology approached to conduct this thesis. It
discusses each and every step taken and work that led to get all the necessary

information that was required to achieve the objectives of this thesis.

3.2  Research Process

A literature review is a compilation of previously published material in a certain
field, as well as information in that field from a specific time period. In order to do a
thorough literature review, you'll need to locate relevant papers on the subject matter
you're researching. Methods for accomplishing project goals must be clearly outlined to
provide a well-structured and effective thesis. The same is true when performing a
literature review. Okoli and Schabram (2010) provide a comprehensive overview of the
literature review method in their work, "A Guide to Conducting a Systematic Literature
Review of Information Systems Research." This argument is based on Okoli and

Schabram's explanation of the process (2010).

3.3  Research Approach

Finding the right research approach is the most critical phase in any
investigation. After considering the study questions and objectives, the next step will be
taken. This thesis will be conducted using a qualitative research strategy based on a
systematic review. It is a meta-analysis that is part of a systematic review. It aims to
acquire all of the relevant information to address a certain research topic. The authors
devised criteria for selecting whether evidence should be included or excluded before
commencing the systematic review. There is less chance of bias and more reliable

outcomes as a result of this method.

3.4  Drafting Protocol
A protocol is a plan that centres around the entire steps to follow when
conducting a literature review (Okoli and Schabram, 2010). It is worthwhile to have
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such a plan before commencing a research as it keeps the researcher organized and
displays the entire workflow. As per Okoli and Schabram (2010), drafting protocol stage
involves two steps including drafting the research question and creating a research
protocol.

3.5  Creating a Research Protocol

After having a clear and concise research question, the next step which is very
essential is to have a clear path towards answering the research question (Okoli and
Schabram, 2010). The protocol provides a solution to the question of "where to look
for literature” i.e. involves the locations to be searched for the literature and the
criterias/standards a literature must meet in order to be considered for the inclusion
which will be described in the practical screen and search for literature sections
respectively. Okoli and Schabram (2010) discuss two important techniques, note-taking
and reviewing techniques are helpful for the reviewer to handle the workflow by
drawing the connections between literature and to remember the criteria for future
inclusion.

Linear notes as one that use headings and subheadings to distinguish between
main ideas and subsidiary information methods were opted in this research. Note-
taking technique was used after the literature consideration for the inclusion in order to
have notes about the main concepts stated in the selected literature for easy track of

work.

3.6 Data Extraction

Data extraction is an important phase that lead to get the data needed to answer
the research question. Webster & Watson (2002) discuss the concept-centric approach
that helps to synthesize the literature when the reading is done. Concept matrix was
opted to help identify the concepts that are relevant to the topic in each of the selected

articles.

3.7  Appraise Quality
The selected literature must meet some quality standards to be considered vital

to the thesis or research at some extent more than others in a review. It is important to



57

rate the quality of the articles to be used as a basis foundation in the final results. Okoli
and Schabram (2010) recommend a standard form to be based on when examining the
quality of a paper. Some standards considered are defined 1) The articles that are more
considered than the others must have close content relevance to the topic.2) The used
methodology to conduct the research must be reliable.3) The research question must be

clearly stated in the article to be able to identify the relevance to the topic.

3.8 Synthesis of the Literature

Before starting reporting and writing the review, synthesizing the literature is
greatly important. Once all selected articles have been read and concepts are duly
identified in each of the selected articles. The next step is to evaluate the resulting
concepts, aggregating, discussing, organizing and comparing the papers which results in
a complete and wholly combination of information from the selected articles (Okoli
and Schabram, 2010).

3.9  Writing the Review

Writing the review is the final step in performing a literature review. This stage
involves reporting the findings and writing the review. The most essential thing to do at
this stage is to make sure that all the processes used from getting the literature review
to getting all information need to do the analysis must be well documented. In this
thesis, the selected literatures were obtained from different online databases such as
IEEE Xplore, google scholar, Science Direct, ACM digital library, online university
library and springer link. All the literature found based on key words defined were
examined according to inclusion criteria. The final selected papers were relevant to
answer the research question as the expected main outcome of this study. Webster
argue that a literature review is a concept centric which simply means that concepts
identified in each article must also be discussed along with their respective papers in

the results sections.
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CHAPTER IV
Findings and Analysis

4.1. Statistics of Selected Literature

A systematic review would not be complete without a search for relevant
material. As previously noted, defined keywords were used to search the relevant
databases. There were 93 publications found in total, however only 20 were determined
to be related to the research issue and were reviewed. The diagram below shows how

we arrived at the final total of 20 articles for the review.

c
o - . . .
= Identified articles in the specified
= database, total = 93
=
L Excluded not relevant titles,
- Total =36
v
_%ﬂ Literature retrieved for abstract
C
o examination, Total =57
S
(72)
Excluded after reading the abstract,
v Total =12
v
Fy L
= | Selected for full examination, Total =
o)
® | 45
w
Excluded after reading the literature,
-> Total = 25
v
©
S Final included literature, Total = 20
S
C

Figure 7: PRISMA workflow diagram of article search on impacts of blockchain

technologies in the field of information security and privacy

The number of selected literatures per documentation category is depicted in
the graph below. Articles on research are based on the work of university students.
Journal papers were searched since they include the most up-to-date information and
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are based on the work of experienced researchers in the subject. And the articles that

contain the contributions made by the conference's researchers.

Research Articles

Conference articles

I -

Journal Articles

L

0 2 4 6 8

Figure 8: Selected literature per documentation type
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It is also important to compile all the journals/files where the selected papers were

published.
The table below contains the selected 20 articles and their journals where they were
published.
S/N | Article Journal/Field
1. | Asurvey on the security of blockchain systems by | Future Generation
Xiaoqi Computer
Lietal, 2017 Systems
2. | Asurvey of Blockchain Security Issues and International Journal of

Challenges by luon-Chang Lin et all, 2017

Network Security

3. | Blochain adoption is inevitable- Barriers and Corporate Accounting and
Risks remain by Kyleen W. Prewett et al, 2019 Finance

4. | Security Concerns and Issues for Bitcoins, by International Journal of
Chinmay A Vyas and Munindra Lunagaria, 2014 | Computer Applications

5. | A Survey on Ethereum Systems Security: Cryptography and Security
Vulnerabilities, Attacks and Defenses, Huashan
Chen et al, 2019

6. | A Survey of Blockchain from Security Banking and Financial
Perspective, Journal of Banking and Financial Technology
Technology, by Dipankar Dasgupta and Kishor
Datta Gupta ,2019

7. Security and Privacy on blockchain by RUI ACM Computing Surveys

ZHANG and RUI XUE, 2019
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8. | Asurvey of security threats and defense on Multimedia Tools and
blockchain by Jieren Cheng et al, 2020 Applications

9. | Security Issues in Blockchain (ed) World by International Symposium
Esmeralda Kadena and Peter Holiecza, 2018 on Computational

Intelligence and
Informatics

10. | How can Blockchain impact financial services: Public Health
The overview, challenges and recommendations
from expert interviewees by Victor Chang, 2020

11. | Banking with blockchain (ed) big data by Management Analytics
Hassani, H. et all, University of Arts London,
2018

12. | Exploring the attack Surface of blockchain: A Cryptography and Security
systematic overview by Muhammad Saad et al,
April 2019

13. | A survey on blockchain cybersecurity International Journal of
vulnerabilities and possible countermeasures Network Management
,Huru Hasanova et al,2018

14. | Assessing Blockchain Consensus and Security Applied Science
Mechanisms against the 51% Attack Sayeed and
MarcoGisbert , 2019

15 | On the Security Risks of the Blockchain Efpraxia | Journal of Computer
Zamani, Ying He & Matthew Phillips , 2018 Information Systems

16 | The Security Reference Architecture for Cryptography and Security
Blockchains: Toward a Standardized Model for
Studying Vulnerabilities, Threats, and Defenses
by Ivan Homoliak et al., 2021

17 | A Survey on Security and Privacy Issues of Mathematical Foundations
Blockchain Technology by Tam T. Huynh et of Computing
al.,2019

18 | Blockchain Security: A Survey of Techniques and | IEEE Transactions on
Research Directions by Jiewu Leng, et.al, 2020 Services Computing

19 | Blockchain Technology: Characteristics, Security | ACS/IEEE International
and Privacy; Issues and Solutions by Muneer Bani | Conference on Computer
Yassein et al.,2019 Systems and Applications

20 | A Survey on Security and Privacy Issues of IEEE Communications

Bitcoin by Mauro Conti et al., 2018

Surveys & Tutorials

Table 1: Journals/Fields in which the papers were published
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4.2  Concepts Identification

According to Webster and Watson (2002) in their study "Analyzing the Past to
Prepare for the Future: Producing a Literature Review," the organising structure of a
review is established by concepts discovered in the literature. Another benefit of using
this concept-centric approach, according to the authors, is that it aids in the synthesis of
relevant material. It was decided to use a concept matrix to identify the most important
concepts in the papers that had been chosen for the evaluation. In order to answer the
research topic, it is necessary to look at the potential security risks associated with the
blockchain. As a result, hunting for security flaws in literature is a worthwhile
investment. The table below offers a concept matrix outlining the many blockchain
security hacks that have resulted in problems. Security assaults were the most prevalent
theme in the articles chosen for this matrix.

Security holes exist at every level of the blockchain's design (Yassein et al.,
2019; Chen et al., 2019). The assaults are divided into groups based on the difficulty

level they aim to attack.

4.2.1 Distribution of Security Attacks

The concept matrix helped to keep this study organized, it displays the
connections between the selected articles. The matrix contains all of the security
attacks covered in each article.

Moreover, the concept matrix visualizes the intersections of concepts between
articles which provides the frequency of each presented concepts. The figure below
presents the distribution of attacks found in the literature. Based on the findings, the
majority of the authors identified 51 percent assault, double spending issue, selfish
mining issue, and distributed denial of service issue as the most common security

concerns. This implies that these are important topics to debate.
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Distributed Denial of Services (DD0S e | |
DNS attack —mmmm 1
Sybil attack ~————— 4
Eclipse attack = —————eeessssessse—— 3
Transaction Privacy leakages m——— 3

Liveness attack w1

Fork Problems m—— 4
51% Attack T ]

Criminal Activity ~m—————— 4

Figure 9: Distribution of security attack

4.3  Blockchain security
4.3.1 Blockchain Security Vulnerabilities

Blockchain technology is a recent breakthrough that has been promising secure
computing without centralized authority in a distributed system but its layered
architecture is susceptible to security risks. Mauro Conti et al. discuss the existing
loopholes during the implementation of the bitcoin system that lead to security risks.
Chen et al. (2019) surveyed security vulnerabilities and attacks on ethereum blockchain
systems that can be applied to blockchain systems in general. Li et al.(2020) conducted
a review of real assaults on popular blockchain systems from 2009 to May of 2017 and
examined the vulnerabilities. There are vulnerabilities that are associated by both
bitcoin and ethereum that occurred during the blockchain operation mechanism.
Moreover, there are some sort of vulnerabilities that are related to ethereum blockchain
and they are resulted from the development, deployment and execution of smart
contracts (Li et al., 2020). Each layer on the blockchain is affiliated to some kinds of
security vulnerabilities. The table below summarizes kinds of vulnerabilities that are

present to each layer of the blockchain architecture.
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SIN | Layer Vulnerability Explanation

1. | Application layer Vulnerabilities that are associated with the user
interface, when a wuser is interacting with the
blockchain system over applications like google
chrome.

This includes risks such as when a function’s visibility
is incorrectly specified which allow permission to
unauthorized access. Thus, improper validation and
external dependence.

2, Data layer Vulnerabilities that are associated with the database,
Insufficient transaction information, configuration
error in the database.

3. | Consensus layer 51% Vulnerability is inevitable whenever a group of
miners join their computational power to make it
greater than 50%, thus they can take over the
blockchain. Reversing transactions by modifying
blocks, performing double spending.

4. | Network layer Insecure API design, and Improper configuration,
Insufficient authentication and other common attacks
that attack via internet infrastructure.

Table 2: Layers vulnerability explanation

Vulnerabilities in blockchain in general are initiated during the development
process of application, configuration error during the design of the database
implementation that left flaws that can lead to allow unauthorized to access the data,
and inadequate human usability of applications and internal attackers that attacks the
consensus algorithm mechanism by putting together their computing power to work
against it.

4.4 Blockchain Security Issues per layered architecture

Blockchain technology promises a major change especially in the financial
sector to improve business operations but also to address the issue identified in the
traditional financial system including security issues due to its cryptographic
mechanism behind it. However, there are possibilities of vulnerabilities that enter the
system through different stages of blockchain implementation, including development
stage, via user interface, configuration error and so on.

For a blockchain application to function, each of the layers presented in the

previous section must perform its responsibility in the architecture. Moreover, each
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layer is associated with some vulnerabilities that lead to security issues in the system
that cause financial losses to individuals or institutions using the system. This section
discusses the common security threats on each layer that are present in the blockchain

system.

4.4.1 Application Layer

The application layer is the layer that allows the end user to interact with the
system. It allows the interaction between the user and the blockchain system.
Applications such as blockchain dApps (distributed applications) and smart contracts
operate on this layer. Blockchain wallets allow users to store, transfer and manage their
bitcoin and ether. And for a wallet to function, a user needs an account in the wallet.
The API is not accessible to clients in the blockchain system. Therefore, an application
layer plays a role like a web browser that gives the user interface for the user who is
not the developer. Distributed application is provided for the clients to be able to use
the system. For instance, dApp is a system terminal that is perceived as a user interface
that is necessary for the clients to communicate with smart contracts (Zheyi Lu, 2018).
During the user interaction with the system, this is where the security issues emerge in
the system. Each layer in the blockchain architecture is susceptible to specific attacks.
However, there are security threats that can attack more than one layer. For instance,
Distributed Denial of Service attacks (DDos). DDos assaults can occur at the network

layer or at the application layer.

S/IN | Attacks Causes Consequences
1. | Attacks on the wallet’s | Vulnerable Unauthorized code
software signature, lack of | execution
control in address | Denial of service
creation, Bugs and | Private key leakage
malware, Flawed
key generation
2. | Criminal Attack Crypto currency | Ransomware
application Money laundering
Underground market
3. | DAO attack Reentrancy Unauthorized code
Execution

Table 3: Application layer types of attacks
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Attacks on the wallets software: Wallet is necessary in blockchain for the
user to make transactions. Software wallets are software applications that
users can download online so that they can install them on their computer
devices including smart phones, desktop, laptop. These wallets, also known
as online wallets, are used to store private keys locally (Mosakheil, 2018).
Instead of being saved on a local computer, private keys are stored on the
cloud. The most common reason for wallet software assaults is a susceptible
signature. The blockchain's authentication method relies heavily on the
private key. For instance, bitcoin uses Elliptic Curve Digital Signature
Algorithm (ECDSA) to sign and validate transactions (Goldfeder, Gennaro,
& Kalodner, 2015).The book(Christin & Safavi-Naini, 2014) discusses the
poor randomness of key generation in ECDSA algorithm that generate
insufficient signature which lead to compromise of private key.ii) Lack of
control in address creation, to send or receive bitcoin, payers have the
option to specify the trusted party that attests to the identity of the payee,
they require the payee to use certified bitcoin address. This can allow the
attacker to change the address of the payee to the attacker’s address
(Mosakheil, 2018).iii) Bugs and malware: There are still different types of
bugs in the client software such as in configuration, GUI design, security
and so on. These bugs are exploited to attack the blockchain system
(Mosakheil, 2018).iv) Flawed key generation, configuration errors in the
implementation of ECDSA cause weakness in the wallet which lead to
exposure of private keys (Mosakheil, 2018).

Criminal activity: Bitcoin has been used in illegal activity because bitcoin
users can have more than one bitcoin address given that the process is
anonymous, it is hard to identify who is doing what. One type of criminal
conduct involving bitcoin is ransomware. In May 2017, ransomware entitled
WannaCry infected around 230,000 victims across 150 countries in only
two days. It targeted a vulnerability in the Windows system to encrypted

users’ files and then to ask for Bitcoin ransom (Li et al., 2020).
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iii. DAO attack: It is an attack that specifically attacks ethereum. DAO is a

smart contract that was released on Ethereum on May 28, 2016, that

implements a crowd-funding platform. i) Reentrancy vulnerability means

that the execution can be interrupted in the middle by inserting another

execution and both can complete without any errors. The intermediate state

can be used by an attacker to make several calls to the smart contract. This

attack exploits reentrancy vulnerability by publishing a malicious smart

contract that has a withdraw () function call to DAO in its callback function.
This allows the attacker to steal from DAO (Li et al., 2020); (Chen et al.,

2019).

4,42 Data Layer

This layer involves the content, data structure and the operation of the

blockchain data (Mosakheil, 2018).Blockchain is a distributed based system where

each node in the network is able to add transactions in blocks. The data about the

sender, the receiver, the amount and the hash value are necessary values stored in a

block. This layer is exposed to security issues given that it involves transactions in the

network which are the major components in the blockchain system.

Attacks

Causes

Consequences

Transaction

leakage

privacy

Transaction design flaw

Deducing the actual

transaction input

Private key security

Public-key encryption

scheme

Private key leakage

Table 4: Data layer types of attacks

I Transaction privacy leakage: Normally, transactions are protected by private

keys so that the attacker cannot deduce whether the cryptocurrency in different

transactions is received by a specific user. However, in monero (a digital

currency), user add chaff coins when initiating a transaction so that the attacker

cannot infer the actual coins being transferred. However, privacy protection in

blockchain is still not very robust. All the transactions do not contain the chaff
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coins which lead to privacy leakage since the attacker will be able to infer the
actual coins in the transaction (Li et al., 2020).

ii. Private Key Security: Private key is used for the user identification and it is
considered as the security credential in the blockchain system. ECDSA (Elliptic
Curve Digital Signature Algorithm) used in blockchain, to generate private key
for the user has a weakness of generating not enough randomness so that is it is
not easy to guess the signature process which lead to privacy leakage(Li et al.,
2020).

4.4.3 Consensus Layer

In the blockchain architecture, the consensus layer is the most important
component. It's the layer in charge of enforcing the rules that network members should
follow in order to reach a consensus on the published transactions. Since there is no
central authority to assure the reliability and consistency in the system, blockchain
system adapt the consensus mechanism to do so. This layer is responsible for verifying
and validating the blocks and to ensure that the participants in the network agrees on
everything happening in the network. Moreover, it deals with the ordering of the
transactions. This layer is more critical in the system and it is susceptible to different
attacks that lead to serious security issues (Li et al., 2020) and (Homoliak et al., 2021).

Attacks Causes Consequences

51% attack Consensus mechanism Unfair income
Double spending problem
Transaction denial of
service

Pool hopping attack Consensus mechanism Unfair income

Fork problems Decentralized node version | Undue rewards to dishonest
miners

Selfish mining Consensus mechanism Undue rewards to dishonest
miners

Liveness attack Consensus mechanism Undue rewards to dishonest
miners

Table 5: Consensus layer types of attacks

I 51% attack: A group of miners that join together their computational power to
attain more than 50%. By attaining this percentage, attackers can control the
entire blockchain by being able to modify and reverse the transactions they made
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so that they can perform double spending activity. It is also known as the
majority attack; such an attack is able to prevent from being validated. Thus, it
leads to transaction denial of service.

Pool hopping attack: This attack uses the information about the number of
submitted shares in the mining pool in order to do a selfish mining (Conti et al.,
2018). A share is gained by the member of the mining pool who announces the
valid proof of work. The attacker does a continuous analysis of the number of
shares submitted by other miners in order to discover a new block. By doing this
analysis, the attacker can switch to another pool to profit the shares (Conti et al.,
2018).

Fork problems: This problem happens when there is a need to upgrade to a new
version of blockchain software. This emerges in a new agreement in the
consensus rule. The nodes with the new rules from the new version could not
agree with the nodes that are still using the old software version. Thus,
incompatibility in the system since the computing power of new nodes are
stronger than old nodes, the block which is mining by the old nodes will never
be approved by the new nodes which lead to unfair income (luon-Chang Lin &
Tzu-Chun Liao, 2017).

Selfish mining: This attack is the group of miners that work together to waste
the computing power of honest miners. Dishonest miners attempt to hold and
maintain a long private chain while the honest miners continue mining on the
public chain which will not be able to be broadcasted before new blocks mined
by the dishonest miners are revealed. This gives the attacker first priority while
mining the following block (Li et al., 2020).

Liveness attack: This assault has three phases: attack preparation, transaction
denial, and blockchain retarder. Basically, what this attack does is to delay as
much as possible the confirmation time of the target transactions from being
broadcasted in the network (Li et al., 2020).

4.4.4 Network Layer

A peer-to-peer network design underpins blockchain. The nodes that compose

the network share the data between each other. Data representation and network
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services planes are two components of the network layer discussed by Homoliak. Data
representation is about storage, encoding and the protection of data while the network
service plane is about communication, routing, addressing and naming services. This
layer has also a high exposure to different security threats given that there are various
underlying technologies happening to this layer. Most of the threats on this layer arise
from man in the middle attack since the network layer allows the communication

between nodes in a peer to peer architecture.

Attack Cause Consequences

Eclipse attack Threats on DNS and | Selfish mining, double
routing spending

Time jacking Dishonest miners Double spending

Sybil attack Improper configuration Double spending

Insufficient authentication | DDos

Balance attack Improper configuration | Double spending

Insufficient configuration

DNS attack Cache poisoning Selfish mining
Routing attack Dishonest ISPs Denial of service
Distributed  Denial  of | Malicious attack Denial of service
service

Table 6: Network layer types of attacks

i.  Eclipse attack: The attacker maliciously seizes the connections from a node to its
peers so that heattacker can take control of all the traffic sent and received by that
node (Homoliak et al., 2021). Thus, the attacker can cause serious security issues
in the system such as selfish mining and double spending issues.

ii.  Timejacking attack: The attacker publishes the time which is not correct when
connecting to a node. When the node's time counter is modified, the susceptible
node may accept a different blockchain. This could exacerbate the problem of
double spending (Mosakheil, 2018).

iii.  Sybil attack: This attack uses fake identities and assigns them to the victim
node’s peers. The attacker will then force the user to select blocks that are only
under the attacker's control (Mosakheil, 2018).
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Balance attack: The attacker delays the communications between the nodes that
are operating on the same rate of mining power. The main goal of this attacker to
disrupt the communication between these nodes is to perform double spending
issues (Natoli & Gramoli, 2017); (Li et al., 2020).

DNS attack: The attacker poisons the DNS cache and alter the data in the DNS.
When a user sends a request to the server to obtain the IP addresses of the peer’s
node, the user is directed to the network of the attacker. Thus, the attacker can
control the victim node (Homoliak et al., 2021).

Routing attack: This attack is done on the ISP level where the internet service
provider can change the internet routing system to isolate some nodes from the
network (Conti et al., 2018).

Distributed Denial of service: As blockchain operates over P2P, this attack aims
to deny the service between the nodes of the networks by injecting the malicious
traffic so that it consumes the bandwidth and disrupts the connectivity which
leads to the denial of the service (Wani et al., 2021).

Mapping security Attacks to common Security Impact

The figure below summarizes the potential attacks that were found in the

selected literature and their respective consequential security impact.

Attack

Double
Spending

Selfish
mining

Unfair Private
income key
leakages

Denial of
Service

Unauthorized
Code execution

DAO attack X

Attack on wallet

software

X

X

Criminal Activity

Double Spending

51% Attack

X | X[ X

Pool hopping attack

Fork Problems

Selfish Mining attack

Liveness attack

Private key security

Transaction Privacy
leakages

BGP Hijacking attack
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Eclipse attack

Time jacking

Sybil attack

X[ X| X[ X
X

Balance Attack

DNS attack X

Routing/Propagation/ X X
partition

X

Distributed Denial of X
Services (DDos)

Table 7: Mapping security attacks to common security problems

45.1 Double Spending

Double spending is a way that a user uses a cryptocurrency more than once for a
transaction. Xiaoqi Li et al, (2017); Chinmay A. Vyas and Munindra Lunagaria (2014)
argue that double spending is easy to happen in blockchain that are based on proof of
work algorithm. By varying the time stamp, the attacker uses the same coin for two
different transactions. The attacker makes two transactions simultaneously, the first
transaction is made and by using the same coin the second transaction is made to
another address that the attacker has control of for another transaction. As illustrated in
the diagram, numerous attacks generate double spending. One of the most common
attacks is 51% attack, this attack is due to the mining process and the consensus
algorithm that the blockchain use and it is difficult to prevent it since the majority of
the users need to agree on changing the protocol framework (Chinmay A. Vyas and
Munindra Lunagaria, 2014), (Xiaoqi Li et al, 2017). The collaborating miners as a
result of the 51 percent assault forced the bogus double spend transaction to be
accepted in a block (Dipankar Dasgupta and Kishor Datta Gupta, 2019).

Chinmay A. Vyas and Munindra Lunagaria (2014) suggests one possible
solution to mitigate the effect of 51% attack as to introduce checkpoints so that blocks
before checkpoints cannot be modified. Eclipse attack prevents the victim’s nodes to
communicate to the rest of the nodes in the P2P network. When the victim’s nodes
become inaccessible to other nodes in the network, the attack controls the victim’s
nodes by poisoning their routing table (Huashan Chen et al, 2019), (Huru Hasanova et
al, 2018). Since the dishonest nodes or attackers are able to control the victim’s
connections hence it is possible to modify the transactions and execute double spending
(Tam T. Huynh et al., 2019). Ethan Heilman et. al., (2015) proposes some solutions
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including deterministic random eviction, random selection, tests before evicts, feeler
connections, anchor connections, more buckets, more outgoing connections and ban
unsolicited ADDR messages.

The collective goal of these solutions is to ensure that eclipse is more difficult to
happen. Sybil and balance attacks also can be executed to double spending issue. Sybil
attack attacks a P2P network by inserting fake identities in the network. The network is
corrupted by this fake node, hence the validation of unauthorized transactions and
modification of transactions which cause double spending issue (Sayeed and Marco-
Gisbert, 2019). Balance attack is an attack that target the nodes in the network that have
the same mining power. The attacker uses their limited hashing power to delay
communication between nodes, resulting in the formation of network subgroups that
are not on the same page. Hence the attack exploitation on the network (Sayeed and
Marco-Gisbert, 2019). Routing attacks are similar to balance attacks in that they isolate
a portion of the network or impede block transmission. This allows the attacker to
cause a certain amount miner power to be wasted hence the chance for different attacks
to exploit the network causing different issues such as double spending (Mauro Conti et
al., 2018). DNS and DDos assaults both function on a P2P network by poisoning the
network in order to gain control over the victims' nodes, which are used by dishonest
miners to carry out security issues i.e. double spending which is one of the common
issues that are caused by these types of attacks that operate on a P2P network (Wani et
al., 2021), (Homoliak et al., 2021). Possible countermeasures of double spending issue
include to insert observers in the network that monitor to alert double spending issue in
the blockchain network so that the merchants can detect the direct incoming
connections (Mauro Conti et al., 2018). Other possible countermeasures are discussed
by Dipankar Dasgupta and Kishor Datta Gupta (2019) that network encryption
randomized is crucial to protect the network, UDP heartbeats are necessary to
determine if the messages are being prevented to reach their peers nodes and round-

trip time monitoring to avoid the modification in the timestamp.

45.2 Unauthorized Code Execution
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One of the most common security vulnerabilities in the blockchain is
unauthorized code execution. Huashan C. et al (2019) described causes that achieve
this consequence i.e. DOA attack exploit reentrancy vulnerability, erroneous
vulnerability also paves the way to unauthorized code execution. Furthermore, because
the private keys stored in the wallet are compromised, an attack on wallet software
results in unauthorized code execution (Chinmay A. V. & Munindra L., 2014; Huashan
C. etal, 2019; Dipankar D. & Kishor D. G., 2019; Muhammad S. et al.,2019).

There are typical security ways to avoid this type of security vulnerability.
Muneer Bani Yassein et al. (2019) advises security solutions including adapting
encryption principle that helps to maintain the confidentiality of the data, using specific
keys with encryption methods to enhance the security of the data, using SmartPool
which is a new data structure to protect data against attackers.

4.5.3 Denial of Service

Denial of service is one the security issues that cause trouble for services after
consuming a huge amount on network bandwidth. It is harder to disrupt a decentralized
system and a peer to peer-based architecture than the conventional client to server-
based applications. However, blockchain based platforms are also susceptible to denial
of service attack and it is more complicated and costlier to overcome in a blockchain
based platform due to its P2P architecture (Huru Hasanova et al, 2018); (Mosakheil,
2018). A solution for this problem that was discussed by Mosakheil (2018) is
blockchain-based DNS method that advances security by removing the single target
that attackers can attack to tamper with the entire system. They discuss Nebulis, a
project that explore a concept of adopting distributed DNS systems which eliminates a

single point of failure in traditional DNS system.

4.5.4 Unfair income/selfish mining

Unfair income refers to dishonest miners that work to invalidate the
transactions of honest miners and this is also known as selfish mining which results in
unfair income issue. 51% attack is one of the most common attack that lead to unfair
income. As it was explained in the earlier sections, how this attack works with the

specific goal of putting the computing power together which gives these dishonest
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miners to make change to transactions or reverse transactions that definitely lead to
unfair income among the miners in the network. This relates to selfish mining attack in
which dishonest miners work to confuse honest miners by releasing a big number of
blocks simultaneously instead of publishing blocks to the network as they find them. As
a result, honest miners are forced to reject their blocks, resulting in a loss of money.
Possible proposed solutions to this problem include assigning miners to different
branches of pool randomly, freshness preferred solution which means that the recent
timestamp will be considered which proves a block that is recently mined. Another
important solution proposed is ZeroBlock algorithm, the idea behind this is that each
block must be published and received by the network within a maximum acceptable
time (Mosakheil, 2018).

455 Privacy Key Leakage

Private and public keys are supposed to guarantee a certain extend of privacy to
blockchain system. During the transaction process, users are pseudonymous privacy.
However, it is challenging to guarantee the transactional privacy since the transaction
related information i.e. balances for each public key are visible to everyone. By
associating separate bitcoin transactions, dishonest users or attackers might reveal user
information (Zheng et al, 2017). Key leakage is a serious issue in blockchain. lvan
Homoliak et al., (2021) also argues that the privacy issue refers to revealing addresses
of bidders and their bids to the public. Traditional public key infrastructure is
vulnerable towards privacy leakage attack (Jieren Cheng et al, 2020). Hawk is a new
framework for privacy-preserving smart contacts, as detailed by Xiaoqi Li et al., (2017)
and Muneer Bani Yassein et al., (2019). The model is designed in a way that the
contract can be divided into two parts which are private and public parts. Private parts
hold the private data and financial related function codes and the data that do not have
private information can be in public part. Furthermore, Zheng et al. (2017) explore
mixing and anonymous as two strategies for enhancing blockchain anonymity. Mixing,
even if the user ‘addresses are pseudonymous but it is still possible to expose the real
user’s identity as the users frequently use the same address when making transactions.
Mixing introduces a feature of transferring a transaction through multiple input

addresses and output addresses. For instance, when a sender X want to send funds to
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recipient sender X transfer funds to trusted x1, x2, x3 and so on users to y1, y2, y3, and
S0 on so that they can finally transfer the funds to the intended recipient Y instead of
making a direct transaction from X to Y which could allow the attackers to reveal the
relationship between users. To enhance anonymity in bitcoin network, the origin of the
payment is unlinked from its transactions to prevent the analysis of transaction graphs

that provide insight leading to identify the real user identity.
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CHAPTER V

Discussion, Theoretical and Practical Implications

5.1  Discussion

The mapping of security assaults to the outcomes of common security issues in
blockchain demonstrates some overlaps between attacks and frequent problems. For
instance, a 51% attack results in double spending and unequal income distribution.
Unauthorized code execution, denial of service, and private key leakage occurs as a
result of an attack against wallet software. Additionally, the Sybil attack resulted in
duplicate spending and a denial of service issue. Another type of security attack that
creates multiple issues is the routing attack, which results in double spending, denial of
service attacks, and erroneous income. Other attacks, as illustrated in the mapping
table, create one of these issues. This is accomplished through the use of a concept-
centric matrix technique, which enables us to extract and classify the security attacks
addressed in various publications by various selected scholars. This chapter discusses
the study's theoretical and practical ramifications.

5.2  Theoretical implications

Blockchain technology has the potential to transform people’s lives because of
its operating mechanism and architecture, which ensure network openness, trust,
security, and integrity. However, its security and privacy levels remain deficient.
Numerous assaults found and analyzed in the blockchain's four tiers can be grouped
into two distinct groups. The first group contains attacks that exploit flaws in the P2P
network design, while the second category includes attacks that target the consensus
mechanism. One of the primary reasons that the consensus layer and network layer
should be prioritized as key layers in the blockchain system is that the network layer
(peer-to-peer) is responsible for delivering data provided by applications on the bitcoin
network. On the other hand, the consensus role is to reach agreement on the data and to
enable decision-making. Three layers are involved in this process: the network layer,
the application layer, and the consensus layer. The fact that blockchain systems operate
on a decentralized foundation with a peer-to-peer network architecture demonstrates

their utility. This means that the network’s nodes serve as both clients and servers.
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Typically, when security measures are implemented to safeguard the network in
a client-server architecture, the server is heavily protected by advanced security
software due to the fact that it serves many machines (clients) on the network.

As a result, securing each node in a peer-to-peer network where each node
works as both a client and a server is challenging. It remains challenging to ensure
proper security in a system where each node is autonomous and stores its own data. As
a result, assaults on the network layer are characterized as attacks caused by the
vulnerability in the P2P network architecture. The data layer serves as the blockchain's
database, as it is composed of data blocks that represent the data structure of
transactions. Additionally, it concerns itself with key management and cryptographic
techniques.

As a result, this layer is vulnerable to attacks that exploit flaws in key
management and cryptographic methods. Private and public keys are crucial
components of blockchain technology since they must be included in each transaction
initiated. At this time, human error has been identified as a substantial contributor to
the key leakage problem. A cryptographic algorithm might mitigate this issue
sufficiently if human errors could be reduced or eliminated, which is typically not
practicable. The hackers stole these keys from the users' mobile PCs, where they were
stored, in order to tamper with the blockchain system. Another factor is related to the
blockchain's vulnerability, which allows a human to exert complete control over the
transaction he initiates. This enables a user to provide incorrect information on
purpose, which results in transactional errors. Moe so, people need to be protected
from making mistakes, and the blockchain still needs to be improved to make it less
likely that someone will submit false information, either by accident or on purpose.

One of the recommended solutions is to deploy an advanced encryption
approach to increase security, which could also be applied to other types of assaults.
The second kind of assault is those that occur as a result of the blockchain's mechanism
architecture and consensus algorithm, which enables dishonest individuals to agree to
collaborate in order to receive unfair money. As a result, blockchain technology
requires the addition of additional features that can strengthen its consensus algorithm's
defenses against dishonest users. Numerous researchers have proposed various
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strategies for enhancing the security of blockchain technology. However, some issues
are unavoidable due to the vulnerability of the blockchain's architecture and process to
these attacks. For example, the 51 percent attack continues to cause issues on the
blockchain, namely double spending. To resolve this issue, a majority of users must

agree to alter the protocol foundation.

5.3  Practical implications

In the world of information technology, there will always be good actors who
work to advance the blockchain for the greater good of society, but there will also be
bad actors who are self-interested and exploit its vulnerability for their own nefarious
gain. In information technology, the race between good and bad actors is never-ending.
Since its inception in 2009, blockchain technology has continued to broaden its uses
beyond the financial sector. The market value of crypto assets, particularly bitcoin,
continues to rise. Globally, large financial institutions continue to invest in this
technology and upgrade their human resources in order to maximize its benefits while
also developing defensive measures to combat the aforementioned threats and those
that are unknown. From a pragmatic standpoint, we argue that: Is a survey of the
literature over the previous decade since the debut of blockchain technology reveals
that users are not deterred by security assaults. This is because blockchain technology
is gaining traction across the globe and in a wide variety of businesses. Today, bitcoin
has a market capitalization of more than $300 billion, and the total value of crypto
assets is estimated to be more than a trillion dollars. This demonstrates that the
advantages of blockchain technology, and specifically bitcoin, exceed the security
concerns. (ii) It will be practically hard to protect the blockchain from security risks
and create a zero-risk product. As previously stated, security risks are inherent in all
technology products, and as previously stated, information technology will always
have both good and bad actors. The most practical outcome of this blockchain
technology is that, when the benefits of blockchain are considered, defensive measures
and security threats result in reasonable net benefits that incentivize society and
blockchain users to continue developing it. (iii) The combination of research and
experience gained through blockchain use teaches valuable lessons about how to

mitigate the blockchain's inherent security risks. While this thesis focused on the
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blockchain's security, we also highlighted some defensive solutions that have been
developed to thwart attacks in the past. We also argue that over time, the technology
community will continue to learn from experience and plug vulnerabilities, especially
in the four layers, reducing this security risk. However, it is practically inconceivable to
make blockchain completely immune from security risks. Laws and regulations,
including ones that allow criminal investigation and punishment of bad actors, as well
as international collaboration, are also expected to be made in the future. This will help
deter bad actors, as well as lessen the number of security attacks on blockchain.



80

CHAPTER VI

Conclusion, Limitations and Future Research

6.1  Limitations and Future Research

Blockchain technology is a vast and complicated subject. Time constraints were
a significant factor in comprehending and explaining the blockchain system. The
literature for this thesis was gathered through a search of six different databases.
However, there are other databases that may have been used to locate new papers or to
provide additional interpretations of this thesis. Thus, it is preferred that future studies
incorporate a broader range of databases in order to amass more robust data that
contributes more to this subject. The concept of blockchain technology is still very
new. Gorkhali et al. (2020) contend that the number of journal articles published
regarding blockchain in various journals included in the SCI/SSCI database has
increased from one in 2016 to 18 in 2017 to 68 in 2019. According to this study, the
intended intention was to extract all articles published after the launch of blockchain in
2009, but the first publication included was in 2017, based on the year. Because of the
possible value to society, researchers should pursue this topic. Thus, future studies
could include reading books to gain a thorough understanding of the blockchain
technology concept, which will contribute to developing sufficient information to
design protocols that will strengthen the blockchain's security. It would be interesting
to examine how the protocol framework might be enhanced in the future. This thesis is
limited to discussing the security risks associated with blockchain technology in the
context of the bitcoin network, which is widely employed in the financial sector. It
could be worthwhile to do a similar examination in other sectors, such as health and
transportation, to examine security vulnerabilities there as well. Additionally,
additional research is necessary to determine the efficacy of these recommended
treatments. Collaborative attacks that involve miners, like the 51 percent attack, are still
hard to stop.

It is noteworthy that future research should be made on the intergration of
blockchain technologies in machine learning. Numerous studies have demonstrated the
effectiveness of the combination of blockchain technology and machine learning, which
is poised to revolutionize a wide range of technological fields, including networking and
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communications systems. On the one hand, by integrating blockchain technology into
machine learning systems, problems may be sorted out more swiftly than ever before

using the data gathered and altered by blockchains.

The key characteristics of blockchain (security and trustworthiness) enable
Machine Learning solutions used in communications and networking systems to become
more trustworthy. Blockchain applications, on the other hand, might have significant
intelligence for data processing and the execution of computationally heavy applications
by employing Machine Learning techniques. Furthermore, Machine Learning-based
blockchain processes can handle many sorts of transactions and enable effective

operation, particularly when implemented in smart contracts.

Even though combining blockchain and machine learning has many benefits,
there are still a number of significant research challenges that need to be thoroughly
examined before this technology is widely adopted. These challenges include resource
management, big data processing, scalability, security, and privacy. Future study should
pay close attention to big data processing, which makes the design and analysis of the
combination of blockchain and machine learning even more challenging. How to
address the scalability issue, particularly for large-scale complex systems, is a basic
difficulty of the combination of blockchain with machine learning, in contrast to
traditional centralized solutions.

One way that blockchain can help Machine Learning is in the areas of sharing
data and models, security and privacy, decentralized intelligence, and trustworthy
decision-making. By using cryptographic approaches, blockchain-based systems may
assure data security and auditability of the collaborative training process and the learned
Machine Learning model. They can also store vast amounts of data in a safe and tamper-
resistant way. Blockchain technologies also make it possible for a decentralized
infrastructure to guarantee safe access control without relying on independent central
bodies. Blockchain technology enables Machine Learning to train, learn, and make
choices on local devices in distributed, decentralized networks. Particularly, DAPPs and
smart contracts could open up new possibilities for modeling interactions between
various entities in a decentralized machine learning application. Finally, blockchain

technologies make it possible for authorized nodes with access to the system to check
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and audit the transparent, immutable records of the training data and variables utilized
by Machine Learning algorithms for their decision-making conclusions at any time. In
this approach, the collaborative dynamics in decentralized Machine Learning
applications are considerably enhanced and the processes of the Machine Learning
algorithms are simple to audit.

On the other side, blockchain may benefit from machine learning for scalability,
energy and resource efficiency, privacy and security, and intelligent smart contracts. In
particular, machine learning-based mining algorithms may manage jobs in a more
intelligent manner rather of using the brute force technique by exploiting the training
data. Machine Learning algorithms' ability to forecast data and quickly calculate it
would also make it practical for miners to choose transactions that are more crucial to
complete. Additionally, the combination of blockchain technology and machine learning
may completely transform the conventional energy industry, making it far more
intelligent and efficient. Blockchain applications may enable predictive analytics by
utilizing machine learning techniques. This will guarantee that the needs for energy and
resources are appropriately addressed and will increase the effectiveness of blockchain
operation. The blockchain can benefit from machine learning approaches to optimize
data maintenance and storage by providing more effective data sharding or pruning
solutions to handle the scalability challenges. In order to increase the scalability of the
blockchain-based system, machine learning techniques may also be used to allow more
effective off-chain solutions or to dynamically change the block size. Additionally, the
use of trained models and algorithms in blockchain-based communications and
networking systems allows for the detection of harmful activity on the blockchain. In
this approach, machine learning might help blockchain systems recognize and stop theft,

fraud, and unauthorized transactions.

6.2  Conclusion

Due to the way blockchain technology operates, it is an intriguing but also
extremely difficult technology. In short, the goal of blockchain technology is to
decentralize data storage in a peer-to-peer network in such a way that no single central
authority can control the entire network. Blockchain technology introduced a novel
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concept to the financial industry, allowing users to conduct transactions within the
network without the intervention of central banks, which had previously controlled the
transaction process. The goal of this research was to develop a more complete
understanding of blockchain technology from a security perspective. To begin with, the
study addresses a critical research question: what are the current security concerns
surrounding blockchain technology in the technological industry? A concept-centric
matrix technique was used to facilitate the classification and categorization of security
assaults into their relevant tiers. The initial version of the concept matrix was adjusted
to reflect the developing understanding of the subject, paving the way for mapping
security assaults to typical security problems. As described in the preceding section of
this thesis, the research of twenty articles selected for this study demonstrated that
some attacks continue to occur today. This study connected security attacks in
blockchain technology to common security issues and concerns, and it showed that 51
percent of attacks result in double spending and unjust income; denial of service attacks
were the most prevalent security issues in blockchain technology. Along with the
security attacks and their repercussions, the thesis also covers the authors' proposed

security solutions.
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