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Abstract
Cellular Vehicle-to-Vehicle Communication Using Blockchain Network
Kayed Sara
Prof. Dr. Biilent Bilgehan
MA, Department of Electrical and Electronics Engineering

September, 2023, 49 Pages

Vehicle-to-Vehicle Communication (V2V) has engaged with our daily lives
during our normal rides as a crucial technology in the modern transportation
disciplines and systems, allowing real-time exchanging of different important
information from one vehicle to another in order to improve the traffic management,
efficiency and safety.

This thesis investigates the optimization and implementation of dynamic bits’
transmission in the vehicle-to-vehicle communication systems. The research focuses
mainly on discovering the impact of different factors which includes a known
transmitted signal, antenna gain, received power, receiving sensitivity, packet success
rate, distances and coordinates of the vehicles and path loss on the V2V
communication.

By examining the role of receiving sensitivity and antenna gain, the study aims to
improve the overall reliability and performance of V2V communication. Settings of
the optimal path will be determined in order to maximize the reception and
transmission capabilities of the vehicles which will ensure an efficient data exchange.
The knowledge of the coordinates of the vehicles and the distances that separates them,
i1s very important for establishing a reliable communication links. By taking into
consideration these factors, this study aims to optimize signal strength and
transmission power, ensuring successful data transmission and compensating for path
loss.

Frequency allocation plays a pivotal role in indicating the available bandwidth for the
V2V communication. This thesis discovered effective utilization of the fixed
frequency in order to maintain a reliable communication channels and avoid
interference.

The estimation of the path loss is being analyzed in order to compensate for the signal
attenuation over a distance which allows the adjustment of the transmission power. By

selecting the optimal path after taking into consideration the path loss predictions, this



study aims to minimize the packet loss as well as enhancing the communication
reliability. At the ends of the receiver, the received power plays as a vital metric for
assessing the signal quality and strength. This study spots the light on monitoring the
received power in order to implement the necessary improvements and to evaluate the
reliability of the communication link. Finally, the packet success rate is evaluated by
this thesis as V2V communication’s measure of effectiveness while delivering data
packets. By optimizing factors such as transmission power, interference and signal
strength, the study aims to ensure seamless data exchange and enhance the packet
success rate.

The MATLAB simulation is used to validate our aim. The MATLAB simulation
results that are obtained after our proposed framework show a huge improvement of
the performance of V2V communication generally. The use of the blockchain
technology in our project also is expected to improve and enhance the decentralization,
immutability and finally and the most important thing is the security of the V2V
communication. Through comprehensive experimentation, analysis and simulation,
this thesis brings valuable insights into the optimization and implementation of
dynamic bits’ transmission in the vehicle-to-vehicle (V2V) communication systems.
The findings assist in advancing and improving the field of intelligent transportation
systems as well as paving the way for improved traffic efficiency, road safety and an
overall driving experience.

Keywords: vehicle-to-vehicle communication, optimal path, transmission power,

packet success rate, blockchain network.
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CHAPTER1

Introduction

Digital Communication

Digital communication is said to be a means of transmitting different
information which are encoded in the binary form, which will be allowing for reliable
and efficient data transmission. Digital communication consists of various protocols
and technologies that allow the exchanging of digital data among devices (Proakis,
2008).
Digital data, in V2V communication, is encoded in binary form, basically represented,
before transmission, as 1s and 0Os. This encoding allows for accurate and precise
representation of the information, enabling error-resistant and reliable communication
among vehicles. Wide techniques of digital communication, such as encoding schemes
and modulation schemes are employed in order to efficiently transmit this digital data
over a wireless communication channel (Alam, Benmimoun, & Kobbane, 2020).
In V2V systems, digital communication includes the usage of wireless technologies
such as cellular networks, dedicated short-range communication (or DSRC), or
Wireless Fidelity or Wi-Fi (IEEE 802.11p). These all wireless technologies allow
vehicles to form a direct communication link, establishing a dynamic vehicle’s
network that is capable of transmitting and receiving information in real-time. The
transmitted digital signals between the vehicles hold very important safety messages,
location information, sensor data and many other relevant data in order to enable
intelligent and cooperative transportation systems (Liu, et al., 2017).
Not only that, but also, in V2V systems, digital communication utilizes correction
mechanisms and error detection in order to ensure the integrity of transmitted data.
Techniques such as forward error correction (FEC) and Cyclic Redundancy Check
(CRC) are employed to correct and detect errors that might occur during the
transmission, in order to ensure a reliable and accurate exchange of data between
vehicles and to improve the reliability of the V2V communication (Al-Sultan, et al.,
2014).
Integrating digital communication in the V2V systems gains the potential to
significantly improve traffic efficiency, reduce congestion, and enhance road safety.
By allowing the vehicles to share real-time information, such as road conditions, traffic

flow, and collision warnings, V2V communication allows proactive decision making
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by the automated systems or drives, and enhances situational awareness (Ling, et al.,
2019).

A very important and unique advantage of digital communication can be the wireless
communication that has revolutionized and changed the action of which information

is received and transmitted (Proakis, 2008).

Wireless Communication

Wireless communication relates to the transmission of data without even the
use of wires or physical cables. It depends primarily on the electromagnetic waves in
order to transmit signals all over the airwaves which will then enable a seamless
communication among devices. This wireless communication became increasingly
popular and important due to its flexibility, convenience as well as the ability to
overcome any possible physical barriers (Haykin, & Moher, 2011).
The operational principle of wireless communication in V2V systems is using
electromagnetic waves as a medium for transmitting the signal. Through the air, these
waves propagate allowing communication among the vehicles over a short to medium
ranges. These communication signals hold sensor data, important safety messages and
many other relevant information in order to enable proactive and real-time decision
making in V2V systems (Alam, et al., 2020).
Wireless communication in V2V systems has numerous advantages. It permits for an
improved road safety after letting the vehicles to exchange information that holds
abnormal road conditions, potential hazards, or nearby vehicles. It can also ease the
cooperative driving by which the vehicles are able to coordinate their movements in
order to reduce congestion, and increase efficiency. Wireless communication can also
enable the incorporation of the autonomous vehicle technologies and the advanced
driver assistance systems (or the ADAS) in order to enhance the capabilities of
vehicles and the overall intelligence (Papadimitratos, & La Fortelle, 2017).
In order to ensure the secure and reliable wireless communication in V2V systems,
wide techniques are employed. They include encryption techniques, error correction
mechanisms, signal modulation schemes, and channel access protocols. These
measures protect the security and privacy of communication information, improve data
integrity, enhance signal quality as well as mitigating the interference (Cheng, & Lo,

2015).



15

Relationship Between Digital Communication and Wireless Communication

The relationship that exists between digital communication and wireless
communication is located in the objective of receiving and transmitting digital signals
that they both share. However, digital communication focuses more on processing,
decoding and encoding data in a binary format, in contrast to wireless communication
that provides the tool to transmit this specific data wirelessly, by removing any
constraints that are imposed by the physical connections (Goldsmith, 2005).
These two forms of communication can find an extensive application in various fields.
In the kingdom of nodal communication, both wireless and digital technologies play
important roles. Nodal communication includes the foundation of communication
links among individual nodes that are presented in a network, which will allow in data
coordination and exchange. The protocols of digital communication, such as TCP/IP,
shall enable a standardized and reliable communication among nodes, meanwhile the
wireless technologies, like Bluetooth and Wi-Fi, can provide, for occurring efficiently,
a wireless connectivity that is necessary for the nodal communication (Rappaport,
2010).
Not only that, but also the relationship between vehicle-to-vehicle (V2V)
communication and device-to-device (D2D) communication are the best examples of
the integration of wireless and digital communication. D2D communication means the
direct communication occurring between nearby devices but without even the need for
network infrastructure which is centralized. D2D communication allows devices to
exchange directly the data, which then shall reduce the network congestion as well as
improve its efficiency. Simultaneously, V2V communication includes the direct
communication among vehicles, which then shall facilitate the exchange of
information that are related to collaborative driving, traffic conditions, and safety. Both
V2V and D2D communication rely heavily on wireless technologies in order to
establish direct connections. meanwhile the digital communication assures the
accurate decoding and encoding of the transmitted data between devices.
Concluding what has been discussed before, wireless communication and digital
communication are both inextricably connected with the wireless technology in order
to serve as an atmosphere for transmitting the digital data. Both of their applications
involve various fields which can include the nodal communication, by which both of
these technologies assist in affecting the data exchange inside the networks. In addition

to that, the relationship between V2V and D2D communication spots the light on the
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seamless integration of wireless and digital communication, that will then enable
efficient data exchange and direct connections between the vehicles and devices

(Molisch, 2012).

Vehicle-to-Everything (V2X) Communication

Inter-vehicular communications are becoming an important demand after
which vehicles are becoming smarter and smarter. This particular idea is not new, in
fact, it can be going back to 1999, when the vehicular communication was born and,
rapidly, started to be talked about within the academy and industry (Oh, et al., 1999 &
Inoue, et al., 2004). It was obviously observed that the very first set of services (day
one service) will be related to the basic safety by which vehicles must be broadcasting
information that includes their locations, speeds and other characteristics. This specific
day one service shall aim to an obvious increase in the road safety after the
improvement of the cooperative awareness of the divergent road sharing entities.
Afterwards, from day two and moving on, the service will include more developed use
cases such as the Automatic Driving Assistance Systems (ADAS), traffic
management, platooning, which all can be introduced directly after the rate of the
technology penetration reaches a certain peak (Nguyen, et al., 2017).
Moving on with the vast development of the metropolitan areas, highways and city
roads have seen serious and important socio-economic impacts because of vehicular
congestion and crashes. For instance, the World Health Organization (WHO) has
reported 1.25 million deaths occurring from road traffic globally in the year of 2013.
Besides, traffic jams also cause a dramatic waste of fuel as well as time which these
all lead to serious economic losses (Martinez, et al., 2010 & Zheng, et al., 2015). On
the other hand, most of these problems can be controlled by providing dynamic
information to the vehicles and/or drivers. Vehicular networking and communications
are becoming an important research area in order to optimize the traffic flow as well
as improving the vehicular safety, and that shall enable ensure a high quality of users’
experiences, and a more efficient use of the transportation resources (Wang, et al.,

2017)
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Figure 1
Four Types Of V2X Application (Wang, Et Al., 2017)
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Speaking generally and as shown in figure 1, the vehicle-to everything (V2X)
communication encompasses four different disciplines: vehicle-to-vehicle (V2V)
communication, vehicle-to-infrastructure (V2I) communication, vehicle-to-network
(V2N) communication, and finally the vehicle-to-pedestrian (V2P) communication
(Jameel, et al., 2020).

By integrating ‘“cooperative awareness”, these above 4 disciplines of the V2X
applications together can be used for end-users’ smarter services. For instance, road
infrastructure, application services, pedestrians and vehicles can, by receiving
different messages from vehicles or from sensors in proximity, obtain local
information which are environmental, and that is done in order to enable extra
intelligent services as enhanced traffic management, and warning of the autonomous
driving vehicle. Just below, the four categories of the vehicle-to-everything

applications are discussed (Wang, et al., 2017).

Vehicle-to-Vehicle (V2V) Applications:

Vehicle-to-vehicle (V2V) applications, as shown in figure 2, let the
surrounding devices receive and transmit useful information through broadcasting
which asks the user equipment (UE) to do a subscription to one of the network's
operators and then obtain an authorization. V2V applications require UEs transmit
relevant information messages that carry V2V information of the V2V application
such as vehicle attributes, traffic location and dynamics. In order to adapt to the wide
amount of the information of the V2V application, the message payloads must be

flexible (Wang, et al., 2017).
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V2V communication allows vehicles to directly exchange information wirelessly, in
order to enhance traffic efficiency and road safety. Via V2V communication, vehicles
can share data such as status, speed and position, allowing them to be aware of any
potential hazards and their surroundings. The direct communication allows
applications such as traffic low optimization, cooperative adaptive cruise control, and
collision avoidance. V2V communication complements driver perception, provides
faster response times, and enhances advanced driver assistance systems. V2V
communication carries great promise in creating cooperative and smarter

transportation systems (Yang, et al., 2004).

Figure 2
Vehicle-To-Vehicle (V2V) Communication (Cunha Et Al., 2016).
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Vehicle-to-Infrastructure (V2I) Applications:

The information of the V2I applications is transmitted from a supporting V2I
applications’ UE to a roadside unit (RSU) or a server which is a locally relevant
application. After that, the application server or the RSU can choose the UE
information which is received to it based on the different transmission modes which
can be multicast, unicast and broadcast. In addition to that, the application server or
the RSU can transmit messages or signals to either one or more UEs that support V2I
applications. A server which is a locally relevant application serves a specific
geographical area, however servers which are multiple applications can serve up to
overlapping areas with the different or same applications (Wang, et al., 2017). An

illustrative example of V2I is shown in figure 3.
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Figure 3
Vehicle-To-Infrastructure (V21) Communication (Cunha Et Al., 2016).
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Vehicle-to-Pedestrian (V2P) Applications:

Vehicle-to-pedestrian, which is shown in figure 4, is almost the same as
vehicle-to-vehicle applications, except that the V2P service information is transmitted
and received between vehicular UEs and pedestrian UEs. Information of the V2P
application can be transmitted by a vehicle-to-everything UE inside a vehicle in order
to warn a random pedestrian, or even by a user who is a vulnerable road user in order
also to warn any nearby vehicle. Aside from V2V, a pedestrian UE who is supporting
V2P applications apparently has a battery capacity which is low, and a radio sensitivity
which is lower than the vehicular UEs because of the impact of the antenna design.
This implies that a UE which supports V2P applications cannot send messages as

dynamic as UEs which support V2V applications (Wang, et al., 2017).
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Figure 4
Vehicle-To-Pedestrian (V2P) Communication (Hafeez, Et Al., 2020).
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Vehicle-to-Network (V2N) Applications:

Vehicle-to-Network (V2N) communication includes the exchange of data
between the network and vehicles. It allows vehicles to connect with cloud servers,
traffic management systems, road infrastructure, and other network elements. V2N
communication plays a pivotal role in improving traffic efficiency and road safety.
Vehicles transmit data such as location updates, sensor data and vehicle status to the
network, and on the other side, the network provides vehicles with real-time road
condition alerts, traffic updates and many other important information. The integration
of V2N communication with the new technologies like cloud computing, edge
computing and 5G networks, enhances its capabilities. For example, 5G enables more
reliable and faster data exchange, however edge computing enables real-time analysis
and processing (Nadeem, Qadir, & Imran, 2020).

A UE which supports V2N applications shall communicate with any application server
which supports V2N applications, as long as the parties are communicating with each

other through something called Evolved Packet Switching (EPS) (Wang, et al., 2017).
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Figure 5
Vehicle-To-Network (V2N) Communication (Everything RF., 2022).
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However, this study will focus mainly on vehicle-to-vehicle communication taking

into consideration every single parameter integrated into it.
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CHAPTER II

Literature Review

Overview

Inter-Vehicle Communication as well as Vehicle-to-Vehicle Communication
have been stated as an active research discipline for almost over two decades
(Sichitiu, & Kihl, 2008).
Sensing Technologies and Wireless Communication that are involved in vehicles are
expected to engage a wide and huge variety of safety-related applications that are
presented in vehicular networks. In the future of Intelligent Transportation Systems,
wireless communications that support intelligent vehicular sensing will go further,
beyond the current applications, it will include video monitoring systems, radar, GPS,
traditional GPS’s handling emergency, and in addition to road condition perception.
Those examples are only applicable in the line-of-sight conditions. But in the non-line-
of-sight conditions, an increase in the situational awareness along with connectivity
and coverage can be provided by the wireless communication (V. Va, et al., 2015).
In order to achieve an environmental intelligent sensing which is accurate, a huge
number of sensing data should be exchanged between vehicles, which leads to an
increase in the amount of vehicular sensors (Junil, et al., 2016). Having such huge
numbers of vehicular sensors, especially with the high complexity of these sensing
systems, it would be more difficult for the vehicles in order to transmit and then
process this massive amount of the transmitted and received data from the sensor in
real time. Such processing and transmitting are, in general, not supported by the current
vehicle-to-vehicle communication systems (V. Va, et al., 2015).
On the other hand, in vehicle-to-vehicle communication, a channel load is the solution
for ensuring the appropriate operation of drive-assistance systems as well as safety
applications. As the number of vehicles, each year, increases, the number of their
communication increases also. Consequently, vehicular communication through
channels will significantly increase the efficiency of the driving systems (Aznar-

Poveda, et al., 2021).
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Related Works

The below mentioned works cover a wide range of subjects within V2V
communication which includes future outlook on intelligent transportation,
performance analysis, key management, security, protocols, capacity analysis, as well
as data forwarding.
The first paper by Li, Zhang, Lu, and Shen, (2013) spots the lights on V2V-based
forwarding data in networks of the vehicular ad hoc. The paper discovers the
circumstances of forwarding data in such a dynamic vehicular environment and then
proposes some solutions for an efficient data dissemination. This paper’s authors
recommend a forwarding scheme called novel data which takes advantage of the V2V
communication in order to disseminate data between vehicles. The paper considers
some factors such as data popularity, traffic conditions, and vehicle density in order to
determine the appropriate forwarding strategy. This paper also gives a comprehensive
analysis of the performance of the proposed scheme by simulations which shall
demonstrate the effectiveness of it in the data dissemination improvement in V2V

communication systems.

The second paper by Naoumov, Vinel, and Jonsson, (2015) talks about the V2V’s
capacity safety communication systems. It appears to focus on the analysis of the
fundamental limitations of the information exchange system in V2V networks to seek
safety applications. The authors of this paper consider different factors which involve
channel interference and conditions, and communication range and then develop a
comprehensive and easy capacity model for the safety in the V2V communication.
After extensive analysis and simulations, the paper delivers insights to the road of
achieving a desired capacity of the systems of the V2V communication, in addition, it
explains the impact of the implementation of key parameters in the system
performance. The results in this paper assist in having a better understanding of the
design considerations and the fundamental limitations for V2V safety communication

systems.

Thirdly, this paper is by Altintas, Ekici, and Ozguner, (2004) where they show a new
protocol which is an urban multihop broadcasting system for the inter-vehicular
communication systems. This paper reaches the problems of reliable data

dissemination and its impact on the urban environment with frequent mobility changes
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and high vehicle densities. This paper’s authors suggest a protocol which shall enable
the vehicles to relay messages, efficiently, to neighboring vehicles, which will then
form a multi-hop communication path. This particular protocol gathers a contention-
based forwarding methodology in order to reach a reliable message delivery and
mitigate packet collisions. Through performance evaluation and simulation results, the
paper triggers the effectiveness of that protocol in improving the coverage and
reliability of the inter-vehicular communication found in urban settings. The work
helps in enhancing the and developing the reliability and efficiency in V2V systems,

and in particular, in the urban environment where there exists high vehicular density.

The paper "A survey on key management for vehicular ad hoc networks" supplies an
exhaustive outline of the techniques of the key management in vehicle ad hoc networks
(VANET). The authors debate about the importance of a key management which is
secured in VANETS in order to ensure authenticity, integrity and confidentiality of
communication. They review various protocols, and key management architectures, as
well as revocation mechanisms, establishment and key distribution. The paper also
focuses on open research issues and challenges in key management for VANETS.
Overall, the survey offers unique insights into the state-of-the-art key management

attitudes for securing the communication in the vehicular networks.

"Secure vehicular communications: Challenges and countermeasures" paper mentions
a comprehensive survey of the countermeasures and challenges in securing vehicular
communication. The paper’s authors discuss the security requirements and unique
characteristics of the systems of vehicular communication, that includes integrity,
privacy and authentication. They examine potential attacks and threats such as denial
of service, message falsification, and location privacy branches, and then review
various cryptographic techniques, protocols and security solutions that are proposed
in order to mitigate these risks. The paper spots the lights of the importance of a secure
version of vehicular communication as well as they offer valuable insights about state-

of-the-are countermeasures and security challenges in this domain.

The last paper [ want to mention is "A dynamic algorithm for interference management
in D2D-enabled heterogeneous cellular networks: Modeling and analysis" by

Kamruzzaman, Sarkar, and Gutierrez (2022), that helped me a lot through my
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researches stage in order to claim my aim. It does not talk about V2V communication,
that’s right, it focuses on the interference management in device-to-device-enabled
heterogeneous cellular networks, and what it handles is very useful for the simulation
stage I did. The project aims to analyze and propose a dynamic algorithm for
mitigating the interference caused by D2D communication. In order to verify their
approach, the authors employed simulation programs to analyze and model the
performance of the algorithm. By utilizing these simulation tools, the paper’s authors
were able to evaluate the effectiveness of the algorithm in improving system capacity
and reducing interference. The paper provides useful insights into interference
management in the device-to-device-enabled networks which offers a comprehensive
analysis of the proposed performance of the algorithm through simulation-based and

modeling verification.
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CHAPTER III
Methodology

Overview

As said before, whenever there exists two or several nodes in which one of
them is the transmitter and the other is receiver, then, there exists something called
nodal communication.
Taking vehicle-to-infrastructure communication as an example, this communication
consists of a base station where this station is communicating with all the nodes around
it in order to be the reference point among these nodes. In other words, all the nodes
are being communicated with each other through that base station which is said to be
the master node.
However, in vehicle-to-vehicle communication, just as the same concept as the
vehicle-to-infrastructure communication, except that there is a direct communication
between one vehicle and another, in which one vehicle shall transmit a signal, and the
other vehicle shall receive that particular signal. So taking apart each vehicle, one
vehicle can be a transmitter, a receiver, or a transmitter and a receiver at the same time

(Korkmaz, et al., 2004).

Research Design

Now, talking about our subject, our aim is to be able to transmit and receive
messages from one vehicle to another knowing the transmitter and receiver taking into
consideration the optimal path between the transmitter and the receiver as well as the
maximum power of the receiver vehicle.
So, the first important thing that we should know before transmitting a signal is the
transmission power for each node/vehicle.
A transmission power is said to be the ability of a vehicle to transmit and receive a
signal. It refers to how much power is emitted by the vehicle in order to transmit and
receive signals in vehicle-to-vehicle communication scenarios. The transmission
power performs as the level of electrical power by which the transmitter of a vehicle
operates in order to propagate the desired signals. The vehicle’s transmission power
shall affect the overall performance, coverage range and the signal strength of the

vehicle in a vehicle-to-vehicle communication (Dey, et al., 2016).
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In our system model, we assumed that there is a road that has five different vehicles
acting as nodes, positioned along that 1000m road such that: node 1: red vehicle, node
2: blue vehicle, node 3: white vehicle, node 4: green vehicle and finally node 5: yellow
vehicle. These vehicles are found on coordinates such that each vehicle is separated
from the other with 200m long. The schematic of these vehicles are shown in figure 6

below.

Figure 6

System Schematic
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Besides, each of these vehicles has its own transmission power in such a way that node
1 has 13dB, node 2 has 15 dB, node 3 has 18 dB, node 4 has 20 dB and finally node 5

has 25 dB as a transmission power.

Table 1.

Vehicles Description

Transmission Power

Vehicle/Node Coordinates (decibel)
Node 1 (Red vehicle) [0,0] 13dB
Node 2 (Blue vehicle) [200,0] 15dB

Node 3 (White vehicle) [400,0] 18dB
Node 4 (Green vehicle) [600,0] 20dB

Node 5 (Yellow vehicle) [800,0] 25dB




28

Parameters Definition

The target of our simulation is to study the impact of the transmission power
on the vehicle-to-vehicle communication. So, in fact, we will not focus on the other
variables during the simulation process, so we fixed these other variables. For this
reason, we will consider a fixed antenna gain which is integrated in all the nodes as
3dBi.
The antenna gain in this project that is integrated in the vehicles relates to the measure
of how an antenna can, effectively, receive or radiate electromagnetic signals in a
specified direction in contrast to a reference antenna. The antenna gain quantifies the
ability of an antenna to concentrate or focus the received power to the transmitted
power in a specific direction. Having a higher antenna gain designates having a more
directional and concentrated radiation pattern, however having a lower gain refers to
having a broader radiation pattern (Stutzman, & Thiele, 2012).
In addition to the vehicle’s antenna gain, we also considered the receiving sensitivity
to be as -60dBm.
The receiving sensitivity in the vehicles is assigned to the minimum power level of an
incoming signal where the vehicle’s receiver can successfully demodulate and detect.
It acts as the receiver’s sensitivity towards weak signals, as well as specifies its ability
to reliably decode and capture transmitted information. Having a low receiving
sensitivity value specifies having a more sensitive receiver which can decode and
detect weaker signals, that shall enhance the overall performance of the receiver
(Rappaport, 2010).
During simulation, the transmitted signal is said to be random, which means that it
consists of random bits transmitted from one vehicle to another. The reason behind
this is that we do not care what kind of signals are being transmitted, what we care
about is the transmission phenomenon itself. Because if this particular random
generated signal can be transmitted and received successfully, then any other types or
sequences of signals or messages that carry specific information can be transmitted
and received as well. In our case, we assumed that this random generated signal that
will be transmitted consists of 10 bits: [I0 1110011 0]

The below table summarizes the parameters integrated and used in our simulation:
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Table 2.

Parameters Used

Parameter Value
Antenna gain for each 3dBi
vehicle
Receiving sensitivity -60dBm
Signal to be transmitted [1011100110]
Frequency (f) of the 1G

signal (hertz)
Speed of light (c) ( meters 3x 108
per second, m/s)

Now, in order to know if this random signal has been successfully received or not, we

should calculate the path loss (PL) according to following formula:

PL = 201log 10 (d) + 201log 10 (f) + 20log 10 (4/c)
(Saraereh, et al., 2019)

Where:

PL: Path loss in decibels (dB)

d: Distance between the transmitter and receiver in meters (m)
f: Frequency of the signal in hertz (1GHz)

c: Speed of light in meters per second (3 x 10”8 m/s)

The path loss, as Goldsmith, (2005), defined it is the reduction that happens in a signal
strength as the radio waves propagate along a wireless channel between the transmitter
and the receiver vehicle. Path loss can be influenced by several factors such as
environmental conditions, obstacles, frequency and distance. Path loss is a very
important parameter in vehicle-to-vehicle communication that can affect the signal
quality, coverage, and the range in this communication.

After transmitting the signal, we should now know if it has been received as well as
we should know, if received, its receiving power.

Goldsmith, (2005), also defined the received power as the power level of the signal

that is received by the antenna of the receiving vehicle after which it has transmitted
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through the wireless channel. The received power refers to the strength of the signal
that is received and it can be affected by various factors which includes environmental
conditions, interference, path loss, and the sending vehicle’s transmission power.

As the received power increases, this means that this particular path that it went
through has the higher possibility of receiving signals. The received power, here, can

be calculated using the following formula:

PR = TR + TG + RG- PL

Where:

PR: Received power

TR: Transmission power

TG: Transmitter antenna gain
RG: Receiver antenna gain

PL: Path loss

Till now, it is not enough to know the received power in order to specify the optimal
path, what matters here is knowing something called the packet success rate.

The packet success rate means that this traveled packet, or signal, that is trying to reach
that particular destination, or node, is being successfully received or not, without being
corrupted or lost. It is a performance metric which quantifies the effectiveness and
reliability of the communication link that is found between the vehicles. Having a
higher packet success rate refers to a more robust and reliable communication system,
in contrast to having a lower rate that shall imply in having higher transmission errors
or packet loss (Zhang, et al., 2009).

The packet success rate is determined by the ratio of successfully received beacons by
all vehicles to the total number of beacons sent by the transmitter vehicle inside a

predefined transmission range as shown below:

Packet Success Rate (PSR) = (Number of successtul received signals / Total
transmitted signals) x 100
(Qiao, et al., 2012)
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If the received power is greater than the receiving sensitivity (which is -60dBm) means
that this signal has been successfully received, however if the received power is less
than the receiving sensitivity, it means that the signal has failed to be received.
Therefore, the node that has the highest packet success rate, is the node that is receiving
signals more than the other nodes.

For example, if we are sending signals four times and node 1 received three of these
times, this means that the packet success rate of this node 1 is 75%.

This implies that the vehicle that has the highest packet success rate is the vehicle that
owns the optimal path for transmission.

Zhang, et al., (2009), defined the optimal path in vehicle-to-vehicle communication as
the most favorable sequence or route of communication link that maximizes the
reliability and quality of transmitting the data between vehicles. The optimal path
requires selecting the path which minimizes the packet errors or loss, maximizes the

received signal data as well as minimizes the likelihood of path loss.
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CHAPTER 1V

Findings and Discussion

MATLAB Simulation

The previously explained system model was verified using MATLAB-based
simulation software.
Our aim from this code is to study the effect of increasing the transmission powers on
the V2V communication, or on the nodal communication.
We initiated the simulation by defining our parameters and fixing the vehicles with the
distances mentioned in the previous section. Tables 1 and 2 were defined in the
MATLAB where each vehicle’s coordinates and transmission power were fixed, as
well as the parameters which are antenna gain for each vehicle, receiving sensitivity,
signal to be transmitted, frequency (f) of the signal and the speed of light (c) were also
established.
Through this code, we enabled it to run in such a way that the previously defined signal
will be sent to each node. This means that each node will send this signal to all the
other nodes, but skipping itself, after taking all the predefined parameter into
consideration, for example node 1 will send the signals to node 2, node 3, node 4 and
finally node 5 but without sending it to node 1, which is itself. This was done according
to the algorithm 1 mentioned below;
Table 3.
Algorithm 1

Transmission links iterations

o)

% Transmission links
numNodes = size (COORDINATES, 1);

receivedPower = zeros (numNodes, numNodes) ;

currentdistance = zeros (numNodes, numNodes) ;

o)

% Transmission links iterations

for transmitter = 1:numNodes
for receiver = 1:numNodes
if transmitter == receiver

C

continue; % Skip self-transmission
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Before continuing to explain the code, let’s explain a very important term which is the
transmission link. A transmission link is nothing but the link between each node as
one transmitter to another receiver, such as the link between the first node
“transmitter”, and the second node “receiver”. Each vehicle will conduct 4
transmission links (4 receiver nodes, except itself).

For each transmission link, or for each transmission iteration, the transmission range,
distance, and path loss will differ which will lead to different received powers. The

path loss was calculated based on the below algorithm;

Table 4.
Algorithm 2

Calculating path loss

distance = norm(COORDINATES (transmitter, :) -
COORDINATES (receiver, :));

pathLoss = 20 * loglO(distance) + 20 *

10gl0 (FREQUENCY) + 20 * loglO(4 * pi /
SPEED OF LIGHT) ;

After having the received power for each transmission link, we will compare this
received power with the receiving threshold (or as defined as receiving sensitivity
which is said to be -60dBm). If the received power is greater than or equal to the
receiving sensitivity, then this transmission link is successful. The received power for

a specific transmission link is determined by the following algorithm;
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Table S.
Algorithm 3

Calculating received power and comparing it to the receiving sensitivity

receivedPower (transmitter, receiver) =
TRANSMISSION POWER (transmitter) + ANTENNA GAIN +
ANTENNA GAIN - pathLoss;

% Check if received power exceeds sensitivity
threshold

if receivedPower (transmitter, receiver) >=
RECEIVING SENSITIVITY

successfulBeacons (transmitter) =

successfulBeacons (transmitter) + 1;

end

Notes:
We added two times ANTENNA GAIN because the ANTENNA GAIN of the
transmitter equals the ANTENNA GAIN of the receiver (3dBi).

For each time the received power is greater than or equal to the receiving sensitivity,
a variable called successful beacon will increase by 1 which indicates the number of
successful transmission links.

After finishing all the transmission iteration of this particular node, we will then
calculate the PSR or the packet success rate according to the formula stated in the
previous section. The PSR, as explained before, depends on the successful beacons,
which means how many times we send a signal and was successfully received. The
packet success rate is identified on the MATLAB simulation according to following

algorithm;
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Table S.
Algorithm 4

Calculating Packet Success Rate (PSR) for each node

PSR = (successfulBeacons ./ totalBeacons) * 100;

MATLAB Outcome

Every time the code is repeated, the PSR is being calculated and saved for each
node. As a result of this repetition, the PSR for each node, the maximum PSR and its
corresponding node, as well as the average PSR for each transmission/reception link

was obtained in the command window as shown in figure 7:

Figure 7
PSR for Each Node (From Command Window of The MATLAB)

Command Window

The firast node Packet Success Rate Value i 25.00%.

The second node Packet Success Rate Value i 50.00%.

The third node Packet Succeas Rate Value i1 50.00%.

The fourth node Packet Success Rate Value i 75.00%.

The fifth node Packet Success Rate Value i 100.00%.

The best next hop for data transmission is Node 5 with a PSR of 100.00%.
Average PSR for each transmission/reception link:

60

After finishing all the calculations, we will plot the corresponding graphs and tables.
The first graph is about the received power for only node 1 transmission links. The

results are shown in figure 8 below;
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Figure 8
Received Power for Each Node One Transmission Links (From MATLAB)
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Secondly, we obtained the table for the received power for each transmission link or

path. It is shown in table 3 below;

Figure 9
Received Power for Each Transmission Path (from MATLAB)

Received Power for each Transmission Path

'NODE 1 NODE 2 NODE 3 NODE4 NODES

. NODE1 | 0 -59.4624 -65.4830 -69.0048 -715036|
~ NODE2 | -574624 0 -57.4624 -634830 -67.0048|
NODE3 | -604830 -54.4624 0 -544624 -60.4830
NODE4 | -620048 -584830 -524624 0 -524624|

| NODES | -59.5036 -57.0048 -53.4830 -47.4624 0
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After that, we obtained the histogram of Packet Success Rate for each node, this

histogram is shown in figure 9 below:

Figure 10
Packet Success Rate for Each Node (from MATLAB)
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Lastly, we obtained the graph of the increase in the packet success rate with respect to

the increase in the transmission power. This graph is shown in figure 10 below;
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The Increase in The PSR with Respect to The Increase in The Transmission Power

(From MATLAB)
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CHAPTER V

Discussion

Based on the previous simulation results, we will consider the node/vehicle that has
the highest packet success rate as the best next bounce or hop for our data transmission
aim. That means that, after we tried all the nodes for transmitting and receiving signals,
towards and from each node, we observed that node 5 (the yellow vehicle) has the
highest packet success rate (100%), so this particular node will be selected as the best
hop for our aim, and that vehicle shall own the optimal path.

In addition to that, we shall expect an increase in the packet success rate or PSR
average values for all types of transmission and receiving links as long as the
transmission power is increasing.

Not only that, but we also foresee that the increase in the transmission range, which
are 200m, 400m, 600m, 800m, shall result in larger differences among the PSR
average values that are associated with each transmission and reception link found
when the transmission power is increased. This was observed when we were trying to
send a signal from the first node (red vehicle) to the last node (yellow vehicle), which
is different from if we were trying to send a signal from the first node (red vehicle) to
the second node (blue vehicle). This was obvious because of the difference in the
distances that separates the vehicles which is 800m in the first transmission scenario
whereas in the second transmission the distance was 200m. This shall assure our aim
which is said to be that the distance shall not affect the optimal transmission path. In
fact, the node that has the highest transmission power, will have the highest packet

success rate, therefore, it will definitely own the optimal transmission path.
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CHAPTER VI
BlockChain Network

A blockchain network is a distributed and decentralized ledger technology which
enables data exchanging or transparent and secure transactions between multiple
participants or nodes (Kosba, et al., 2016).

Blockchain working principle is based on a chain of blocks, each one of these blocks
contains a set of data records or transactions. These blocks are all together linked using
something called cryptographic hashes, which form a tamper-resistant and immutable
ledger. The nature of the decentralization of blockchain ensures that no single entity
has full control over the network, which shall provide resilience, security and

transparency (Bilgehan, & Sabuncu, 2023).

How Blockchain Works

The networks of the blockchain operate with the help of a consensus mechanism that
ensures an agreement between the participants about the validity of transactions. When
initiating a transaction, it is broadcasted towards the network, and the participating
nodes verify its validity. After verification, the transaction is tied up with the other
validated transactions and then added to a block. Each one of these blocks contains a
reference to the block just before, which shall form a chronological chain of these
blocks. This blocks’ link, using the cryptographic hashes, assure the immutability and
integrity of the ledger. In addition, the cryptographic algorithms are being used in order
to protect the privacy of the data, authenticate participants, and secure the network

(Dorri, et al., 2017 & Zheng, et al., 2017).

Integration of Blockchain Network in Vehicle-to-Vehicle (V2V) Communication
The aim behind integrating the blockchain network in the vehicle-to-vehicle (V2V)
communication is basically to offer several potential applications and benefits.
Blockchain provides a transparent and decentralized platform for reliable and secure
exchange between the vehicles in order to enhance the trustworthiness, efficiency, and
safety of V2V communication (Mo, et al., 2019).

The first benefit in the transparent and secure data exchange. Blockchain allows
tamper-resistant and secure data exchange among the vehicles. Each V2V data

exchange or transaction can be recorded on the blockchain as a transaction, which will
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form a transparent and immutable ledger. The nature of decentralization of the
blockchain assures that no single entity can control or manipulate the data, in order to
enhance the trust between the participating vehicles (Conti, 2018).

Secondly, one of these benefits is authentication and data integrity. Blockchain
presents a robust mechanism in order to ensure the authentication and data integrity in
V2V communication. Each data exchange or transaction is cryptographically verified
and signed, which shall ensure the trustworthiness and authenticity of the exchanged
data (Zheng et al., 2018).

Not only that, but the access management and decentralized identity are one of the
many benefits of blockchain network. Blockchain may enable access management and
decentralized identity in V2V communication. Vehicles now can have digital identities
which are unique, which are stored on the blockchain, in order to allow for a controlled
and secured access to V2V communication networks. This shall assist in preventing
unauthorized vehicles from participating in V2V communication, as well as enhancing
the overall security of the system (Sharma et al., 2020).

In addition, blockchain technology is known for their ability for cooperative driving
through smart contracts. Programmable self-executing contracts, or as known as the
smart contracts, which are deployed on the blockchain, can ease cooperative driving
in the V2V communication. Also, these smart contracts enable vehicles to enforce and
establish agreements, such as collision avoidance mechanisms, priority rules and lane
merging protocols, in order to enhance safety and coordination in V2V communication
(Bartoletti et al., 2017).

Last but not least, blockchain technology is able to do incentive mechanisms and
micropayments. Blockchain enables the integration of incentive mechanisms and
micropayments in V2V communication. After utilizing blockchain-based tokens or
cryptocurrencies, vehicles can exchange incentives or values for sharing data, and that
is done in order to participate in cooperative driving and provide traffic information.
This reveals new possibilities for rewarding and incentivizing participation in V2V
communication (Zhou et al., 2018).

In conclusion, integrating blockchain technology in vehicle-to-vehicle communication
is still an active area of development and research. While the previously mentioned
benefits are promising, however, challenges such as standardization, latency and
scalability need to be addressed in order to realize the full potential of the blockchain

in V2V communication systems.
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CHAPTER VII

Conclusions and Recommendations

Conclusion

This work first introduced digital communication, wireless communication and the
relationship between these two communication types and vehicle-to-vehicle
communication. Then, detailed functions, objectives and definitions of vehicle-to-
everything communication were discussed, as well as each type of the vehicle-to-
everything communication where explained briefly. After that, the simulation process
and its output were interpreted successfully.

To conclude everything mentioned above, vehicle-to-everything (V2X)
communication illustrates a transformative paradigm which revolutionizes how the
vehicles interact with each other and with their surroundings. With its various
disciplines, V2V, V2I, V2P as well as, V2N communications, V2X communication
handles the most important key to creating connected, more efficient, and safer
transportation systems.

Among these disciplines, V2V communication appears as a pivotal aspect that enables
vehicles to transmit and receive real-time information about their intentions, speed and
position. This collaboration optimizes traffic flow, reduces accidents, and enhances
situational awareness.

Thanks to our MATLAB simulation that proved that the distance between any two
vehicles will not affect the optimal path of the transmitted signal, but what will
definitely affect the optimal path is the transmission power for each vehicle. Which
definitely means that having an obvious increase in the transmission power, shall result
obviously in an important increase in the packet success rate which will specify the
proper and the optimal path.

As for the integration of the blockchain network into the V2V communication, it puts
a layer of security, trust and transparency to the exchanged data. The decentralized
nature of the blockchain ensures the immutability and integrity of the shared
information, meanwhile, smart contracts enable secure and automated interactions
between vehicles.

The fusion of blockchain technology and V2V communication has the potential to
unlock remarkable advancements in autonomous driving, traffic management and road

safety. By establishing efficient and secure data exchanges, V2V communication,
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which is empowered by blockchain technology, allows the vehicles to coordinate their

movements, avoid collisions, and make informed decisions seamlessly.

Recommendations

However, there are some challenges that need to be overcome, such as interoperability,
latency and scalability, in order to successfully realize the potential of blockchain
integrated in V2X communication. Ongoing development and research shall aim to
refine the technologies and address these challenges for a widespread adoption.

As we continue navigation towards a future where vehicles are seamlessly connected,
the integration of blockchain technology and V2X communication will apparently
continue to play a very crucial role in shaping and sizing the future of the transportation
landscape. Thanks to their combined power, we can generate reliability, efficiency,

and safety, ultimately transforming the manner in which we experience mobility.
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